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Copyright, Confidentiality and Disclaimer Statements.

While the information in this publication is believed to be accurate, Ellisys makes no warranty of any kind to
this material including, but not limited to, the implied warranties of merchantability and fitness for a particular
purpose. Ellisys shall not be liable for any errors contained herein, or for incidental or consequential damages
in connection with the furnishing, performance or use of this material.

No part of this publication may be reproduced, stored in a retrieval system or transmitted, in any form or by
any means, photocopying, recording or otherwise, without prior written consent of Ellisys. No third party
intellectual property right liability is assumed with respect to the use of the information contained herein.
Ellisys assumes no responsibility for errors or omissions contained in this book. This publication and features
described herein are subject to change without notice.

Copyright (C) Ellisys 2017. All rights reserved.

All products or services mentioned in this manual are covered by trademarks, service marks, or product
names as designated by the companies who market those products.

Ellisys, the Ellisys logo, Better Analysis, and Ellisys Explorer are trademarks of Ellisys, and may be registered
in some jurisdictions. The Bluetooth® wordmark and logos are registered trademarks owned by the
Bluetooth SIG, Inc. and any use of such marks by Ellisys is under license. Wi-Fi® and the Wi-Fi Alliance logo
are trademarks of Wi-Fi Alliance. USB Type-C™ and USB-C™ are trademarks of USB Implementers Forum.
Other trademarks and trade names are those of their respective owners.

This manual is populated throughout with screenshots captured from a specific version of Ellisys Protocol
Analyzer software. All information contained in these screenshots should be considered samples, and are
intended to serve for instructional purposes only.

Document Revision History

Date Revision Changes

May 11, 2011 1.0 Initial release.

January 9, 2012 1.1 Updated to version 3.0 of the software.
February 21, 2013 1.2 Updated to version 4.0 of the software.
June 1, 2014 1.3 Updated to version 5.0 of the software.
January 16, 2017 2.0 Added Bluetooth Tracker
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Ellisys Contact Details

Complete Direct and Reseller Contact Info
Technical Support

Sales

Other Inquiries

Phone — Europe HQ (Switzerland)

Phone — USA HQ (Phoenix, AZ)

Phone — Asia HQ (Hong Kong)
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Conditions of Use and
Limited Warranty Terms

These conditions and terms are deemed to be accepted by the customer at the time
the product is purchased, leased, lent or used, whether or not acknowledged in writing.

Conditions of Use

The customer is only authorized to use the product for its own activities, whether
professional or private. Thus, the customer is, in particular, forbidden to resell, lease or
lend the product to any third party. In addition, the customer has, in particular, no
right to disassembly, modify, copy, reverse engineer, create derivative works from or
otherwise reduce or alter the product. The product may also not be used in any
improper way.

Limited Warranty Coverage

Ellisys warrants to the original customer of its products that its products are free from
defects in material and workmanship for the warranty period. Subject to the conditions
and limitations set forth below, Ellisys will, at its option, either repair or replace any
part of its products that prove defective by reason of improper workmanship or
materials. Repaired parts or replacement products will be provided by Ellisys on an
exchange basis, and will be either new or refurbished to be functionally equivalent to
new. If Ellisys is unable to repair or replace the product, it will refund the current value
of the product at the time the warranty claim is made. In no event shall Ellisys" liability
exceed the original purchase price of product.

Excluded Products and Problems

This limited warranty does not cover any damage to this product that results from
improper installation, accident, abuse, misuse, natural disaster, insufficient or excessive
electrical supply, abnormal mechanical or environmental conditions, or any
unauthorized disassembly, repair, or modification. This limited warranty also does not
apply to any product on which the original identification information has been altered,
obliterated or removed, has not been handled or packaged correctly, or has been sold
as second-hand. This limited warranty only applies to the original customer of the
product for so long as the original customer owns the product. This limited warranty is
non-transferable.

This limited warranty covers only repair, replacement or refund for defective Ellisys
products, as provided above. Ellisys is not liable for, and does not cover under
warranty, any loss of data or any costs associated with determining the source of
system problems or removing, servicing or installing Ellisys products.

Obtaining Warranty Service

To obtain warranty service, you may return a defective product to the authorized Ellisys
dealer or distributor from which you purchased the Ellisys product. Please confirm the
terms of your dealer's or distributor's return policies prior to returning the product.
Typically, you must include product identification information, including model number
and serial number with a detailed description of the problem you are experiencing. You
must also include proof of the date of original retail purchase as evidence that the
product is within the applicable warranty period.

The returned product will become the property of Ellisys. Repaired or replacement
product will be shipped at Ellisys' expense. Repaired or replacement product will
continue to be covered by this limited warranty for the remainder of the original
warranty or 90 days, whichever is longer.

Limitations
THE FOREGOING IS THE COMPLETE WARRANTY FOR ELLISYS PRODUCTS AND
SUPERSEDES ALL OTHER WARRANTIES AND REPRESENTATIONS, WHETHER ORAL OR

WRITTEN. EXCEPT AS EXPRESSLY SET FORTH ABOVE, NO OTHER WARRANTIES ARE
MADE WITH RESPECT TO ELLISYS PRODUCTS AND ELLISYS EXPRESSLY DISCLAIMS
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ALL WARRANTIES NOT STATED HEREIN, INCLUDING, TO THE EXTENT PERMITTED BY
APPLICABLE LAW, ANY WARRANTY THAT MAY EXIST UNDER NATIONAL, STATE,
PROVINCIAL OR LOCAL LAW INCLUDING BUT NOT LIMITED TO ANY IMPLIED
WARRANTY OF NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE. ALL WARRANTIES, WHETHER EXPRESS OR IMPLIED, ARE
LIMITED TO THE PERIODS OF TIME SET FORTH ABOVE. SOME STATES OR OTHER
JURISDICTIONS DO NOT ALLOW THE EXCLUSION OF IMPLIED WARRANTIES OR
LIMITATIONS ON HOW LONG AN IMPLIED WARRANTY LASTS, SO THE ABOVE
LIMITATIONS MAY NOT APPLY TO YOU.

ELLISYS PRODUCTS ARE NOT AUTHORIZED FOR USE AS CRITICAL COMPONENTS IN
LIFE SUPPORT EQUIPMENT OR FOR APPLICATIONS IN WHICH THE FAILURE OR
MALFUNCTION OF THE PRODUCTS WOULD CREATE A SITUATION IN WHICH
PERSONAL INJURY OR DEATH IS LIKELY TO OCCUR. ELLISYS SHALL NOT BE LIABLE
FOR THE DEATH OF ANY PERSON OR ANY LOSS, INJURY OR DAMAGE TO PERSONS
OR PROPERTY BY USE OF PRODUCTS USED IN APPLICATIONS INCLUDING, BUT NOT
LIMITED TO, MILITARY OR MILITARY-RELATED EQUIPMENT, TRAFFIC CONTROL
EQUIPMENT, DISASTER PREVENTION SYSTEMS AND MEDICAL OR MEDICAL-RELATED
EQUIPMENT.

ELLISYS' TOTAL LIABILITY UNDER THIS OR ANY OTHER WARRANTY, EXPRESS OR
IMPLIED, IS LIMITED TO REPAIR, REPLACEMENT OR REFUND. REPAIR, REPLACEMENT
OR REFUND ARE THE SOLE AND EXCLUSIVE REMEDIES FOR BREACH OF WARRANTY
OR ANY OTHER LEGAL THEORY. TO THE FULLEST EXTENT PERMITTED BY
APPLICABLE LAW, ELLISYS SHALL NOT BE LIABLE TO THE CUSTOMER OF AN ELLISYS
PRODUCT FOR ANY DAMAGES, EXPENSES, LOST DATA, LOST REVENUES, LOST
SAVINGS, LOST PROFITS, OR ANY OTHER INCIDENTAL OR CONSEQUENTIAL
DAMAGES ARISING FROM THE PURCHASE, USE OR INABILITY TO USE THE ELLISYS
PRODUCT, EVEN IF ELLISYS HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES. SOME STATES OR OTHER JURISDICTIONS DO NOT ALLOW THE
EXCLUSION OR LIMITATION OF INCIDENTAL OR CONSEQUENTIAL DAMAGES, SO THE
ABOVE LIMITATIONS OR EXCLUSIONS MAY NOT APPLY TO YOU.

Severability

If any provision or any portion of any provision contained in these terms is held to be
invalid, illegal or unenforceable by a court of competent jurisdiction, then the remaining
provisions, and if a portion of any provision is unenforceable, then the remaining
portion of such provision shall, nevertheless, remain in full force and effect. The parties
undertake to negotiate in good faith with a view to replace such invalid, illegal or
unenforceable provision or part thereof with another provision not so invalid, illegal or
unenforceable with the same or similar effect, and further agree to be bound by the
mutually agreed substitute provision.

Warranty Period

The warranty begins on the date of purchase and covers a period of two (2) years.

Governing Law

These conditions and terms shall be governed by and construed in accordance with the
law of Switzerland.

Jurisdiction; Venue

The parties consent to the exclusive personal jurisdiction of, and venue in, the District
Court of Geneva, Switzerland.
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About this Manual
Typographic Conventions

Bold is used to indicate menu commands, buttons, and tabs.

Italics are used to indicate fields, pane names, window names and cross references.

A warning symbol describes a possible critical situation and how to avoid it.

An information symbol tells you how to respond to a situation that may arise.

A tip symbol tells you information that will help you carry out a procedure.

<ION

Where to Find More Help
Go to the Ellisys website and the following pages for the latest information:

=  Ellisys products page - Go to www.ellisys.com/products/ for the latest product information and
documentation.

=  Application notes and white papers - Go to www.ellisys.com/technology/ to find up-to-date
information about the technology.

=  Distributors - Go to www.ellisys.com/sales/ to find a list of Ellisys distributors.

=  Technical support - Go to www.ellisys.com/support/ to send a question directly to the Ellisys
support team.

ellisys
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1. Analyzer Overview

1.1 Introduction

The Ellisys Bluetooth Explorer™ 400 and Bluetooth Tracker™ are advanced protocol analysis systems that
provide concurrent and synchronous capture and analytical presentations for Bluetooth Technology, Wi-Fi

traffic, logic signals, and several wired protocols.

In this manual, references are made to a singular analyzer, which may be either the Bluetooth Tracker or the
Bluetooth Explorer. Both analyzers share a unified software application and have certain common hardware
Where differences exist, distinctions will be made to indicate the specific analyzer being

characteristics.
referenced.
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The analyzer non-intrusively records neighboring Bluetooth and Wi-Fi traffic and any attached wired protocols
or logic signals and presents this captured traffic to the user in easy-to-understand and comprehensive

formats, using the associated Ellisys software application.
Note

Certain features are model-dependent (Tracker or Explorer) or configuration-dependent within these models.
See Section 2, Main Features and Capabilities, for information on supported features and configurations and
how to determine the features supported by your analyzer.

Major uses for the analyzer include verification of specification conformance and design goals, interoperability
testing, debugging of software stacks and applications, system performance characterizations, and wireless

coexistence analysis.

ellisys
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2. Features and Capabilities

The Analyzer is configured in feature-specific editions, described in this Section. These editions are Basic,
Standard, Professional, and Enterprise (Enterprise is Tracker-only).

2.1 Upgrading from One Edition to Another

Customers may upgrade the configuration in the field, using a feature-enabler file provided by Ellisys.
Contact Ellisys Sales for more information.

2.2 How to Check the Analyzer’s Edition

To check your Analyzer to learn whether it is a Basic, Standard, Professional, or Enterprise Edition (Tracker
only), follow the steps described below.

1. Connect the Analyzer's Control Port (Type-C) to your PC (Type-C or Standard-A).

Figure 3 Control Port
2. In the Analyzer's software application, open the Serial Number tab, located in the Help/About

menu.

The features enabled are listed on the Serial Number tab, and those features enabled have a green check
associated, and those not enabled have a red “X”.

ellisys
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2.3 Configurability and Features Enabled - Tracker

Configurations and Features

The Bluetooth Tracker is sold in Basic, Standard, Professional, and Enterprise Editions. The Tracker supports
capture of Bluetooth Low Energy, Wi-Fi, and a variety of wired communications, including logic signals. Unit
configurations can be field-upgraded (contact Ellisys for details).

The Help menu in software application will indicate the configuration and enabled features when the
Analyzer is connected. For the latest information, visit the Ellisys website.

2.4 Configurability and Features Enabled - Explorer

Configurations and Features

The Bluetooth Explorer is sold in Standard, Professional, and Enterprise Editions, as described in the Table
below. Unit configurations can be field-upgraded (contact Ellisys for details). The Explorer supports capture
of Bluetooth Classic (BR/EDR), Bluetooth Low Energy, Wi-Fi, and a variety of wired communications, including
logic signals.

The Help menu in software application will indicate the configuration and enabled features when the
Analyzer is connected. For the latest information, visit the Ellisys website.

2.5 Software Application Download

The Analyzer is operated using a software application supplied by Ellisys. In addition, this same application
can be used to view files created during recording operations. Download information for this software
application can be requested at http://ellisys.com/products/ctrl/download.php. The application can be

updated from the Help menu by selecting the Check for Updates option.

Wireless Capture:
= Bluetooth Basic Rate/Enhanced Data Rate (BR/EDR)

= Bluetooth Low Energy (LE)/Bluetooth Smart Technology
= Raw Spectrum information in the 2.4 GHz ISM band

Wired Capture:

= Universal Serial Bus (USB 2.0) HCI

= Serial Peripheral Interface (SPI) HCI

= Universal Asynchronous Receiver/Transmitter (UART) HCI
= Wireless Coexistence Interface 2 (WCI-2)

= Logic Signals

= Audio 12S (Inter-IC Sound)

ellisys
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The analyzer includes the following major capabilities:

= [nstant Piconef™ - visualization of the evolution of piconets and scatternets

= /nstant Timing™ - visualization of packets with 1/8™ symbol accuracy

= [nstant Spectrum™ - visualization of raw spectrum information

= [nstant Audio™ - integrated audio analysis

= Instant Channels™ - per-channel characterization of retransmissions and errors
= [Instant Throughput™ - performance characterization

= HCI Injection API — software-based capture of UDP-injected HCI

= Export of captured data to various formats, including Message Sequence Chart (MSC)
= Detailed decodes on Bluetooth protocols and profiles

= Automatic PIN code deciphering and associated link key calculation

= Support for Secure Simple Pairing (SSP)

= Automatic support for SSP Debug Mode

= Automated link key extraction from HCI Captures

= Protocol error detection

ellisys
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3. Installing the Application

3.1 Software Prerequisites

Before installing the Analyzer software application, please ensure the computer system on which it will reside
meets the following minimum requirements.
= Microsoft Windows XP SP1 or later.

=  Microsoft Windows Installer 3.0 or later. If the installation does not run smoothly, or if the system
indicates a version error, update your Windows installer.

= Microsoft .NET Framework version 2.0 or later.
= Intel Core, 1.5 GHz or compatible processor, or better.
= 512 MB RAM or more.
= 1280 x 1024 screen display resolution with 65,536 colors, or better.
= USB 2.0 EHCI Host Controller.
The Analyzer requires several software components. Ellisys recommends that you visit the following web

pages as needed, to update your versions of Microsoft .NET Framework and Windows:

=  www.microsoft.com/net to download the Microsoft .NET Framework version 2.0.

=  www.update.microsoft.com to update your version of Windows. When using the Windows update

service, it will automatically download and install the Microsoft .NET Framework version 2.0.

See your system administrator for more information about updating Microsoft .NET Framework and Windows.

3.2 Software Installation

1. Insert the CD-ROM that accompanies the product into the computer's CD-ROM drive, or alternatively,
download and run the setup application from a link provided by Ellisys.

To request the application software from Ellisys, please visit the Downloads section on the
Ellisys website at www.ellisys.com or contact support@ellisys.com.

Once the software application is installed, users can check for recent updates and install
these updates from the application’s Help menu.

ellisys
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The Ellisys Bluetooth Analyzer Setup Wizard screen appears:

ﬁ'EIIisys Bluetooth Analyzer El =] @
Welcome to the Ellisys Bluetooth Analyzer Setup
Wizard ellisys’

The inztaller will quide wou through the steps required ta install Ellizys Bluetooth Analyzer on your
computer,

WARMIMG: Thiz computer program is protected by copuright law and international treaties,
Unauthorized duplication or distribution of thiz program, or any portion of it, may result in zevere civil
or criminal penalties, and will be prosecuted ta the maximum extent poszible under the law.

If the Ellisys Bluetooth Explorer Analyzer Setup Wizard does not appear automatically, click
the START button on your Windows toolbar, then RUN, and type d-lsetup.exe (change d-:
to match the drive letter designation of your CD-ROM drive as needed), then click OK.

2. Read the WARNING note and click on Next.

The Ellisys Bluetooth Analyzer License Agreement screen appears:

‘ﬁ-‘ Ellisys Bluetooth Analyzer

License Agreement

Agree', then "Mext". Otherwize click "Cancel”.

(o] ® =)

ellisys:

Flease take a moment ta read the licenze agreement now. IF wou accept the terms belaw, click "l

| Do Mat Agree

Ellisys Bluetooth Explorer End-User License Agreement o

READ CAREFULLY: This End-User License Agreement ("EULA™) is

a legal agreement between vou (either an individual person or a single

legal entity, who will be referred to in the following as “you™) and Ellisys.

In the following, “this product” refers to the software displaving this
agreement, accompanying software, associated print and electronic
documentation, as well as software updates, web-based materials, and -

3. Read the License Agreement carefully, and then select | Agree.
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4. Click on Next.

The Select Installation Folder screen appears:

‘jE—'EIIisysBIuetoothAnalyzer EI =] @
Select Installation Folder

ellisys’

The ingtaller will install Elizyz Bluetooth Analyzer to the following folder.

To install in this folder, click "Mext". Toinstall to a different folder, enter it below or click "Browse™.

Folder:

C:\Program Files [#BE]NElisws'Elisys Bluetooth Analyzert Browse. ..
Dizk Cost...

Install Bllisys Bluetooth Analyzer for yourself, or for anyone who uses this computer:

@ Ewveryone

Just me

| Cancel | | ¢ Back | [ Mest > ]

5. The default installation folder appears in the Folder field. Ellisys recommends that you use the default
folder, however if you wish to change this folder, click on Browse and navigate to the folder required.

6. Select whether anyone or only the user currently logged on can access the software by selecting either
Everyone or Just me. Click on Next.

The Confirm Installation screen appears:

ﬁ' Ellisys Bluetooth Analyzer El = @
Confirm Installation
ellisys’
The inztaller iz ready ta install Elisy: Blustooth Analyzer on your computer.
Click "Mext" to start the installation.
Cancel | | < Back | [ et »

ellisys

Better Analysis Installing the Application | 19 of 199



7. Click on Next to continue the installation.

An Installation Progress screen appears:

‘jﬁ'}] Ellisys Bluetooth Analyzer EI =] @
Installing Ellisys Bluetooth Analyzer
ellisys’
Ellizys Eluetooth dnalyzer iz being installed.
Please wai...
< Back Mest =

When the software has been installed, the /nstallation Complete screen appears:

‘ﬁ-‘ Ellisys Bluetooth Analyzer El =] @

Installation Complete
ellisys’

Ellizyz Bluetooth Analyzer has been successfully installed.

Click "Close' bo exit.

Flease uze Windows Update to check for any critical updates to the MET Framewark.

8. Click on Close.

The Analyzer software is now installed.

ellisys
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3.3 Front Panel Overview

The front panel of the Explorer is shown below:

[ |
e I I I Sy S BrR/EDR G Br/EDR @ LN

LE LE@

Power @

Operating @ Explore @

Trigger Bluetooth” Instant Protocol Analysis [—]

A When attaching an antenna to the front panel, DO NOT over tighten. Screw on the
g antenna to a light finger-tight torque only.

Capture Connector

The (Standard SMA) Capture connector is used to connect the antenna (supplied) for capture of BR/EDR and
LE traffic.

Generate Connector

The (Standard SMA) Generate connector is for future implementations (not currently used).

HCI Connectors

The HCI connectors (USB 2.0 Standard-A and Micro-B) are used for USB HCI traffic capture.

Power LED

The Power LED indicates if the unit is correctly powered from the supplied 12VDC/2A power adapter and
connected to the control computer (with USB driver installed).

. Constant green: DC-powered and USB-connected, ready to operate.
Flashing green: DC-powered but not USB-connected.
. Flashing red: USB-connected but not DC-powered.

Off: Not DC-powered and not USB-connected. The Power LED may also be off if when the
unit is in power-saving mode after the control computer has been turned off.

ellisys
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Operating LED

The Operating LED indicates if the unit is presently performing a task directed by the user, for example when
the user has initiated a recording action.

Off: Unit is not in use and available.
. Constant green: Unit is in use.
. Orange: In use, waiting for trigger.

. Red: Memory full, downloading; or trigger occurred, downloading.

Trigger LED

The Trigger LED indicates whether a trigger event has occurred.

Off: No trigger event detected.

R .
O Green flash: Trigger event detected.

T

Capture BR/EDR LED
The Capture BR/EDR LED indicates that the analyzer detects the presence of BR/EDR traffic, irrespective of

whether a recording is underway.

Off: No BR/EDR traffic detected.

0.\\ Flashing green: BR/EDR traffic detected.

N

Capture LE LED
The Capture LE LED indicates that the analyzer detects the presence of Bluetooth Smart (LE) traffic,

irrespective of whether a recording is underway.

Off: No Bluetooth Smart (LE) traffic detected.

/’.\\ Flashing green: Bluetooth Smart (LE) traffic detected.

N
Generate BR/EDR LED

Reserved for future implementation.

Generate LE LED

Reserved for future implementation.

ellisys
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3.4 Back Panel Overview

The back panel of the Explorer is shown below:

Ellisys Bluetooth® Explorer 400 O O F@ c € L&I"\Syjj

Serial: BEX400-12345 Rev: A FOR OFFICE USE

The Blustooth word mark and logo are registered trademarks .
and are owned by the Bluetooth SIG, Inc. Inter-equipment

Tri —
Power Computer 7 nggerIN

OO Q Q O 10 Probe

12-24vDC Max 5VDC

@B When connecting the USB cable DO NOT force the connector into the unit. The metal part

of the connector should not be inserted completely into the connection port. Forcing the
connector or inserting all the metal part of the connector will break the port connection
and is not covered by the warranty.

Power

DC jack power input. The adjacent LED illuminates constant green if a correct voltage is applied, and
illuminates constant red if the voltage is applied reversed.

Accepted Voltage Range: 12VDC to 24VDC.
Minimum Power: 18W
Computer

Type B USB 2.0 receptacle. Attaches to the control computer.

Trigger OUT

SMA connector used for sending TTL voltage level shift or pulse to external equipment.

Trigger IN

SMA connector used for accepting TTL voltage level shift or pulse from external equipment.

10 Probe

Integrated logic analyzer probe for capturing UART and SPI HCI traffic, Audio 12S signals, WCI-2 traffic, and
logic signals. A flying-leads adapter cable is supplied when these options are included with purchase. See
Appendix A — Flying Leads Cable for details.

Inter-equipment IN and OUT

Reserved for future extensions.

ellisys
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3.5 Connecting to the Control Computer

The Analyzer is controlled over a high-speed USB 2.0 connection by a PC hosting the Analyzer application,
enabling the use of any notebook or desktop computer.

The USB driver must be installed before the analyzer can be used.

Driver installation procedures may vary depending on the user’s Operating System. Therefore, no specific
driver installation procedures are described herein. A given Operating System may present a series of dialogs
to enable the driver installation, and another Operating System may make this process more automated. If
assistance is needed to install the driver, please contact Ellisys at support@ellisys.com.

Note that the driver is installed with the application software, and is located as described in the note below.

If the controlling PC does not detect the presence of the rear USB port on the analyzer (or
if the driver otherwise fails to install), the user can manually install the USB driver by going
to the operating system’s Device Manager, typically located in the Windows Control Panel,
selecting the attached Ellisys analyzer, and manually pointing via “Update Driver” to the
Ellisys “Drivers” folder which installs with the Bluetooth Explorer application. This folder is
typically located in your Program Files folder at [path]\Ellisys\Ellisys Bluetooth
Analyzer\Drivers.

Although the unit can upload or download data on a full speed USB 1.1 connection, Ellisys
strongly recommends that you connect it to a high-speed USB 2.0 port or a SuperSpeed
USB 3.0 port (which will default to USB 2.0 high speed) to obtain optimal performance. If
you experience connection problems with the Bluetooth Explorer 400, please ensure it is
connected on a high-speed USB 2.0 or USB 3.0 host controller before contacting technical
support.

ellisys
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4. User Interface Reference

The user interface of the Analyzer application provides various windows, panes, menus, toolbars, and other
visual elements. All panes are dockable and can be hidden, resized, and re-positioned to suit the needs and
preferences of the user. Most panes are inter-linked to provide synchronization with other panes and include
various display options.

Menu Bar ==& Layout Quick-

Menu
Filters Bar -
ST e Main Toolbar
Overviews =
i Details Pane
Instant Spectrum i
Pane =

Summary, /nstant

PRSRRERRERN
fRgvegye

Instant Timing Piconet,
Pane | Instant Channels
Panes
Instant VE
Throughput - e e
Pane 1 1L L4 oML oo QLR ERLpLER MmNy L L Gelepiaiees L o®LoL L Lo Security Pane
Instant Audio '
Pane Raw Data Pane
Status Bar L e e B 6 v =

The Analyzer application displays several windows and panes in the default layout. Each pane displays
specific information or allows the user to interact with the software for a given task:

= Overviews (BR/EDR, Low Energy, HCI, WCI-2) — Displays chronological records of BR/EDR, LE,
USB / UART / SPI HCI, and WCI-2 traffic and events.
= Details Pane — Displays a detailed breakdown of the event selected in the active Overview.

= Raw Data Pane - Displays the raw data of the event selected in the active Overview. Fields
selected in the Details Pane are highlighted here.

= |Instant Timing Pane — Displays a graphical representation of through-the-air, HCI, and logic
signals captured, and allows for various timing analyses and measurements.

= |nstant Spectrum — Displays spectral RF energy characteristics concurrent with Bluetooth packets.

= |nstant Audio Pane — Displays captured audio streams and provides a variety of controls including
real-time audio play, playback, looping, and other features.

= |Instant Piconet Pane — Displays a graphical representation of devices, piconets, and scatternets,
along with connection and topology characteristics, throughput, and RSSI indications.

= Instant Channels Pane — Displays various per-channel transmission statistics.
= Instant Throughput Pane — Displays various data throughput characteristics.

= Summary Pane — Displays a statistical summary of traffic captured.

ellisys
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= Security Pane — Displays security information and allows for user input of Link Keys.

= Message Log — Displays printfuser inputs associated with the HC/ Injection API.

4.1 Organizing Panes

The various panes provided can be shown or hidden, moved, docked, and resized to suit the user's
preferences. See 5.2, Using Layouts, for more information on saving display preferences.

To open or display a pane or an Overview:

1. Select View in the menu and select the desired pane or Overview.

Wiew
A Details
1 Raw data
53} Summary
H Instant Timing
H Instant Spectrum
s« Instant Ficonet
W Instant Channels
Instant Throughput

.

£ mnstant Audio
o Security
L]

Device Traffic Filters

HRRHRNEHRE

| Overviews 4 BR/EDR. Overview

Other Windows 4 Low Energy Overview

HCI Overview (Serial)

HCI Overview (Secondary Serial)
HCI Overview (Injection)

HCI Overview (USE)

WCI-2 Overview

Message Log

The selected pane opens.

To close a pane:

1. Click on Close % positioned at the top-right corner of the title bar of the pane.
The pane closes.

To hide a pane:

1. Click on Auto-Hide ' positioned at the top-right corner of the title bar.
The pane is hidden and the pane’s name now appears as a tab at the right side of the screen.

To move a pane or a window:

1. Click on the title bar of the desired pane or window.

2. Depress and hold the left mouse button and drag the pane or window.

ellisys
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A window placer appears:

3. Keep the mouse button depressed and point to one of the following:

Center to open a pane as a floating window in the screen.

Top to move the pane to the top of the screen or pane group.
Right to move the pane to the right of the screen or pane group.

Left to move the pane to the left of the screen or pane group.

4.2 Main Toolbar

The table below shows the Analyzertoolbar buttons and their actions:

Bottom to move the pane to the bottom of the screen or pane group.

:EJ New Creates a new empty capture file.

&= Open Opens a previously saved capture file.

L‘z‘ Save Saves a capture file.

tﬂ Save Filtered Saves a filtered capture file (by selected devices).
e ) Search Opens the Search dialog.

3 Start Recording Starts a recording on the selected analyzer.

| Stop Recording Stops the current recording.

[+ | Restart Aborts current recording and restarts a new one.
',E;, Set Time Reference Sets the line selected in an Overview at 0.000 000 000
:L;,, Reset Time Reference Resets the time reference to its original value.
q;J Navigate Backward Navigate to the previous selection history.

—_$ Navigate Forward Navigate to the next selection history.

| Markers Opens the Markers menu.

d._-' Find Previous Marker Jumps to previous marker.

Q; Find Next Marker Jumps to next marker.

‘I{ﬁ. Filtering Opens the Device Traffic Filters menu.

[ Save & Continue Saves the current capture and starts the next.
ﬁﬁ User Manual Opens the User Manual.

ellisys
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4.3 Main Menu

The table below shows the Analyzer's main menu options and their actions, with shortcuts shown in

parentheses:

File

= New (Ctrl+N)

[ Open (Ctrl+0)

ld  save (Ctrl+S)
Save As

i@  Save Filtered Copy
Load Sample
Trace Information

Share to Cloud

Retrieve from Cloud

Import (Ctrl+P)
Export (Ctrl+E)

Switch Workspace

Import and Export Settings

0  Page Setup
2 Print Preview
=4 Print

Exit
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Creates a new capture file.

Opens a folder to open a previously saved capture.
Saves the current capture.

Saves the current capture to a new name.

Saves the current capture as defined by the Traffic Filter.
Opens sample files provided with application.

Provides details on the trace currently opened.

Opens a dialog allowing the user to upload capture to the
Ellisys secure cloud storage.

Opens a dialog allowing the user to retrieve a shared
capture from the Ellisys secure cloud storage.

Imports a file to view in the analyzer application.
Exports a capture to various formats.

Allows user to switch to a different Workspace or to create a
new Workspace.

Opens the /mport and Export Settings Wizard.

Opens Page Setup dialog allowing user to set page margins
and other printing parameters.

Opens the Print Preview window.
Print the selected Overview window.

Closes the application.

ellisys
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View

},_4] Details Opens the Details pane.

011 Raw Data Opens the Raw Data pane.
@ Summary Opens the Summary pane.

H Instant Timing Opens the /nstant Timing pane.

H Instant Spectrum Opens the /nstant Spectrum window
%% Instant Piconet Opens the /nstant Piconet pane.

¥ Instant Channels Opens the /nstant Channels pane.
. Instant Throughput Opens the /nstant Throughput pane.
fj Instant Audio Opens the /nstant Audio pane.

) Security Opens the Security pane.
‘l&. Device Traffic Filters Opens the Device Traffic Filters window.

View | Overviews

BR/EDR Overview Opens the BR/EDR Overview.

Low Energy Overview Opens the Low Energy Overview.

HCI Overview (Serial) Opens the Serial HC/ Overview.

HCI Overview (Secondary Serial) Opens the Secondary Serial Overview.
HCI Overview (Injection) Opens the /njection HCI Overview.
HCI Overview (USB) Opens the USB HCI Overview.

HCI Overview (WCI-2) Opens the WCI-2 Overview.
Message Log Opens the Message Log.

View | Other Windows

@’ Welcome Opens the Welcome screen.

% Tasks Opens the Tasks pane.

Layout
Analysis Changes the layout to the Analysis layout.
Full Screen Changes the layout to the Full Screen layout.
Rename Layout Renames the existing layout.
Reset Layout Resets the existing layout to default.
Delete Layout Deletes the user-defined layout.

B New Layout Creates a new layout based on the current layout.

ellisys
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Search
Search (Ctrl+F)
Search In

#4 Instant Search (Ctrl+1)
Go To (Ctrl+G)

Go To Next
Go To Previous

Find Next (F3)
QJJ Navigate Backward (Alt+Left)

—__5 Navigate Forward (Alt+Right)

Record
3 Start Recording (Ctrl+R)
| Stop Recording (Ctrl+Shift+R)

5} Save and Continue Recording

[+ | Restart Recording

Select an Analyzer

p‘} Recording Options

Tools

Prepare support info
Web control interface
=% Set Time Reference (Ctrl+T)

s Reset Time Reference (Ctrl+Shift+T)

[} Options
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Opens the Find menu.

Designates the Overview in which to search
Places the cursor in the /nstant Search window.
Opens the Go To /tem window.

Expands a menu to enable search for next various
Bluetooth or HCI items.

Expands a dialog to enable search for previous various
Bluetooth or HCI items.

Searches forward for the last event found in a search.
Navigate to the previous selection history.

Navigate to the next selection history.

Starts a recording.
Stops the current recording.

During segmentation, forces save of current capture and
restarts the recording

Aborts the current recording and starts a new one.

Opens the Available Analyzers dialog to allow for selection
of attached analyzer to be used or opens /njection API.

Opens the Recording Options dialog.

Opens a Save-As dialog to save technical support
information in a compressed format.

Opens the Ellisys Web Capture Control interface in the
default browser

Sets the time of the line selected in the current Overview
at 0.000 000 000.

Resets the time reference to its original value.

Open the Options dialog.

ellisys
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G User Guide
@;LF Ellisys website

&2  Contact support

Check for updates

% About

ellisys

Better Analysis

Opens the User Guide.
Opens the Ellisys website in the default browser.

Opens a form in the default browser to contact Ellisys
technical support.

Checks online for the latest software version.

Opens the About window. When unit is attached to the
controlling computer, also provides information on enabled
features.
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5. Managing Capture Files

5.1 Opening a Capture File

To open a capture file:

Select File | Open in the menu or click on Open. r=3

The Open menu appears:

Open =)
@uv‘ < Ellisys » Ellisys Bluetooth Analyzer » Samples - | ‘,| | Se yo) |
Organize + Mew folder == m @

- Favorites n Mame : Date modified Type Size
i
Bl Desktop A2dpMusicStreaming 10/21/2011 9:29 PM Bluetooth T... 1,051 KB
EnepTethering 5/12/2011 &04 PM Bluetooth T... 10,610 KB
7 Libraries L DunModem 5/12/2011 8:02 PM 1,058 KB
| Documents HfpSco 5/12/2011 8:03 PM 2,478 KB
.—J’- Music LowEnergyBattery 5/12/2011 11:51 AM 101 KB
= Pictures LowEnergySecurity 5/12/2011 11:50 AM 1,930 KB
B videos ObexFtp 5/17/2011 10:29 AM 5,053 KB
SimpleScatternet 12/20/2011 2:40 PM s Bluetooth T.. 1321 KB
#% Homegroup
"M Comnuter b L b
File name: HfpSco - [EI\isysBIuetoothTrace Files (*.k v]
[ Open |v] [ Cancel ]

1. Select the file required and click Open.

The selected file opens in the software.

5.2 Saving a Capture File

To save a capture file:

1. Select File | Save As in the menu or click on Save. L'ﬂ

The file is saved.

To save a capture file with a new name:

Select File | Save As in the menu.

32 of 199 | Managing Capture Files
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The Save As menu appears:

Bsess =
S
forflns) | <« Program Files (x86) » Ellisys » Ellisys Bluetooth Analyzer » Samples - | 3 ‘ | Search Samples g el [
Organize + Mew folder g== l.@l
c - Mame ’ * Date modified Size
[ Favorites
Bl Decktop A2dpMusicStreaming 10/21/2011 9:29 PM 1,051 KB
= BnepTethering 5/12/2011 8:04 PM 10,610 KB
4 Libraries E3 DunModem 5/12/2011 8:03 PM 1,058 KB
] Documents HfpSco 5/12/2011 8:03 PM 2478 KB
& Music LowEnergyBattery 5/12/2011 11:51 AM 101 KB
=) Pictures B LowEnergySecurity 5/12/2011 11:50 AM 1,930 KB
B videos ObexFtp 5/17/2011 10:29 AM 5,053 KB
SimpleScatternet 12/20/2011 2:40 PM sys Bluetooth T... 1321 KB
o Homearous 7
File name: -
Save as type: [Ellisy; Eluetooth Trace Files (*.btt) ']
“ Hide Folders Save ] I Cancel ]

1. Navigate to the directory where the file is to be saved.
2. Enter the desired name of the file in the File name field and click on Save.

The file is saved with the modified name and the original file is not modified.

5.3 Saving a Filtered Copy of a Capture File

The analyzer captures traffic from all neighboring devices. The application provides a Device Traffic Filter to
allow the user to display only the device(s) of interest (see Section 8.4 Device Traffic Filter). Once this filter
is configured, the user can save a filtered version of the capture containing just the traffic involving the

selected devices.

The Save Filtered Copy feature is based only on the Device Traffic Filter. To create traces
based on other filtering approaches requires the use of the Export feature.

4.9 Export Options for details.

To save a filtered version of a capture file based on the Device Traffic Filter:

1. Configure the Device Traffic Filter as desired.

2. Select File | Save Filtered Copy Eﬂ in the menu.

ellisys
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The Save As window appears:

£ sove s ==
Qu | .« Windows7_05 (C:) » Program Files (x36) » Ellisys » Ellisys Bluetooth Analyzer » Samples - |¢'v, | | Search 5 el |
Organize + MNew folder == - l@l
‘r Favorites *  Name . Date Size Tags
Bl Desktop A2dpMusicStreaming.btt 2/24/2013 5:03 PM Bluetooth T... 1,045 KB
4 Downloads BrepTethering.btt 7/10/2013 4:01 PM Bluetooth T... 10,611 KB
=] Google Driv £ DunMeodem.btt 12/16/2013 4:27 PM Bluetooth T... 1,058 KB
K Morton Zor HfpSco.btt 2/24/2013 6:03 PM Bluetooth T... 2480 KB
l.-'_a Recent Plac LowEnergyBattery.btt 5/12/2011 10:51 AM Bluetooth T... 101 KB
LowEnergySecurity.btt 5/12/2011 10:50 AM Bluetooth T... 1,930 KB
4 Libraries LowEnergyWatch.btt 11/4/2013 10:50 AM Bluetooth T... 167 KB
3 Documents ObexFtp.btt 1/27/2014 11:10 AM Bluetooth T... 5,054 KB
gﬂ Downloads SimpleScatternet.bit 2/24/2013 6:03 PM ys Bluetooth T... 1323 KB
,J'. Music
| Pictures
¥ videos
ZIE Rl H pSco filtered. bit] -
Save astype: [Ellis_',rs Bluetooth Trace Files (*.btt) v]
“ Hide Folders Save ] [ Cancel ]

3. Enter a file name.

When selecting Save Filtered Copy, the File Name box in the Save As dialog is appended
with _ Fiftered to avoid potentially overwriting the original file.

4. Click Save.
5.4 Opening a Sample Capture File
Several sample capture files are included with the application.

To open a sample file:

1. Select File | Load Sample in the menu.
2. Click on the desired sample.

5.5 Sharing a Capture File to the Cloud

The application provides a convenient feature allowing users to share a capture file, markers, and optionally
other files, to the Ellisys secure storage Cloud for retrieval by other persons.

To share a file to the Cloud:

1. Open the capture file to be uploaded to the Cloud.

2. Select File | Share to cloud in the menu.

ellisys
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The Capture Upload Welcome dialog appears:

Capture Upload
Welcome

file to the Ellisys secure storage doud.

What do you wish sharing?

@ The complete capture file

Welcome to the capture upload wizard, This wizard will guide you through the few steps for uploading your capture

Attach additional files

’ Mext = ][ Cancel ]

3. Select the Attach additional files checkbox if files in addition to the capture files are to be uploaded to

the Cloud, then click Next.

The Capture Upload dialog shows Upload in progress:

Capture Upload

Upload
Please wait while the data is uploaded to the Ellisys secure storage doud.

Upload in progress, please wait...

Cancel

ellisys
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When the upload is complete, the Capture Upload dialog shows Upload Completed:

Capture Upload
Upload
Please wait while the data is uploaded to the Ellisys secure storage doud.

Upload completed.

Mext > ][ Cancel

4. Click Next.

The Capture Upload Notification appears:

Capture Upload
Notification

Please enter your email address and select the redpients that will be notified about your sharing. For getting
suppart on a capture file, please spedfy support@elisys.com in the To field.

Send notification email:
From: ct@ellisys.com

Tao: support@ellisys. com,someone @mycompany. com

Message: | My message here,

[ Mext = ][ Cancel ]

5. If desired, check the Send notification email checkbox to have an email sent to notify one or more

recipients of your shared file(s).

@ Separate individual email addresses with a comma or semi-colon.

@ To send your capture file to Ellisys Technical Support, include support@ellisys.com in the
To: field.

[ ]
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6. If Send notification email was checked, the specified recipient(s) will receive an email with retrieval
instructions, as shown below:

Hello,
The following files have been shared for you on the Ellisys storage cloud by me@mycompany.com:
= DunModem.btt (1.03 MB)
= ellisys.bmp (365 kB)
Shared files can be retrieved from the Ellisys software, in the File > Retrieve menu, by using this identifier:

{cc19dbed-c962-46aa-bddb6-d1dfffed25c9}

Message from the sender:

test

Thank you for using Ellisys products!

7. Click Next.

The Capture Upload Completed dialog appears:

Capture Upload

Completed
Thank you for having shared your data on the Ellisys secure storage doud.

Your data is successfully shared!

Sharing identifier:  {4d263d83-119a-4d9b-a31b-25153d6b730c} Copy to dipboard
Expiration date: Saturday, January 07, 2012

The sharing identifier is required in order to download the data.

Finish

8. If desired, click on Copy to clipboard to copy the Sharing Ildentifier to your system’s clipboard. This
identifier is needed to retrieve the shared file(s).

9. Click Finish.

5.6 Retrieving a Shared Capture File from the Cloud

Once a capture file is uploaded to the Cloud, it is accessible to anyone having the sharing identifier (produced
during the upload) and the Bluetooth Explorer 400 application.
To retrieve a shared file:

1. Select File | Retrieve from cloud from the menu.

ellisys
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The Capture Download dialog appears:

Capture Download
Welcome

previously stored to the Ellisys secure capture doud storage.

Specify the data Sharing identifier:

Jcc19dee4-096 2-46aa-bdde-d 1dfffad 2509}

Welcome to the capture download wizard. This wizard will guide you through the few steps for downloading data

’ Mext > ][ Cancel

2. Enter the Sharing Ildentifier in the box (include the brackets), and click Next.

The Capture Download, Files Selection dialog appears, listing the available shared files.

Capture Download

Files selection

should be downloaded,

Choose the files you wish downloading:

Please select which files you wish downloading from the Ellisys storage doud, and to which directory these files

Filename Size
¥ DunModem.btt 1L03MB
¥ ellisys.bmp 365 kB
Download directory: | C:\Wsers'\chuck\Desktop\BT video E
Mext = ] [ Cancel

)

3. Uncheck any files not desired for download.
4. Specify a destination in the Download directory box.

5. Click Next to begin the download.
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The Capture Download Progress dialog appears

Capture Download

Download
Please wait while the data is downloaded from the Elisys secure storage doud.

Download in progress, please wait...

Cancel

When the download completes, the Capture Download Completed dialog appears:

Capture Download

Completed
Thank you for having downloaded your data from the Ellisys capture storage doud.

Your data is successfully downloaded!

Open the capture file

l

Finish ][ Cancel ]

6. If desired, check Open the Capture File checkbox to open the shared capture file.

7. Click Finish.

5.7 Printing a Capture File

Use the Page Setup option, File | Page Setup, to setup how the capture should be printed. This option will

depend on the printer; please see your printer's documentation for more information.

To preview a print job:

1. Select File | Print Preview from the menu.

2. Select the Overview desired.
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@ A file can be very large therefore it is advisable to check the size of the file before trying to
print the file.

The Print Preview window appears:

2.751 136 250 # 8 Paging 1 {"Laptop” 70:F3:95:7A:06:39 > "Phone” 00:24:95:55:8B:58)

2.944 887 500 i# && LMP Features Exchange

2.951 137 375 + 53 LMP Version Exchange {Master: 2.1, Slave: 2.0)

2.956 138 625 # #@ LMP Extended Features Exchange

2.962 387 625 1% 5 LMP Haost Connection (Accepted)

3.020 514 375 # 7 LMP Setup Complate

3.023 638 000 i# &@ LMP PacketType Table (Accepted)

3.024 888 125 + &3 LMP Set AFH

3.182 389 125 #F= LMP Init Random Mumber Transaction

3.239 265 375 1= %2 LMP Name Transaction ("Jay's Laptop")

38.611 380 375 # & Paging 2 {Unknown Pager > "Phone” 00:24:95:55:BB:58, not found)

40.005 149 375 @ ¥ Paging 3 ("Laptop” 70:F3:95:7A:06:39 > "Phone” 00:24:95:55:88:58)

41.341 409 000 + =2 LMP Features Exchange

41.346 409 000 # =@ LMP Version Exchange (Master: 2.1, Slave: 2.0)

41.351 409 000 1 &g LMP Extended Features Exchange

41.356 409 000 # &2 LMP Host Connection {Accepted)

41.364 535 125 # %2 LMP Setup Complete

41.365 160 125 + 52 LMP PackeiType Table (Accepted)

41.366 409 125 # &g LMP Set AFH

41.516 410 125 1= &3 LMP Max Slot (5 slots)

41.517 660 125 @ & LMP Max Slot Request [Accepted, 5 slots)

41,518 286 250 = S LMP Auto Rate

41.518 911 125 + 53 LMP Auto Rate

41.519 536 375 1# &g LMP Page Scan Mode (Accepted )

41.520 160250 1+ g L2CAP Information

41.520 786 125 # &g LMP Max Slot (5 slots)

41.522 036 250 # %2 LMP Timing Accuracy Transaction

41.530 160 250 # &gl LMP Timing Accuracy Transaction

41.532 6600375 [® %@ L2CAP Connection (0x004B, 0x0040: SDP)

41.536 410 250 i# =2 LMP Clock Offset Transaction {0x6DB2)

41.537 660 250 # &3 LMP Supervision Timeout

41.540 161250 @ s L2CAP Configure {0x0048, 0x0040)

41.542 660 250 # &gl LMP Name Transaction ("Jay Motorola Phane")

41.658 287 125 @ @&y L2CAP Configure (0x0040, 0x004B)

41.662 661 250 42! SDP Service Search Transaction (Public Browse Group: 0x00010000, 0x00010001, 0x00010002,
41.670 161 375 ® ;_—‘ SDP Service Attribute Transaction (0x00010000: Hands-Free Audio Gateway Generic Audio L2CA
41.677 661 375 ] ,Q SDP Service Attribute Transaction (0x00010001: Dialup Networking Generic Netwarking L2CAP
41.685 161 375 # = SDP Service Attribute Transaction (0x00010002: Headset Audio Gateway Generic Audio L2CAP
41.692 661 375 # = SDP Service Attribute Transaction (0x00010003: Serial Port L2CAP RFCOMM Ch 1 Public Browse
41.701 411 500 -] ‘._A‘ SDP Service Attribute Transaction (0x00010004: Audio Source L2CAP AVDTP V1.0 Public Browse
41.708 911 625 x :_A‘ SDP Service Attribute Transaction (0x00010005: A/V Remote Control Target L2ZCAP AVCTP V1.2
41.716 412625 @ g SDP Service Attribute Transaction (Ox00010006: OBEX Object Push L2CAP RFCOMM Ch 5 OBEX
41.723 911 625 H #‘ SDP Service Attribute Transaction {0x00010007: Phonebook Access - PSE L2CAP RFCOMM Ch 6
41.731 411 625 # o SDP Service Search Transaction (LAN Access Using PPP)

41,738 911750 @ o SDP Service Search Transaction (NAP}

41.746 411 750 ® :_A‘ SDP Service Search Transaction {GN)

41.753 911 875 @ (3 SDP Service Search Transaction (PANU}

41.761 411 875 LS ;_A‘ SDP Service Search Transaction (OBEX File Transfer)

41.768 912 000 # o SDP Service Search Transaction (IrMC Sync)

41776 412125 @ o SDP Service Search Transaction (00000002-0000-1000-8000-0002EE000002)

3. Print directly from the Print preview window using the print icon = or select Close to return to the
capture file.

To print a file:

1. Select File | Print in the menu then select the desired Overview.

ellisys
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The Print window appears:

= Print @
General
Select Printer
% Add Printer =55 HP Photosmart C7200 se
= Adobe PDF = HP Photosmart C7200 se
= Fax = Microsoft XPS Documen
1 [a I = ?
Status: Ready [ Print to file
Location:
Comment:
Page Range
@ Al Mumber of copies: 1 =
() Selection () Currert Page
Pages:
[ Pit || cCancel || peply |

2. Select the printer and printer setup if required.
3. Select Print.

The file is printed.

5.8 Importing Data to View in a Capture File

The application permits the user to import data from certain files types for display in the Ellisys viewer format.
The analyzer hardware is not required for these operations.

HCI commands and events may be imported from the Wireshark BT Snoop format. Bluetooth packets may be
imported from an ASCII format.

In addition to the standard import features, a command line switch is available to open
Wireshark BT Snoop files, using /import’c:\log.btsnoop”

To import HCl commands and events or Bluetooth packets:

1. Select File | Import in the menu.

ellisys
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The /mport menu appears:

2.

3.

Import

Import

Please select the type of data to importin the list below.

What would you like to import?

HCI data, commands and events
Bluetooth packets

Description

Import HCI data, commands and events from standard formats

| < Back

Select HCI commands and events or Bluetooth packets.

Click on Next.

The Import File and Format Menu appears:

4.

Import

Import
Please choose the input file and format.

Import format:
BT Snoop HCI

Ellisys UART HCI Capture
Ellisys USB 2.0 HCI Capture

Import data from:

C:/myhdifiles/file 1. 5tsnoop

Browse...

T s e

Browse to the desired file, and Next.
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5. If importing HCI Commands and Events in USB format, proceed to the next step, otherwise proceed to
step 7.

The Data Rate menu appears:

Import =]
Import 35
Please configure BtSnoop import. .."‘

Data Rate
@ Standard  [USB Low-Speed (1.5 Mbps) -
) Custom bps
< Back ” Finish ] [ Cancel

6. Select the desired data rate.
7. Select Finish to complete the import.

The application now displays the imported data.
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5.9

Export Options

A capture file can be exported for various ancillary purposes and in several formats.

Export Type Export Options Export Format Comments/Usages
Low Level Start Time Ellisys trace Exports data from the lowest protocol level
*
Data Trace i (*.btt) (baseband packets).
(Bytes, seconds, Allows for exporting specific portions of the
items) trace to create a new Ellisys trace as defined by
the export options.
Low Level Start Time Libpcap HClI Exports data from the lowest protocol level
Data Trace Length (Wireshark) (baseband packets).
(Bytes, seconds, Allows for exporting specific portions of the
items) trace to Wireshark format as defined by the
export options.
Filtered trace None Ellisys trace Exports trace to a new Ellisys trace based on
based on (*.btt) display filters installed on the currently active
Overview Overview.
Bluetooth raw Fields (Name, Text, CSV, XML, Exports raw data or payload from items in the
data and Time, Data) Binary Overview.
| .
payload Hierarchy  (Root
items, All items,
Up to specific
level)
Active Columns CSV, XML Exports data as displayed in the rows of the
Overview Export Displaved active Overview (Item, Time, etc.)
ROWS xport Displaye
Export All
Bluetooth raw None ASCII Exports Bluetooth raw packets to the Ellisys raw
packet import packet format.
format
Bluetooth PCM WAV Exports all SCO, eSCO, and A2DP audio streams
Audio Synchronization available in the trace.
buffer length
Bluetooth Single File Mobile Phone Exports Mobile Phone Data such as VCard and
Mobile Phone ) Data, *.vcf Messages.
One file per
Data .
transfer/item
Message Procedures, scale, *.PDF, *.PNG Exports the active overview into a message
Sequence orientation, sequencing chart.
Chart various display
options
Internet None Wireshark Exports filtered IP carrier protocols like DUN,
Protocol BNEP from active Overview
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Spectrum None Csv Exports spectrum RSSI samples for each
channel.
Logic Signals None Csv Exports logic signal transitions.

To use the export feature:

1. Open the desired capture file.

2. Select File | Export from the menu.

The Export menu appears:

Export

[E1]

Export
Flease select the type of data to exportin the list below,

What would you like to export?

Low Level Data

Active Overview Rows

Filtered trace based on COverview
Bluetooth raw data and payload
Bluetooth raw packet import format
Bluetooth Audio

Bluetooth Mabile Phone Data (VCards, Messages)
Message Sequence Chart (MSC)
Internet Protocol

Spectrum

Logic signals

Description
Export logic signals transitions

ack Mext = ] [ Cancel

3. Select the desired export method.

4. Click on Next.

5. Select any export options as applicable and click on Next.

ellisys
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The Export menu appears:

Export =]
Export =, ]
Please choose the output file and format. ..,"2.

Export format:

CSV (Comma Separated Values)
%ML (Extensible Markup Language)

Save exported file as:

< Back ][ Finish ][ Cancel

6. Select an export format.

7. Select Browse to set a file name and destination.
8. Click on Finish.

The export is complete.

@ To customize the columns displayed in the Overview, right click on the column headers in
the Overview and add columns from a default list, or drag desired fields from the Details
view and drop in the Overview to create a new column.

Export of Low Level Data

With this selection, the user has the option to export in the Ellisys trace format or in Wireshark format.
Wireshark is a third-party open source software application and is available for download at
http://www.wireshark.org. The Wireshark export applies only to HCI captures.

When selecting the Ellisys trace format, the user has options to control the length of the export (items, bytes,
or seconds) using a user-specified starting point based on a timestamp.

Export of Active Overview Rows

With this selection, the user can export from the Overview that is selected (active). The user may specify the
columns to be exported, or may specify that all displayed columns be exported. See Section 7.1 Configuring
the Overview Columns for information on adding columns to an Overview. CSV and XML export formats are
provided.

ellisys
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Export Filtered Trace Based on Overview

With this selection, the user can export the current trace based on the filtering applied.

Export of Bluetooth Raw Data and Payload

With this selection, the user can export into raw data (including headers, etc.) and/or payload into CSV, text,
or XML formats. The item’s name and timestamp can be exported or excluded. The user may include root
items only, or may select a hierarchy of items to export.

Export of Bluetooth Raw Packet Input Format

With this selection, the user can export the packets in a capture to an ASCII format.

Export of Bluetooth Audio

With this selection, the user can quickly export any captured SCO, eSCO, and A2DP audio streams in the
active Overview to WAV format. A PCM (Pulse-Code Modulation) selection allows the user to specify
buffering, no buffering, or to select a specific synchronization buffer length. Audio streams are exported by
direction, and individual audio streams are exported into separate WAV files.

Export of Bluetooth Mobile Phone Data

With this selection, the user can export mobile phone information, including VCard and short messaging. The
user can elect to export a single file, one file per transfer, or one file per item. If a photo is attached to the
export, the user may elect to include or exclude the photo.

Export of a Message Sequence Chart

This selection exports a graphical master/slave depiction of message procedures from the active Overview.
The display of procedures is controlled by selections available in the export menu, including Compact,
Expand, and Flatten, as shown below.

Various export options are available, including display of timestamps, protocol layers, item parameters, scale,
and page orientation, as shown below:

ellisys
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Export

Export
Please select the export

options,

Procedures

@ BExpand

) Ratten

Extra info
Shaow time

Show item param

Other options

Scale

Page orientation

() Compact show procedures without children
Show procedures and children

Show procedures's children only

Show protocol layers individually

eters (textin parenthesis)

@) Portrait (7) Landscape

[ <Back || mext> | [ cancel |

Compact (Shows Procedures without Children). LMP only is displayed for simplicity.

SimpleScatternet.btt

Paging

LMP Version Exchange

LMP Features. Exchange

LMP Extended Features Exchange

LMP Hesl Connecton

LMP Setup Complete

LMP Auto Rate

LMFP Auto Rate

LMP Timing Accuracy Transaction

LMP Channel Classification Request
LMP Channel Classification

LMP Features Exchange

Expand (Shows Procedures and Children).

LMP only is displayed for simplicity.
SimpleScatternet.btt

Paging

LMA Version Exchange

LMP Verson Reguest

LMP Version Response

LMA Features Exchange

LMP Features Request
LMP Fealures Responss:

LMH Extended Features Exchange

LMP Extended Features Request
LMF Extended Features Response

LMA Host Connection

LMP Host Conneclion Request

]

LM Accepted

LMA Setup Complete

LMF Setup Complete

LMP Setup Complete
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Flatten (Shows Procedures’ Children Only). LMP only is displayed for simplicity.

SimpleScatternet.btt

[Mﬂ;ﬁﬂll Slave
Paging
LMF Version Request
LMP Version Response
LMP Features Request
LMP Features Response
LMP Extended Features Request
LMP Extended Features Response
LMP Host Ci Request
LMP Accepted
LMP Selup Complele
LMP Setup Complete o
LMP Auto Rate

LMP Aulo Rate
LMP Timing Accuracy Request
LMP Timing Accuracy Response N

Below is an example of an MSC export, using the Compact selection, showing timestamps, item parameters,
and procedures involving Baseband, L2CAP, SDP, RFCOMM, and OBEX. The option Show Protocol Layers
Individually is selected.

ObexFtp.btt

Baseband Baseband
Mastar Slerve
Paging RICTEE
CELLIS S LI G0 87 3801 LI DLV GO0AB T S0, reponted. 128 1)

L2CAP L2CAP
Master Slave

LZCAP Connection 18213800 126
CE000, PEADE » DEROMIM)
LICAF Confiqure 13239800 780
(Dete(e0RA WTUmATEYS, Fluch Tiomisrinds amoust of tetraramission » SeomCrai<d)
L 2CAP Confiqure | naTH
(D000, MTYSEEE0S, Fluh Fiosiniae smeunt of red nsmesioag » Sios(h OO )
SDF SOF
Mastar Slave
S0P Sarvice Search Attribute Transaction 1332 0% 250
(OBEY File Tiarnfer LICAP RFCOMM Chq DBES
LZCAP Connection 1ATIZ06 20
BN, PAMRF COMS » DS POMOOIR)
LICAF Confiqure amIeH T8
(CratmCOORD, M TS » Srom(raiia )
L2CAP Configure 1ATeaE s
OO LU + )
RFCOMM RFCOMM
Mastar Slave
RFCOMM Cannact TR 5 80
(ChamebEgraing)
RECOMM DLC Parameter Negotiation 12001 800
DrnECreme 0 [0
RFCOMM Cannect 13507 851 W00
Chamnand
CEEX CEEX]
Master Slave
QEEX Operalion Connact am e us
(Targate e B ow i}
OEEX Oparation Get TR
(B Fil Browaing. Trree shadlober ind)
QEEX, Operation Get AT IE T
TR rwieam il Broses g, Typ- e hassiier WEng)
LZCAP Discannection an 31 658 60
(romhd0HD, DEtCrdi0Rs)
OEEX Operation Disconnact 4828000 5
[Ey=r—r
RFCOMM Crsconnect EERETEEY
TChmnana)
L2CAP Disconnaction a0 3 s
(Bre=0s004. D3 HOODAE)
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Below is an example of an MSC export, using the Compact selection with no layers.
Protocol Layers Individually is unselected. Item parameters are displayed.

Master

ObexFtp.btt

Faging

CELLITE ETLUMN CODRB1 87 ZB1E » "ELLIS TS OLNGT 0 0R01 87 ZBAS, respansed 1201)

L2CAR Connection

(Brominidd, PEMS DR » Dpmindnan)

L2CAP Configure

C IR, T U2, F b Uelnfrate oot of S i e 3 e
L2CAP Configure

(B 00040, MTU=GTE38. Fhush T e arvsurd of 1ehans mis swms > Sae=0004)
SOF Service Search Attnbute Transaction

(OB [ Trareter LZCAP TG OMM Cha COER

L2CAP Connection

CHrmoa, Py R CONMA » O OO0

L2CAP Configure

D CeOAE, MTU=000H > S04}
L2CAP Conhgure

(DGR, MTUS031 » SromGe)

RFCOMM Connect

Cham s
RECOMM DLC Parameter Negotiation

Oriid Cradle=1.0 |R: O
RECOMM Connect

(Charasind;

OBEX Operation Connect

CTatgaeF b4 Deovaring)

QBEX Operation Get

(Buiviwe=File Brevsing. Traw"e shantobber g}
OBEX, Oper ation Get

arvicent il Dusssing, Typame chaatobber tng)

L2CAP Disconnection

(000, D00y
OBEX Operation Disconnect
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Below is an example of an MSC export, using the Expand selection, showing timestamps, item parameters,
and procedures involving Baseband, L2CAP, SDP, RFCOMM, and OBEX.

ObexFtp.btt

Baseband
Slave
Fa 1y 700

« A 4ET T8 HE » "ELLISYE- CAIGG" O00RA 157 2646, epended 420 83

L2CAP Connection |
(ErrOnl0HD. FER S0P > CaOO0A)
LICAP Connection Request 13213800 E26

B 00, P IS

L2CAP Connection Response s

[C T TN T ——y

L2CAP con-gga

(ErteCnaih, M . Fluh Tiominfints amosnd of retaremissions ¢ feonndi0aly
L2CAF Configure Request 13238500 760
a8, MTUSEEIE. § ke Uom et aresnl of fsaramaa e}

L2CAP Configure Rasponse 1298275 000
[

L2CAP Configure
(DN, M TLISEE S, Flly

» Bty

L2CAP Configure Request a0 0

TP 00, WATUGRTENS, Fhash Tiusialeste ameerd of el s ens ]
L2CAP Configure Response 12268 148 000
TR, Guccans)

SOF
Slave)

SOP Service Search Aftribute Transaction
AONEX Fia Trancter: L3C AP RFCOMM Chd OREX)

SDP Service Search Attribute Request
(OBES Fibn Tearwte)

S0F Senvice Search Attritute Response
O2CAP RFCOMM Chd ONFX)

A1 20

13332020 025

L2CAP Connection
(EacmCXa1 . 5 e R C M Do)

L2CAP Connection Request | narizen ma
(RCMO0A, ke RF O
L2CAP Connection Response 1T 0 80
S a8 L. i I8, C o echon duccessal)
L2CAP Configure
(ECNTR, WA TR0 | 3 a0l

]
L2CAPF Configure Request 1ar206 6
RO, HTUERT)

L2CAP Configure Response e ©s
(Brm eI, Srvorss}

LZCAP Configure
(Bt » fromtid
L2CAP Configure Reguest 1A s
DR, W U
L2CAP Configure Response 12778001 800

Comr, fuccase)
RFCOMM
3

RFCONM SAEM Frame 13780 161 B0
RFCOMM UA Frame 1ATRGAT TE

RFCONM DLE Parameter Negobation Command N AT 6
(il Credis=)

RFOOMM CLC ParamaarNagotia:ion Resmnsa- 13803 278 MO0
Aal Credtras)

{RFCOMM Connect |
(Chanres Sgraing

IRFCOMM DLC Parameter Negatiation
§ Owt Cradiemi0 | By

[RFCOMM Connact

© (Ehane)

i RECOMM SAEM Frame [y
[

RECOMM UA Frams AT 037 28
]

e
Master Slave

OBEX Operation Connec
[FargunF e Broms i)

QBEX Connect a1 e

[TaigeeFin P gl

OBEX 0K ATROTAT 280
CSamicest le Diowiing, Whesf ds Dimmging)

OBEX Operation Get |

OBEX Get 17005 171 T80
[BarvicanT il B, Typam chatoiser wing )

" OBEX QK. 7000 20 7

(Barvben=T ba B g, LanhheB00)

OBEX Operation Get | 1
il Tipa

OBEX Get T I T

Bkt 1 B 3. Ty chasToitar Ming |
OBEX OK asmar us

Charvican ba frossing, Lesghmdd

i L

P Disconnection
[ EaomCra. g WO

LICAF Drsconnechon Request | EEE
(Rrem{r0sN, DvehCibiag

L2CAP Disconnection Response
(o e

R R

[OBEX Operation Disconnet | | |
T (BwrieFik Breming) 1
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Below is an example of an MSC export, using the Flatten selection, showing timestamps, item parameters,
and procedures involving Baseband, L2CAP, SDP, RFCOMM, and OBEX.

ObexFtp.btt

Baseband
Slerves

Paging 1084 38 740
CELLRYS. LT GOAE 187 588 +ELLFT S LV GO S, epeeed 138 1)

L2CAP L2CAP
Master Slave

LZCAP Connection 18213800 126
CRreCLO0, FEUSADE » DGl
LICAF Configure 13239800 780
st AT UG5, Thish Tiamiafesin #misis o tahamamazsions » SromdndE)
L2CAP Configure 13250775 000
(D000, MTL =S, Fiah Tiomindiale smeant o r4% I mesioag » 5 Sros(hO0a )
SOF SOF
Master Slave:
SLP Service Search Attriouts Transaction 1332 0% 250
(DBEX Fie Tian LICAP RFCOMM Ch 4 DBES
LZCAP Connection 1ATIZ06 20
BN, PAMRF COMS » DS POMOOIR)
LICAF Configure amIeH T8
e 00HD, MTLREHER + Sromr)
L2CAP Configure 1ATeaE s

[DATCC0R1 LT UsRT + a0

RFCOMM RFCOMM
MG?[‘.‘[ ‘5|2_\-'(‘

RFCOMM Cannact TR 5 80
EharmeiBigsaing)
RECOMM DLC Parameter Negotiation 12001 800
AR C el | )
RFCOMM Cannect 13507 851 W00
)
OBEX
Masber
OBEX Operation Connecl am e us
Tt e v ommireg)
OEEX Oparation Get TR
hmrweFil Brvem g, Trie e shaiuer Wi

EEX Operation Get 46033 T

s A g, Typee shatabber lbng)

an 31 658 60
peration Disconnect T
[pemTT—r—y
RFCOMM Crsconnect EERETEEY
Chmrat)
LICAP Dizconnaction T S

[T )

Export of Internet Protocol

This selection allows for export of IP carrier protocols, such as BNEP and DUN. The export is carried out from
the currently selected Overview (i.e., the active Overview). Wireshark format is supported.

Export of Raw Spectrum Information

This selection allows for export to CSV of RSSI for each channel. The raw spectrum capture option must be
enabled on the BEX400 unit and Wireless Spectrum must be selected in the Wireless tab located in the
Record menu, under Recording Options | Wireless. With the unit attached to the PC via the USB control
connection, see Help | About for a list of installed options.

Export of Logic Signals

This selection allows for export of captured logic signal transitions into CSV format. The logic signals capture
option must be enabled on the BEX400 unit and Logic Signals must be selected in the Wired tab located in
the Record menu, under Recording Options | Wired. With the unit attached to the PC via the USB control
connection, see Help | About for a list of installed options.

ellisys
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6. Workspaces and Layouts

6.1 Using Workspaces

The application allows the user to define a Workspace, which is a way of saving different sets of user settings
preferences, such as display settings and other settings, like recording options, window/pane layouts and
protocol verifications options (such as those available in the Tools menu, under Protocol Verifications).

Workspaces can be edited and can also be exported for use on another PC.

A default Workspace is provided by the application, but users may create and save new Workspaces as
desired. A non-exhaustive list of items affected by Workspace settings is shown below:

General options

Window layouts

Most recently used (MRU) files
Recording options

Overviews (BR/EDR, LE, HCI, WCI-2, Injection)
Details pane

Protocol Sight

Instant Audio pane

Instant Channels pane

Instant Throughout pane
Instant Spectrum view

Raw Data pane

Summary pane

Instant Timing pane

Bluetooth analysis

Remote Control

To create a new Workspace:

1. Select File | Switch Workspace from the menu.

The Workspace menu appears:

Workspace @

Select a workspace

The warkspace contains all your settings and options. Choose a workspace name to use
below,

Workspace name:  Default - New

oK || Cancel

2. Click on New.
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A new Workspace name appears:

Workspace
Select a workspace

below,

The warkspace contains all your settings and options. Choose a workspace name to use

X5

@ Create using default settings

Workspace name:

7) Create using curent workspace’s settings

OK

) (o]

3. Accept the name provided by the application, or type in a new name in the Workspace name box.

Select Create using default settings to establish a new Workspace based on the default settings.

Alternatively, select Create using current workspace’s settings to establish the new workspace

based on the current settings.

4. Select OK.

To change from one Workspace to another:

1. Select File | Switch Workspace from the menu.

The Workspace menu appears:

Workspace
Select a workspace

below.

Workspace name:  Default

The workspace contains all your settings and options. Choose a workspace name to use

[l

v

OK

] ’ Cancel

2. Select the Workspace name drop-down arrow.
3. Select the desired Workspace name.
4. Click on OK.

To remove a Workspace:

1. Select File | Switch Workspace from the menu.
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The Workspace menu appears:

Workspace @

Select a workspace
The warkspace contains all your settings and options. Choose a workspace name to use
below,

Workspace name:  Default -

oK || Cancel
2. Select the Workspace name drop-down arrow.
3. Select the desired Workspace name.
4. Click on Remove.
5. Click on OK.
To export Workspace settings to a file:
1. Select File | Import and Export Settings from the menu.
The Import and Export Settings Wizard menu appears:
Import and Export Settings Wizard @
Import and Export Workspace Settings =,
You can use this wizard to import or export specific categories of settings, or to reset your -

workspace to the default settings.

What do you want to do?

@ Export settings
Settings will be saved to a file so they can be imported on another computer,

' Import settings
Import settings from a file to apply them to the environment.

| Restore default settings
Reset all environment settings to the defaults.

Mext = ][ Cancel

2. Select Export settings.
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3. Click on Next.

The Export menu appears:

Irmport and Export Settings Wizard @
Import and Export Workspace Settings =,
You can use this wizard to import or export specific categories of settings, or to reset your -t

workspace to the default settings.

Store my settings in this file:

@ Export all workspace's settings
") Export only the selected categories of settings below

Window Layouts -
Most Recently Used Files (MRLU)
Recording Options

BR/EDR Overview

Low Energy Cwerview

HCI Overview

Details View

Raw Data View

Summary View

Bluetooth Analysis =

m

| <Back || Fmsh || cancel |

Select Export all workspace’s setting or alternatively, select Export only the selected categories of
settings below and check the desired categories.

4. Select Browse to specify a location to name and save the file.
5. Click on Finish.

To import a Workspace settings file:

1. Select File | Import and Export Settings from the menu.
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The Import and Export Settings Wizard menu appears:

Irmport and Export Settings Wizard @
Import and Export Workspace Settings =P
You can use this wizard to import or export specific categories of settings, or to reset your -t

workspace to the default settings.

What do you want to do?

" Export settings
Settings will be saved to a file so they can be imported on another computer,

@ Import settings
Import settings from a file to apply them to the environment.

) Restore default settings
Reset all environment settings to the defaults.

Mext = ][ Cancel

2. Select Import settings.

3. Click on Next.
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The /mport menu appears:

Import and Export Settings Wizard

Import and Export Workspace Settings =

You can use this wizard to import or export specific categories of settings, or to reset vour
workspace to the default settings.

J:r |E|

Load my settings from this file:

C:\myfiles'mysettings. bttse

@ Import all settings
) Import only the selected categories of settings below

General Options B
Recording Options

Bluetooth Analysis

BR/EDR Owverview

Protocol Sight

HCI Overview

Instant Timing

Low Energy Overview

Most Recently Used Files (MRLI)
Summary View hd

m

[ < Back ][ Finish l[ Cancel ]

4. Select Import all settings or alternatively, select Import only the selected categories of settings
below and check the desired categories.

5. Select Browse to specify a location to name and save the file.

6. Click on Finish.

To restore default Workspace settings:

1. Select File | Import and Export Settings from the menu.

ellisys
Better Analysis y Workspaces and Layouts | 59 of 199



The Import and Export Settings Wizard menu appears:

Irmport and Export Settings Wizard @
Import and Export Workspace Settings =P
You can use this wizard to import or export specific categories of settings, or to reset your -t

workspace to the default settings.

What do you want to do?

" Export settings
Settings will be saved to a file so they can be imported on another computer,

' Import settings
Import settings from a file to apply them to the environment.

@ Restore default settings
Reset all environment settings to the defaults.

Mext = ][ Cancel

2. Select Restore default settings.

3. Click on Next.
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The reset default menu appears:

Irmport and Export Settings Wizard @
Import and Export Workspace Settings L
You can use this wizard to import or export specific categories of settings, or to reset your -t

workspace to the default settings.

@) Reset all settings to defaults
! Reset only the selected categories of settings below

Window Layouts -
Most Recently Used Files (MRL)
Recording Options

BR/EDR. Overview

Lew Energy Cwverview

HCI Overview

Details View

Raw Data View

Summary View

Bluetooth Analysis -

m

| <Bak || Fmsh | [ concel |

4. Select Reset all settings to defaults or alternatively, select Reset only the selected categories of
setting below and check the desired categories.

5. Click on Finish.

6.2 Using Layouts
Layouts can be used to customize the size and position of the application’s various panes and windows.

Layouts can also be used to customize which panes and windows are displayed.

On installation of the analyzer application, a default layout is provided, but users may add additional layouts
as desired. Layouts are auto-saved, in that as changes are made to the active layout, they are saved to that
layout without any further action required by the user.

A reset feature is provided to set a layout to its original factory default parameters.

To create a new layout:

1. Select Layout | New Layout from the menu or click on the Add... button in the Layout Quick-Menu,
located at the top-right of the application interface:

B Full screen
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The New Layout dialog appears:

MNew Layout @

Layout name | myLayout

[ ok || cance |

2. Enter a name for the layout and click on OK.
The new layout is created and is now accessible in the View | Layout menu and in the Layout Quick-Menu:

B Full screen B Analysis | [ add...

To reset a layout to factory default:

1. Select Layout | Reset Layout from the menu.
The layout is reset to the factory default.

To delete a layout:

1. Select Layout | Delete Layout from the menu.
The active layout is deleted and removed from the layouts listed in the View | Layout menu.

To rename a layout:

1. Select Layout | Rename Layout from the menu.

The New Layout dialog appears:

Mew Layout @

Layout name | NewLayoutName|

[ ok || cance |

2. Type the name desired in the dialog and click on OK.

The layout is renamed.

The Default layout cannot be renamed or deleted.
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7. Capturing Traffic

Bluetooth and Bluetooth Low Energy traffic near the analyzer, raw spectrum energy, and/or HCI, WCI-2,
Audio 12S, HCI Injection, and logic signal traffic attached to the analyzer is not recorded until the user acts to
capture this traffic (simply by clicking the Record button in the analyzer software).

An alternative browser-based remote capture feature is also provided (see Section 6.9, Taking Captures Using
the Web Control Interface).

Traffic captured by the analyzer is temporarily buffered on the analyzer hardware then uploaded over the USB
connection to the hard drive on the controlling computer, giving the user extremely long capture depth. For
even longer capture depth, an automatic segmentation feature allows the user to automatically segment one
long capture into smaller, more manageable captures.

The analyzer is designed such that no configuration is required to take a capture, although the Recording
Options menu provides for inclusion and exclusion of selected traffic types as well as an optional user-
designation of pins to be used for captures taken using the 10 connector on the back of the unit.

o When a recording is initiated, the front panel Operating LED will be illuminated. The

BR/EDR and LE LEDs near the Capture antenna port will illuminate whenever BR/EDR or
LE traffic is present near the analyzer, irrespective of whether a recording has been
initiated.

|
e I I I Sy S LV LR Generate WENLLWTE'Y Capture |

LE LE@®

Power @

v EXplOre ®

Trigger Bluetooth” Instant Protocol Analysis ﬁ

7.1 Analyzer Hardware Setup

The basic setup for taking a recording is as shown below. The analyzer is connected over a USB high-speed
connection to a computer that hosts the analyzer application. The USB connection is used to program the
analyzer for any capture characteristics selected by the user, and to upload traffic to the analyzer application.

@B To prevent damage to the analyzer, DO NOT over-tighten the antenna when connecting it
to the analyzer. Screw on the antenna to a light finger-tight torque only. Use ONLY the
supplied antenna.
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7.2

Control Computer
hosting BEX400
application

USB cable

ellisys
= Explorey - ]

BEX40¢ analyzer

Basic Analyzer Setup

DC Power
12-24vDC 18W

J

On the Welcome Screen, (View menu > Other Windows > Welcome), please see the
Expert Note entitled £EEN_BT04 — Optimal Placement of Your Analyzer for information on

how to position the analyzer relative to your devices for optimal captures.

Recording Options

The Recording Options menu provides for control of the wireless and wired capture characteristics of the

analyzer hardware during a recording, including the sensitivity of the analyzer’'s capture, and segmentation of
captures. Multiple selections may be made in the Recording Options menu.

The Recording Options menu controls the capture inclusion and exclusion of the following wired and wireless

traffic types:

Classic Bluetooth (BR/EDR)

Bluetooth Low Energy

Wireless spectrum energy

HCI traffic (UART, SPI, and/or USB)

Wireless Coexistence Interface (WCI-2) traffic
Audio 12S (Inter-IC Sound)

Logic signals

Capture of UART, SPI, WCI-2, Audio 12S, and logic signals requires the use of the Flying Leads Cable to adapt

to the back-panel 10 connector. See Appendix A — Flying Leads Cable for details.
are provided upon selection, or the user may specify custom in assignments.
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To access the Recording Options menu:

1. Select Record | Recording Options from the menu.

2. The Recording Options menu appears (Wireless tab shown below):

Recording options =]

 Wireless | wired | Capture management |

Wireless Capture

Classic Bluetooth (BR/EDR)
Bluetooth Low Energy

Wireless Spectrum Resolution: us o

Radio

RF Gain I:I 0de

] g e
foa:desseettgnng:fmm file... [ £ ] [ Cancel ] [ Apply l

@B The resolution setting for the wireless spectrum capture is selectable from 1us to 200us. At

lower (higher-resolution) settings, the amount of data captured can be extremely high
(exceeding 80MBY/s), resulting in an automated cessation of the capture process due to the
high volume of data being captured and processed. These lower settings can be used, but
the length of the capture will be limited. If the higher resolution provided by these lower
settings is not needed, a moderate setting of 100us or higher is suggested.
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For wired connections:
1. Select the Wired tab.

The Wired tab appears:

Recording options

| Wireless | Wired | Capture management

Wired Capture

[ use HCr
UART HCI {primary)
DatalN 0 =

DataOUT 1 =~

UART HCI (secondary)
Data IN 2 -

DataQUT 3

[] sP1HCI (primary)
SPIHCI (secondary)
] wireless Coexistence Interface 2
[ Audio 125: Inter-IC Sound
|:| Logic transitions and inputs

Enter input name, ..

Enter input name...

Enter input name, ..

Enter input name...

Save setlings...
Load settings from file...

[ e

[

To capture BR/EDR and/or LE traffic:

1. Select the Wireless tab.

2. Check the appropriate check box(s).

3. Click OK.

4. Click on Record ¥ on the toolbar.
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To capture USB HCI:

1.

Select the Wired tab.
Check the USB HCI check box.
Click OK.

On the front panel, connect the both sides of this interface to the USB STD-A and USB Micro-B
connectors on the analyzer's front panel.

Click on Record ¥ on the toolbar.

The analyzer is designed to capture only Bluetooth device class traffic (USB Device Class =
Bluetooth) through the USB front panel ports, or vendor-specific USB traffic adhering to
Bluetooth class structure. Capture of USB traffic not using Bluetooth device class or
structure is not supported.

To capture UART HCI:

1.

5.

Select the Wired tab.

Check UART HCI (Primary) check box.

Click OK.

Attach the Flying Leads Cable between the 10 Probe connector on the analyzer's back-panel and the
signal and GND lines on the UART HCI. Use default pin assignments shown in Recording Options, or
select custom pin assignments. Assign custom names to inputs as desired. See Appendix A — Flying
Leads Cable for details.

Click on Record I on the toolbar.

To capture a second instance of UART HCI:

1.

Select the Wired tab.

Check UART HCI (Secondary) check box.

Click OK.

Attach the Flying Leads Cable between the 10 Probe connector on the analyzer's back-panel and the
signal and GND lines on the UART HCI. Use pin assignments shown in Recording Options, or select
custom pin assignments. Assign custom names to inputs as desired. See Appendix A — Flying Leads
Cable for details.

Click on Record I on the toolbar
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To capture SPI HCI:

1. Select the Wired tab.
2. Check the SP1 HCI (Primary) check box.
3. Click OK.

4. Attach the Flying Leads Cable between the 10 Probe connector on the analyzer's back-panel and the SPI
interface. Use pin assignments shown in Recording Options, or select custom pin assignments. Assign
custom names to inputs as desired. See Appendix A — Flying Leads Cable for details.

5. Click on Record I on the toolbar.

To capture a second instance of SPI HCI:

1. Select the Wired tab.
2. Check the SP1 HCI (Secondary) check box.
3. Click OK.

4. Attach the Flying Leads Cable between the 10 Probe connector on the analyzer's back-panel and the SPI
interface. Use pin assignments shown in Recording Options, or select custom pin assignments. Assign
custom names to inputs as desired. See Appendix A — Flying Leads Cable for details.

5. Click on Record F on the toolbar.

To capture WCI-2:

1. Select the Wired tab.
2. Check the Wireless Coexistence Interface 2 check box.
3. Click OK.

4. Attach the Flying Leads Cable between the 10 Probe connector on the analyzer's back-panel and the
WCI-2 interface. Use pin assignments shown in Recording Options, or select custom pin assignments.
Assign custom names to inputs as desired. See Appendix A — Flying Leads Cable for details.

5. Click on Record ¥ on the toolbar.

To capture logic signals:

Captured logic signals are displayed in the /nstant Timing pane. Up to 12 logic signals may be captured. The
Flying Leads cable is used to connect to logic signals. See Appendix A — Flying Leads Cable for details.

1. Select the Wired tab.

2. Check the Logic Transitions and Inputs box.
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Select Add Input to Display in Instant Timing (repeat for additional inputs).

Use pin assignments shown in Recording Options, or select custom pin assignments. Assign custom
names to inputs as desired.

Attach the Flying Leads Cable between the 10 Probe connector on the analyzer's back-panel and the logic
signal(s) to be monitored. See Appendix A — Flying Leads Cable for details.

Click on Record I on the toolbar.

. The analyzer will capture up to 12 logic lines and will compress the logic transitions with a
very efficient engine, but the throughput of the compressed data will be directly related to
the frequency of the lines. The more lines that are toggling fast, the higher the
throughput requirement, and at some point, the internal buffer allocated to the logic
stream will get full and the capture will stop for that stream (the other streams are
independent and will continue).

There are a few ways to improve the efficiency of the logic capture:

1. Use a latest generation processor with a fast SSD and make sure that the PC is
not busy doing other tasks during the capture.

2. Make sure that the faster lines are connected on the lower indexes. For example,
the fastest transitioning line should be connected to input O, the second fastest to
input 1, etc.

3. If signals with high “glitch” rates (such as noisy signals) are received on the logic
capture, this will increase the required throughput. These glitches can be
avoided or reduced with better grounding and increased space between the
wires. If glitches are seen on unused inputs, it is recommended to connect these
inputs to ground.

To capture Audio I12S (Inter-1C Sound):

Audio captured over the 12S interface is displayed in the /nstant Audio pane.

1.

Select the Wired tab.
Check the Audio 12S: Inter-1C Sound check box.
Click OK.

Attach the Flying Leads Cable between the 10 Probe connector on the analyzer's back-panel and the
Audio 12S interface. Use pin assignments shown in Recording Options, or specify desired pin
assignments. See Appendix A — Flying Leads Cable for details.
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To increase or decrease the sensitivity of the analyzer’s receivers:

1. Slide the Radio RF Gain slide bar to the right (to increase sensitivity) or to the left (to decrease
sensitivity).

2. Click OK.

The Radio RF Gain setting is set to a nominal default value, which is appropriate for
almost all cases. In most cases, this slide bar will not need adjustment.
7.3 Selecting an Analyzer

It is possible that multiple Bluetooth Explorer 400 analyzers may be attached to a single PC hosting the
analyzer desired for recording.

To select an analyzer:

1. Select Record | Select an analyzer from the menu.
Alternatively, select the drop-down arrow located on the Record F button located on the toolbar.

The Available analyzers dialog appears:

Available analyzers @

Please select an analyzer:

Elllsys Bluetooth E:q:ulorer 400 IEE)(dDDLZ'I 543)

Use this analyzer by default 0K ] ’ Cancel

2. Select the desired analyzer.
3. Click on OK.

@ If a recording is initiated without having first selected an analyzer, the Available analyzers
dialog will pop up to request the user to select an analyzer. Selecting the default checkbox
in this dialog will conveniently force the automatic selection of the specified analyzer on

each new recording.

7.4 Injection API

The Bluetooth Explorer 400 application supports an HCI Injection API, selectable in the Available Analyzers
dialog in the Record menu. The Injection APl uses UDP (User Datagram Protocol) to push HCI traffic to the
Bluetooth Explorer 400 software, which is displayed live in the HC/ Overview (Injection), just as if this traffic
was being captured on one of the standard HCI capture ports on the analyzer.
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In addition, injection of the user's log messages is supported. This feature allows for the user's “printf’
debug messages to be displayed in the Message Log Overview, concurrent with any HCI traffic being
captured by the BEX400 hardware. The BEX400 hardware is not required to capture injection sources.

Use the link below to download helpful documents on the Injection API, including samples.

http://www.ellisys.com/better_analysis/bex400a_injection_api.zip

To enable the Injection API:

1. Select Tools | Options from the menu, then select the Injection API tab.

2. The Injection API tab appears:

Options &l

Network Settings

UDP Listen Port  |24352 =

Injection Services
Message Log
HCI

3. Under Network Settings, specify the UDP Listen Port.

4. Under Injection Services, check Message Log and/or HCI as desired.

5. Click on OK.

Injected HCI on the specific UDP port can be viewed in the HCI Overview (Injection) once the Ellisys Injection
API recording is initiated Any user debug messages are displayed in the Message Log Overview.
To initiate recording of Injected HCI traffic:

1. Select Record | Select an analyzer from the menu or alternatively select the drop-down arrow located
on the Record ¥ button located on the toolbar.
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The Available analyzers dialog appears:

Available analyzers @

Please select an analyzer:

Use this anatyzer by defautt oK ] [ Cancel

2. Select Ellisys Injection API.

3. Click on OK.

7.5 Initiating a Recording

A recording can be initiated from the toolbar, keyboard, or the menu.

To initiate a recording:
1. Click on Record I on the toolbar or alternatively, select Record | Start Recording (Ctrl+R) from the

menu.

Recording is initiated per settings in the Record | Recording Options menu.

7.6 Stopping a Recording

A recording can be manually stopped from the toolbar, keyboard, or the menu.

To stop a recording:

1. Click on Stop @ on the toolbar or alternatively, select Record | Stop Recording (Ctrl+Shift+R) from
the menu.

The recording is stopped. Any traffic remaining in the analyzer's memory is uploaded to the PC hosting the

analyzer application.

Clicking the Stop button a second time cancels the upload of any remaining traffic still
located on the analyzer's memory.

7.7 Restarting a Recording

A recording in progress can be restarted from the toolbar or from the Record menu. The analyzer will stop
capturing new data, the data captured until now will be discarded, a new capture will be created and the
analyzer will be started again.

To restart a recording:

1. Click on Restart kil on the toolbar or alternatively, select Record | Restart Recording from the menu.
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The capture in progress is halted, traffic captured is discarded, and a new recording is initiated.

7.8 Using the Auto-Segmentation Feature

The Bluetooth Explorer 400 includes an automatic method to restart successive captures based on a specified
period or number of bytes captured. Bluetooth contextual information, such as connection parameters are
maintained from capture to capture. This feature can be quite useful for reducing one very long capture into
several smaller, more manageable captures, and can provide extremely long capture duration.

An indicator is provided on the toolbar to indicate the progress of the current capture, based on a ratio of
capture volume to a maximum capture time or maximum capture bytes, as specified by the user.

Successive captures are automatically time/date stamped, and placed in a user-defined directory. File names
may be provided a user-defined prefix and suffix.

As a capture progresses, the user may elect to manually stop the current capture and initiate the next
capture, using the Save and Continue button on the toolbar.

To enable auto-segmentation:

1. Select Record | Recording Options from the menu (or select the Configure button on the toolbar to
open Recording Options directly to the Capture Management tab).

2. Select the Capture Management tab.

The Capture Management tab appears:

Recording options =]

Capture Storage
Captures directory Ci\myCaptures E]
Mame format @ File time ) Initial time and number
Mame prefix my test
Mame suffix productABC
Sample name my fest 20130278 171277 _productABC bt

Automatic Segmentation
Split every b =| minutes
[ split every 128 2 MBytes
Keep max 10 = ftraces

ﬁ_ gsslflrlomﬁle... ’ L ] [ Cancel ] [ Apply ]
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3. Specify a Captures Directory for storage of the captures.

4. Select a Name Format: Select File Time to name each capture file with a time/date stamp as it is
saved to disk, or select Initial Time and Number to name each capture with a time/date stamp based
on capture start (along with a serialized/incremental number for each capture).

5. Optionally, add a Name Prefix and/or Name Suffix (these will be prepended/appended to each
capture file name).

6. Select a method for the segmentation to split, Minutes or Mbytes.
7. Optionally, select a finite number of traces to store, using Keep Max.
8. Click OK.

9. Click on Record I on the toolbar.

As captures progress, an indicator on the toolbar provides status information (based on minutes or Mbytes, as
selected in Recording Options):

Auto segmentation: 0.50f 1min wes | | I Configure... =

To manually halt an auto-segmentation capture and start a new capture:

1. Click on Save and Continue ¥ Save&Continue o the toolbar.
The current captured is halted and saved, and a new capture is initiated.

7.9 Recovering a Capture

During recording, the analyzer software stores the captured data to a temporary capture file. In the event of
a system or application crash, this temporary capture file can be recovered if necessary.

The software stores the temporary capture files to the Temporary Files Directory. By default, this
directory is in the user's Documents and Settings directory, under Application Data/Ellisys/Ellisys Bluetooth
Analyzer.

1. Depending on the system configuration, it may not always desirable having temporary Captures stored
on the main hard disk. In that case, it is possible to change this directory as follows:

2. Select Tools | Options from the menu.
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The Options menu appears:

Options =]

Protocol verifications | Audio Rendering | Remote Control | Web Contral | Injection APT Ad‘fﬂnCEd|

Temporary Files Directory
@ Use default directory

Custom:

| ask for recovery of lost temporary files

OK | | Cancel | | Apply |

3. Select the Advanced tab.
4. Click on Custom, and browse to the desired directory.
5. Click OK.

Check the Ask for recovery... check box to program the application to prompt the user
to recover temporary files after a crash. This box is enabled by default.

7.10 Conducted Recordings

In some cases, users may require a cabled connection between the analyzer’s SMA connector
and the system under test, in lieu of antenna reception. This is referred to as conducted
recording. This setup is particularly useful to avoid interferences and thus decrease
dramatically the packet error rate.

Some care must be taken with such a setup to not saturate the receivers of the devices under
test and of the analyzer. When the analyzer’s receiver is getting too much power, the reception
quality will drop and the capture file may be unusable. In that case, the RSSI field for the
packets (in the Details pane) will be indicated as Too High.

Setting up a correct configuration is left to the user, but usually this involves adding external
attenuation for the devices and the analyzer. The analyzer has an additional capability to add
attenuation up to -30 dB, which may avoid the need for external attenuation.

Note that for performing conducted testing, the user will typically use a "Y"
cable (not supplied) to connect 2 devices + the analyzer. The Y cable itself
introduces some attenuation, and thus, additional attenuation is usually not
necessary. Contact Ellisys for recommendations on third-party Y cables.
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7.11 Taking Captures Using the Web Control Interface

The Web Control Interface feature provides a method to control the analyzer’s capture
processes remotely, over a local area network (LAN). These processes include start capture,
stop capture, and save capture. The default port access is 8080, but the user can specify a
different port as needed.

To setup the Web Control Interface, connect as shown below:

Control Computer
hosting BEX400
application

Remote Computer

Network
Ethernet cable

(or wireless) DC Power
Ethernet cable 12-24VDC 18W

(or wireless)
USB cable

BEX400 analyzer

Web Control Interface Setup
To initiate a capture using the Web Control Interface:

1. Select Tools | Web control interface from the menu.

The default browser opens and displays the page below:

Ellisys Web Control

Available options

» Control capture

2. Select Control capture.
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The page updates as shown below.

Ellisys Web Capture Control

Commands
» Start capture
Options

Remote captures folder:

Ci\Users\customerDocuments\Ellisys Captures

Capture filename brief (optional, will be added to the fillename):
MyCapture

Captures will be automatically named with date and time, The brief will be added if specified.
3. Select a folder destination for the remote captures.
4. If desired, add a filename brief.
5. Select Start Capture.

The capture is now started and the page updates as below:

Ellisys Web Capture Control

Commands

» Stop and save capture
» Abort

» Restart

Status

Capturing to:

C:\Users\ customerDocuments) Ellisys Captures\2012-01-06 12-12-05 - MyCapture.btt

6. Select Stop and Save Capture, Abort, or Restart as needed.

If the capture is saved, the capture file will be saved to the destination previously specified. If aborted, the
capture is stopped and not saved. If restarted, the capture restarts without saving the prior capture.

To change the default port:

1. Select Tools | Options from the menu.
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The Options menu appears:

Options =

|Protooo| verifications | Audio Rendering | Remote Contral | Web Control | Injection AP Ad\ranced|

Web Server Options
Enable web control

Port 2030 =

Protect access
Username myusername

Password seansens

The web server is accessible at:
hitp://192. 168.0.4:3080

If you are using a firewall, please make sure the port is accessible and the software is allowed.

Ok ] ’ Cancel ] ’ Apply ]

Select the Web Control tab.
2. Check the Enable web control box.
3. Set the port number as desired (default is 8080).

To protect access to the remote computer hosting the BEX400 hardware, check the
Protect Access box and supply a User Name and Password.

Ensure your firewall allows access to the port specified and to the BEX400 application.
Contact your IT administrator as needed.

4. Click OK.
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8. Overview Windows

The analyzer software provides separate Overview windows for BR/EDR, Low Energy, HCI traffic (Injection,
USB, UART, and SPI), WCI-2, and a Message Log (associated with the Injection API).

The Overviews are the primary viewer windows, providing a chronological, user-configurable display of all
events and traffic.  Overviews provide real-time display of events, searching, filtering, timestamps,
bookmarks, coloring, high-level protocol and profile abstractions, and other features.

To display an Overview:

1. Select View | Overviews from the menu.

A selection of Overviews is provided:

View
[ Detsils
2% Rawdata
a Summary
IF_* Instant Timing
H Instant Spectrum
=+ InstantPiconet
"""" Instant Channels
Instant Throughput

i

fﬁ Instant Audio
) Security
|

Device Traffic Filters

FEEEEEEE

| Overviews 3 BR/EDR Overview

Other Windows 4 Low Energy Overview

HCI Overview (Serial)

HCI Overview (Secondary Serial)
HCI Overview (Injection)

HCI Overview {USE)

WCI-2 Overview

Message Log

2. Select the desired Overview(s).

3. The selected Overview(s) is/are displayed.

The Overviews are linked to other panes, such as the /nstant Timing, Security, Details, Instant Spectrum,
Instant Audlio, Instant Channels, Instant Throughput, and Instant Piconet panes. Additionally, the analyzer is
designed such that the applicable Overview(s) will populate in real-time as traffic is captured.

o
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The Overview windows will automatically scroll (append) as new traffic is captured, with
the newest traffic appearing at the bottom of the Overview, but selecting an event in an
Overview will halt the scrolling effect (traffic is still being captured). To resume the
scrolling effect, select CTRL + END.
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By default, the Overviews are stacked as selectable tabs, as shown below, with only one of the Overviews
visible. The user can configure the layout to show multiple Overviews simultaneously, for example side-by-
side or top/bottom, by dragging the desired Overview tab to another location.

Frotoc: Srgeseecten + (Wlayes [+ S s S O e B L e @O E B AT | 158 itees deplaved
¥ ~|Frpe fite | Tyoe fite i E—— F I tyoe £ |¥ =] Troe fhe
Time hem Communicaticn Status Criginator  Payload
1919 947 750 #55 LMP Decrease Power Request Master
8,045 174000 o LICAP Connection (o -OMDUGE, 50 -50F » Lt - (na41) . save
8.081 423 500 &g LICAP Confgure (0 ~0x0041, 48 - OR00GE, 4} .- save
8.089 548 425 iy LICAP Corigure (| -xO06E, 338 + o Ga041) - Hoaetor
8,115 173000 53 RFCOMM UTH Frame | 4, 1: 918 | R: 1841=1%) o e Ttbytes (41 54 B A3 LI 8
5118923000 § /. SOP Servicr Search Atirbute Transacton [Hands Free Ao Gateway: Hands Free] o e
$.203922875 oy L2304 Descormecton (5o - (e00RE, Dt - OoedL) v 0K Save
8,204 547 500 % 85 AFCOMM UM Frame | 4, o Master Sbyes {ID0A45 52524 5
919 54 70 &5 LMP Decrease Power Request Master
92495 17 375 2@ AFCOMM LI Frame | 4 1510 +1=15) - e 0 bytes (4154 20 5% 47 53
9,209 57 875 & W Pagrg (Audolource” D0: LA: 70621 38:C0 > Mobie 005 LADC06:C8:F4, respored., o ramter
11883 794 135 %85 AFCOMM LITH Frame (. 4, 1: G4 1m0 [R: 181w 1R) .o Manttome Bbytes {00 OA & 40 00-0A)
12,908 087 250 B9 LMD Version Excharge (Master: 2.1, Saee: 2.0] o Harater
12415 77 135 § Inury (2 responders, 10.25) o Haater
L2ALT 665 125 ) AFCOMM UTH Frame | 4, I:5-1=8 | R 1041219 o Save B0 brytes (4154 28 56 470
L2432 397000 & 5% LMP Featres Exchonge o Master
L1245 087 500 & g LM Most Connection (Accented) o Master
1402961 750 I LM S Gomplete - e
L1906 085 250 s L SeL AP raster
12,500 794 500 % g RFCOMM UTH Frame 4 1: 34120 | B: 19-1=18) o Mt Bloytes {00 04 45 53 53 4 §
12,503 586 125 5O LM At Rlate Homter
12504 836 000 595 LMP Charnel Classfication Riequest (4FH Repertng Erabied] Haster
12523 886 628 & S L Features Exchares o Master
12534212000 R P At Rase Save
125248 625 a1 LA Connection [ <06, 724 <508 » [t <(v40) o Master
12525 %1075 + 5% LMP Page Soan Mode (Accepted) o save
LLS3T 960 8T8 210 LM Timing Accuracy Transsction iy e
12.541 711000 g LICAP Cenigrn (! ~0x008F, 71 ~RFE35 » ©- - CxDOAT) o Zave
12,568 585 125 ¥ g LICAP Conligure (7! 00040, A8 » % O0EF) o Holer
o e

12,564 209 875 F % LMP Fratres Exrharoe

8.1 Configuring the Overview Columns

A default set of columns are displayed in each Overview, but the user can add additional columns to
customize an Overview to a task. This is an important and valuable feature, allowing precise customization of
the Overview columns.

Columns can be added in two ways:
e Add a column from a default list available with a right-click from the Overview column header.

e Add a field to the Overview from the Details pane, by dragging the desired field into the Overview or using

% Show in overview

the Show in Overview button in the Details view.

@ Using /nstant Fifters in conjunction with adding columns to an Overview is especially

powerful. [/nstant Filters are the boxes located atop each column in an Overview. Note
that the addition (or removal) of columns, and the application of /nstant Filters, can be
done while a recording is in progress or on a static or saved capture.

@ The columns displayed are particular to the Protocols selection that is in effect (i.e., the
user can define a separate set of displayed columns for each selection). These selections
are described in 8.2 Protocol / Profile Filters.

To add a column to an Overview from the Overview header:

1. Right-click on any column header (e.g., Item, Time, etc.).

A selection of default columns appears:
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Tirne . T

. i Hide calurnn

3.434 95 .
3.454 954 375 @ 2 LN
3464954 175 @ g8 L
3474954250 @A L
3495828575 @ 4% L
3518704625 @G L
3519328875 @ L L
3520578575 @ 4% L

2. Select the desired item.

A new column appears in the Overview at the location selected, and is populated with the relevant data.

v

[ing 1 {"Prim" 00:14:70::

v Payload

v Time
Packst #

v Criginator
PhysicalChannel
Transmitker
Receiver

v Communication

P FESEOres Transaction

To add a column to an Overview from the Details pane:

1. Select an item of interest in the Overview.

@ The Details pane is populated as per the selected/highlighted line in the Overview.

2. Select the field of interest from the Details pane:
Details ]
¥ allfields | £ Show in overview | Display - | (g Sea hJ
Mame Value Hex =
# ATT Read By Type Request Packet (28 - 34, Characteristic Declaration)
E g* Packet Information 3
%4 Radio | 4
%4 Link Layer
%4 Timing
“4 Devices
= 3[3 Security
@ Encryption Decrypted
@ CCM Packet Counter 3
El -+ Packet Content
= “# Header
@ LLID L2CAP Start Fragment [ Complete 0x2
:
@ SN Ox1 0x1
@ MD 00 0x0
@ Payload Data Length 15 0x0F
@ Data 11 bytes
g L2CAP Frame Channel=0x0004 (ATT)
i LICAP SDU Basic, 7 bytes 2
4 | i
. . . % Show in overview . . .
3. Click Show in overview in the Details toolbar or alternatively, drag and drop the

desired field into the Overview (grab the blue icon

adjacent to the desired field).

A new column is created in the Overview and populated with the relevant data.

To resize a column:

1. Position the mouse pointer at the vertical line border at the left or right of the desired column.
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2. When the mouse pointer changes to a resize indicator, left-click and drag to the desired size.
The column is resized.

To hide a column:

1. Right click on the desired column header.

2. Select Hide Column or alternatively, right-click on any column header.
3. Select Columns.
4. Deselect the desired column from the list.

The column is hidden.

To control information displayed in the Overview’s Communication column:

1. Select the drop-down arrow located in the Communication column.
2. Select Display.

Options are presented for showing Name and Address, Name Only, and Address Only:

Filter

X Clear criteria

| Display 2 | Name and Address

MName only

Address only

3. Select the desired option to configure the information displayed in the Communication column.

To hide a column:

1. Right click on the desired column header.

2. Select Hide Column or alternatively, select Columns and deselect the desired column from the list.
The column is hidden.

8.2 Color-Coding an Overview

Adding color to Overview items can help greatly with at-a-glance identification of specified protocols, profiles,
events, statuses, etc. Coloring can be added with a convenient right-click or using the Colorize menu.

To add coloring using the right-click option:

1. Select the desired line in the Overview.

2. Position the mouse pointer over the desired column on the selected line.
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3.

4.

Right-click the mouse and select Colorize “*’, where “*’ will equate to the contents of the selected

line/column.

Keep only 'L2CAP

Set time reference

Reset time reference

Exclude 'L2CAP
| Colorize 'LZCAP k | D Green
@ Keep Only Mobile Nokia, AudioSource L] vellow
0
Fully expand item E rengs
Red
Fully collapse itermn I:‘
Violet
Show in Instant Timing view l:‘ Magenta
Search... I:‘ Cyan
Coloring 3 I:‘ Gray

Select the color desired.

The Overview is updated to colorize the selected line/column.

To add color-coding using the Colorize menu:

1.

Right-click in the desired Overview and select Coloring | Add Color.

The Colorize dialog appears:

Colorize BR/EDR traffic

33t Payload |[] [ Text |[] ¥4 Field |

Data to search for

Data type Search for all data types

Interpreted bytes | Hey bytes: <none:
ASCII text: <none>
Unicode text: <none:

Length From to bytes
Searchin @ Payload () Raw data
Colorize items that Match All - - E]

To colorize events by payload content:

1.

Select the Payload tab.

Enter Data to search for and/or a payload Length range.

Select Data Type as needed.

Select Search in Payload or Search in Raw Data to highlight matching packets.
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5. Select the desired match type in the Colorize items that drop-down menu.

. [@ Match All — Finds items that match all selected criteria.
= Match Any — Finds items that match any of the criteria.

] Don’t Match All — Finds items that do not match all of the selected criteria (opposite
of Match All).

= Don’'t Match Any — Finds items that do not match any of the selected criteria
(opposite of Match Any).

6. Select the desired color and click on Colorize.
Events matching are colorized in the Overview.

To colorize events by text string:

1. Select the Text tab.

The Text tab appears:

Colorize BR/EDR traffic =)
[C] 4 Payload E Text  |[C] % Field

Texts are searched in column strings
Ttem « (e.g:Imp, 12cap)
Status + (e.g:lok)
Payload » (2.g: 4bytes)
Time * (2.0:1.37)
Time delta -
Packet # -
Originator faster] = (e.g: Master)
Transmitter -
Receiver -
Communi... -

Colorize items that Match All - - E]

2. Use the one or more text string drop-down menus provided to characterize the color search.

@ Text entered into the various boxes by selecting an item in the drop-down menus can be
edited, or text may simply be entered directly into the boxes without selecting the drop-
down menus. Use commas to separate OR items on any line. Use of the ! (not) symbol

will exclude a text string from the search.

3. Select the desired color and click on Colorize.

Events matching are colorized in the Overview.
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To colorize events by field value:

1. Select the Field tab.

The Field tab appears:

Colorize BR/EDR traffic

Mame  Channel Number

Mame
Mame LAP
Mame
Mame
Sample | CID

||:| R Payloadllj 5] Text | “# Field |

Fields are searched in the Details view

Value
Value
Value
Value
Value

Value

76,55,23|

oo:Ca®

0040

Colorize items that Match All

-

- [Brcos ]

@ Values in the Name boxes are synchronized to the selected event in the Overview, which
is synchronized to the Details view. The Value boxes reflect data elements displayed in

the Details View. Users may type strings (values, wildcards, or ranges) directly into the

Value boxes.

2. Select one or more items from the Name boxes.

3. Select corresponding items from the Value boxes.

4. Select the desired match type in the Colorize items that drop-down menu.

5. Select the desired color and click on Colorize.

Events matching are colorized in the Overview.

To display a count of matching criteria:

1. Define the search/colorize criteria from the Payload, Text, and/or Field tabs.

2. Select the drop-down arrow at the bottom-right of the Colorize dialog.

3. Select Count.

The Colorize button changes to a Count button:
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4. Click on Count.

A count of items matching the criteria is displayed:

Search IEI

:I The specified criteria were found 56'666 times.

8.3 Grouping and Ungrouping

The application provides an option to group or ungroup protocols and profiles as displayed in the Overview.
This allows the user to view traffic in high-level abstractions (e.g., RFCOMM) or to drill down to mid-level
abstractions (e.g., L2CAP) or lower-layers such as baseband and packet levels. An option to group or not
group procedures and transactions is also provided.

Additional options to control the displayed protocols, profiles, and other filtering options are described in

Chapter 8, Display Filters.

To collapse or expand protocols and profiles in the Overview:

1. Select the desired item in the Overview.

2. Select the + icon associated with the item to expand (or double-click) or select the — icon associated
with the desired item to collapse (or double-click).

The selected item is expanded or collapsed as shown:

[ =g LMP Increase Power Request "Motebook™ 00:02:76: 1E:10:E6 <-> "Phone” 04: 1E:64:63:03:68 Slave oK
|= == LMP Extended Features Exchange “Notebook” 00:02:76: 1£: 10:E6 <-> "Phone” 04: 1E:64:63:03:68 |Master ok [ ]
=& LMP Extended Features Request "Motebook™ 00:02:76: 1E: 10:E6 <-> "Phone” 04: 1E:64:63:03:68 Master oK.
=l P ACL-C transfer "Motebook™ 00:02:76: 1E: 10:E6 <-» "Phone” 04: 1E:64:63:03:68 Master OK. 12 bytes (FE03 0101010000 ...
=, DM1unit(ACL-C, 1Mbps) "Motebook™ 00:02:76: 1E: 10:E5 <-> Phone” 04: 1E:64:63:03:68 Master oK. 12 bytes (FEO30101010000 ...
= DM1packet (ACL-C, 1Mbps) Motebook” 00:02:76: 1E: 10:E8 <-> Phone” 04: 1E:64:63:03:68 Master oK 12 bytes (FE030101010000 ...
4 MNULL packet {ACL, 1Mbps) "Motebook™ 00:02:76: 1E: 10:E6 <-> Phone” 04: 1E:64:63:03:68 Slave oK
&2 LMP Extended Features Response "Motebook™ 00:02:76: 1E:10:E6 <-> "Phone” 04: 1E:64:63:03:68 Slave oK
# &g LMP Increase Power Reguest "Motebook™ 00:02:76: 1E: 10:E6 <-> "Phone” 04: 1E:64:63:03:68 Master oK.

When grouping is enabled, the number of consecutive events is listed in parentheses along
with the grouped item, as shown on the NULL packet in the figure above.

To enable grouping of procedures and transactions:

1. Select Group Procedures and Transactions from the Protocol drop-down menu on the Tool Bar:

Protocol: Single selection =
Single selection

Multiple selection

Custom grouping

Group procedures and transactions
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Transactions and procedures are grouped:

[ ATT Read (Characteristic Dedaration: Read, Handle=11, UUID=Glucose Measurement)
[@ ATT Read (Glucose Measurement: S2q=E8, Ofs=, Glucose=0 gfdl, Type=2, Location=?)
(=) [ ATT Read (Characteristic Presentation Format: Format=Inti6, Exponent=-1, Linit=0, MNam -e=Bluetooth 5IG Assigned Mumbers, Dezcription=0)
[ ATT Read Transaction (Characteristic Presentation Format: Format=Int16, Exponent
f@ ATT Read {Characteristic Dedaration: Read, Handle=14, UUID =Battery Level)
= 7 ATT Read (Battery Level: 33 %)
= [@ ATT Read Transaction (Battery Level: 33 %)
&, ATT Read Request Packet (Battery Level)
E@ ATT Read Response Packet ( 33 %)
resent=Unsupperted, Discharging=Unknown, Level=Unknown)
[/ ATT Read (Characteristic Dedaration: Read, Handle=11, UUID=Glucose Measurement)
f@ ATT Read (Characteristic Dedaration: Read, Handle=14, UUID =Battery Level)

To disable grouping of procedures and transactions:

1. De-select Group Procedures and Transactions from the Protocol drop-down menu on the Tool Bar:

Protocol: Single selection ~
Single selection

Multiple selection

Custom grouping

Group procedures and transactions

Transactions and procedures are not grouped:

[E¢ ATT Read Response Packet (OE FF 00 00 01 00 00)
& ATT Read Request Packet (Characteristic Dedaration)
[E ATT Read Response Packet (02 OE 00 19 24)

K, ATT Read Request Packet (Battery Level)

Ee ATT Read Response Packet (21)

[, ATT Read Request Packet (Battery Power State)

B ATT Read Response Packet (2103 ES)

|&, ATT Read Request Packet (Characteristic Declaration)
[E¢. ATT Read Response Packet (02 0B 00 18 2A)

8.4 Overview Timing Measurements

The Overviews include precision timestamps associated with each event captured. These are displayed in the
Time column. The default timestamp format is a relative (Delta) time format, shown as sec.milli micro nano.
Additionally, two absolute time formats are available, including UTC time and local system time.

@ The Overviews can be linked and unlinked to the /nstant Timing, Instant Audio, Instant

Channels, and Instant Throughput panes as well as the /nstant Spectrum view. By
default, the active Overview is linked to these panes, and events selected in an Overview
are instantly displayed in them. Timing measurements are easily made in the /nstant
Timing pane and /nstant Spectrum view. See Section 9, Instant Timing Pane or Section
10, Instant Spectrum View for more information.

To set a time format:

1. Click on the Filter selection icon L associated with the Time column.
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2. Select Display.

3. The Time Format menu appears:

Type filter... W

Time n Filter

®x  Clear criteria

| Display » | Relative time

Absolute time (local)

Absolute time (UTC)

4. Select the time format desired.

5. The Overview’'s Time column is populated with the selected time format.

To set a zero-time reference for Delta time:

1. Right-click anywhere in the Overview.
2. Click on Set Time Reference.

The selected event in the Overview is assigned a timestamp of zero. Events occurring after the zero-stamped
event are incremented with positive timestamps, and events occurring before the zero-stamped event are
incremented with negative timestamps. The /nstant Timing, Instant Piconet, Instant Spectrum view, and
Security panes are updated with the new timestamp value.

To reset a time reference to the original value:

1. Right-click anywhere in the Overview.
2. Select Reset Time Reference.

The events captured are reset with the timestamp values originally when the capture was taken.

8.5 Synchronization to Other Panes

By default, the Overviews are automatically synchronized to other panes to give the user a comprehensive
understanding of traffic captured, and to ease navigation. Navigation through an Overview will cause
synchronized tracking in the /nstant Timing pane, the Details pane, the [Instant Spectrum view, Instant
Channels pane, Instant Throughout pane, Instant Audio pane, and the Raw Data pane.

Conversely, selection of timestamps located in the Security pane and Instant Piconet pane allow the user to
jump to relevant locations in the Overviews.

A double click on the graphical audio representations in the /nstant Audio pane will force the pertinent
Overview to navigate to the location where the double click is made.

If the /nstant Timing pane is configured to disable synchronization with the Overview(s), i.e., to not track
selections made in the Overview(s), the user can force the /nstant Timing pane to jump to the selected
Overview event as described below.
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To force the selected event in an Overview to display in the Instant Timing pane:

1. Right-click in the desired Overview.
2. Select Show in Instant Timing view.

The Instant Timing pane jumps to the event selected in the Overview.

8.6 Using Markers in Overviews

Items in the Overviews can be annotated with markers and saved with a capture. Markers are also quite
useful for remote collaboration among different users. Markers can be edited to add descriptive notes. More
than one marker can be placed on an event and can be color-coded to differentiate among the various users
creating the markers.

Markers can also be exported and imported to/from a capture, alleviating the need to send capture files
between collaborators who may already have the original capture file. Further, markers can be sent and
retrieved over the Ellisys secure cloud (see Section 4.5, Sharing a Capture File to the Cloud).

Markers placed in an Overview are automatically replicated in the /nstant Timing pane, the [nstant
Throughout pane, the /nstant Audio pane, and the /nstant Spectrum view.

To add a marker in an Overview:

1. Select the event to be marked in the Overview and dick on the Markers button (F9) on the toolbar

CiMarkers T o alternatively, left-click or right-click in the gray vertical column at the far-left of the

Overview adjacent to the item desired for marking.

The Add a new marker dialog appears:

Add a new marker Close

A ¥ Delete marker

2. Add comments as desired.

3. Select a color for the marker as desired.

4. Click on Close.

A marker is placed adjacent to the event in the Overview and in other relevant panes as described above:

| &ﬁ LIMP Page Scan Mode {Accepted)
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Instant Timing

Il'iq} Q, IE'T- origin: 1,508.48 ms ~ span: 12.51 ms ~ | Display ~ Lig
Wireless

" i 2" O in CH1 HULL MULL

Mobile Mokia" 00:18:0C... I B o] ]

Add a new marker Close
S& (MP Increase Power R D Marker #12
D?.ISU I UE.IUU I UE.ISU I US.IIJU ' GS.ISU I 12.|5|
1,510.00 ms |

@ Alternatively, right-click in the gray column at the far-left of the Overview to add a marker,
or to add a marker with a note.

Mark. this item

\Write a note

@ Multiple markers may be placed on a single event. Use of the color-coding can facilitate
technical “conversations” between users by assigning assorted colors to different users.

To delete a marker:
1. Position the mouse pointer over the marker to be removed.

2. Right-click and select Remove marker or alternatively, select the Markers button (F9) on the toolbar.
I Markers ~

3. Position the mouse pointer over the desired marker:

[T markers (3) » & b -

Mark selected item ]

Celete all markers

Impart rmarkers. ..

Export all markers. ..

[] LMP Set AFH 9763589875 o lE meler
Marker #5 Edit

[] L2CAP Configure (ORDDGF, 0x0040) 2,534 532 875 , Delets
Marker #2

[] LMP authentication Random Numb 16,042 255 575 .
Marker #11

4. Select Delete.

The marker is removed.

To edit a marker:

1. Position the mouse pointer over the marker to be edited.
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2. Left-click the marker (or right-click and select Edit Marker) or alternatively, select the Marker button
on the toolbar.

3. Select the desired marker.
4. Select Edit.

The selected marker opens for editing.

To access markers embedded in Sub-Items (Grouped Items):

1. Place the mouse pointer over the marker(s) at the left of the desired event.

+ ﬁ LMP Setup Complete

The Markers on sub-items menu appears:

b arker #1
Markers on zub-items

|:| LMP Setup Complete 3496 528 575
Marker #2

|:| LMP Setup Complete 3.514 954 500
Marker #3

2. Select the desired marker.

The grouped item expands, with the marked item adjacent to the selected marker highlighted:
= g!-: LMP Setup Complete

+ gf’_ LMP Setup Complete
[ % & LMP Setup Complete

8.7 Search Features

Several search features are provided to enable searching the selected Overview. These include /nstant
Search, a configurable search menu, and several Go-T7o features.

To enable the Instant Search:

1. Type the text string desired in the /nstant Search box located at the top-right of the selected Overview,
or select Search | Instant Search (Ctrl+I) from the menu to place the cursor in the /nstant Search
box.

yTextrere <]
2. Select ENTER.

The line where the string is found is highlighted in the Overview.

@ Press F3 to search next.
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@ Use commas to separate multiple search values. Wildcards (*) can be used.

To use the Search menu:

1. Right-click in the Overview and select Search or select Search | Search (Ctrl+F) from the menu.

The Search Bluetooth dialog appears:

Search BR/EDR traffic =)

o3 Payload |[7] (-] Text |[] g Field |

Data to search for 1
Data type Search for all data types hd
Interpreted bytes | Hex bytes: <none> i

ASCII text: <none>
Unicode text: <none > I

Length From to bytes

Searchin @ Payload (O Rawdata

Find items that Match all - [ Searchup B

To search events by payload content:

1. Select the Payload tab.

2. Enter Data to search for and/or a payload Length range.

3. Select Data Type as needed.

4. Select Search in Packets or Search in Transactions to search packets or transactions.
5. Select the desired match type in the Find items that drop-down menu.

6. Click on Find Next.

The next event matching the search criteria is highlighted in the Overview.

To search events by text string:

1. Select the Text tab.
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The Text tab appears:

Search BR/EDR traffic =)
et | % Field

Texts are searched in column strings
Ttem LMp= ~ {e.g:Imp, |2cap)
Status | » | [e.g:lok)
Payload ~ (e.g: 4bytes)
Time ~ (2. 1.3.7)
Time delta -
Packet # -
Criginator Master ~ (e.g: Master)
Transmitter -
Receiver -
Communi... -

Find items that Match all - [ search up E]

2. Use one or more text string drop-down menus provided to characterize the search.

@ Text entered into the various boxes by selecting an item in the drop-down menus can be

edited, or text may simply be entered directly into the boxes without selecting the drop-

down menus. Use commas to separate OR items on any line. The “!” (not) symbol will
exclude a text string from the search.

3. Select the desired match type in the Find items that drop-down menu.
4. Click on Find Next.
The next event matching the search criteria is highlighted in the Overview.

To search events by field value:

1. Select the Field tab.
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The Field tab appears:

Search BR/EDR traffic =)

|D s PayloadlD 2o Text | 4 Field

Fields are searched in the Details view

Mame  Channel Number - Value 76,5528 -
Mame - Value -
Mame  LAP - Value 66:08% -
Name - Value -
Name - Value -
Sample | CID Value |0040

Find items that Match &ll - 7] search up E]

@ Values in the Name boxes are synchronized to the selected event in the Overview, which
is synchronized to the Details pane. The Value boxes reflect data elements displayed in
the Details pane. Users may type strings (values, wildcards, or ranges) directly into the

Value boxes.

2. Select one or more items from the Name boxes.

3. Select corresponding items from the Value boxes.

4. Select the desired match type in the Find items that drop-down menu.
5. Click on Find Next.

The next event matching the search criteria is highlighted in the Overview.

To display a count of matching criteria:

1. Define the search criteria from the Payload, Text, and/or Field tabs.

2. Select the desired match type in the Find items that drop-down menu.

3. Select the drop-down arrow B at the bottom-right of the Search dialog.

4. Select Count. £ LCount
The Find Next button changes to a Count button.

5. Click on the Count button.
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A count of items matching the criteria is displayed:

Search IEI

:I The specified criteria were found 56'666 times.

To search using an Item Number or Item Time:

1. Select Search | Go To (Ctrl+G) from the menu.

The Go to item dialog appears:

Go to item... @
Reference
@ Htem number -
) Closest item time 3616 827 750
[ oc J[ Comcel |

2. Select Item number and enter an item number or alternatively, select Closest item time and enter a
timestamp in x.xxx xxx format.

@ The Closest item time value may be entered as an abbreviated timestamp, such as x.xxx
or x.x, to approximate the search.

3. Click on OK.
The item found is highlighted in the Overview.

@ The Item Number correlates to the Packet Number column, which is available in the
Overview. If it is not displayed, right-click on the column header to add this column.

To use a content-sensitive search:

1. Select Search | Go to next or Search | Go to previous from the menu, as desired.
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A content-sensitive menu of searchable

items appears:

Search |
Search... Ckrl+F
Search in 4

34 Instant search Zhrl+1
Goko,., Chrl4+3

| Go ko next L4 |
Go ko previous 3
Find next F3

Mavigate Backward  Alt+Left

Baseband Link Control

Baseband aCL
Baseband Synchronous

HCI

ID (20947 items)
MULL (3239 items)
POLL (2271 items)
FHS (15 items)

2. Click on the item desired.

The selected event is highlighted in the Overview.

@ Note that a count of searchable items is included. Events not captured in the capture are
not listed or may be grayed out.
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9.

Display Filters

The Bluetooth Explorer 400 employs an extremely powerful all-channel digital radio, resulting in capture of all
BR/EDR and LE traffic in the vicinity, along with any attached HCI, logic signals, Audio 12S, raw spectrum

energy, and/or WCI-2 traffic.

Consequently, it is often important to be able to quickly and efficiently

filter/drill-down to piconets, LE connections, or other communications of interest.

The analyzer software provides several simple and convenient methods to filter the various displays to the

user’s requirements.

@

use the various display filters.

Filters Available

On the Welcome Screen, (View | Layout | Welcome), please see the Expert Note
entitled £EN_BT08 — Separating the Wheat from the Chafffor more information on how to

The table below lists the various filters available, where to access, and the intended function:

Filter Type Filter Location Purpose of Filter

Instant Filters Atop each Overview Highly flexible text string filter used to include or
column exclude items displayed in any column.

Protocol / Profile Filter Bar in Overview Single, Multiple, and Custom Grouping Selections.

Filters toolbar Allows for display in all panes of only selected

protocol(s), profile(s).

Instant Piconet Right-click on Instant Filters all panes to show only piconet(s) or LE

Keep-Only Filter Piconet pane Connection(s) of interest.

Device Traffic Main toolbar Provides a list of all devices in the current capture and a

Filter database of previously captured devices, and allows for
show/hide of specified device communications. Allows
for exclusion of background traffic (default). Affects all
panes.

Instant Timing Display button on /nstant Shows/hides Establishment traffic and Idle traffic in the

Display Filter Timing toolbar Instant Timing pane.

Instant Timing Right-click on packet in Allows user to keep only the selected piconet. Affects

Keep-Only Filter

Instant Timing pane

all panes.

Overview
Only Filter

Keep-

Right-click
Overview

menu on

Line/Column (cell) context-sensitive filter to Keep or
Exclude selected item.

Instant Spectrum
Keep-Only Filter

Right-click on packet in
Instant Spectrum view

Allows user to keep only the selected piconet. Affects

all panes.

Instant Spectrum
Display Filter

Display button on /nstant
Spectrum toolbar

Shows/hides Establishment traffic and Idle traffic in the
Instant Spectrum pane.
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To determine the current filter status:

Filter status is displayed atop the Overview, indicating how many line items are displayed, and how many
have been filtered from view:

| Protocet Snglesslection ~ Mlsyes ¢ S @ OB @O 0 » N0 OQ & D T B iilitems kept, 106 fitered

9.1 Instant Filters

Instant Filters are enacted as text strings in the /nstant Filter boxes located atop the columns in the
Overviews.

Instant Filters provide a quick and easy way to remove specific information from the Overview using a simple
syntax entered in the /nstant Filter boxes located atop each column. /nstant Filters are comprised of a
sequence of character chains and can be separated by commas for AND operations. /nstant Filters are not
case-sensitive. /nstant Filters may be used on a static capture, saved capture, or during recording.

@ Use of display filters can speed the process of uploading captured traffic to the PC.
Filtering commonly occurring items that may not be required for the analysis task at hand
can be helpful.

Instant Filters Syntax

The syntax of /nstant Filters is as shown below:

filters = [!]filter[,filter,...]

filter = string or wildcard range

wildcard = string containing * or ? characters
range = min..max

Wildcards can be used to perform advanced filtering operations. Use an interrogation point '?' to match to
match any character, or an asterisk '*' to match any suite of characters. An asterisk is always implied at the
end of any search string. A few examples:

0?FE will match any line that starts with O and end with FE.
*data will match any line that contains the word data.

E*r will match any line that starts with an E and contains an r.
*read will match any line that contains read.

Filters also accept advanced criteria. For example, type 0. .1 in the time column to keep only events that
occur between 0 and 100 milliseconds.

Several criteria can be combined with a logical OR operation using a comma. For example, typing 2,4 in the
device column will keep events having devices addresses beginning with 2 or 4.

A criteria can be inverted by using an exclamation point 'I' as the first character in the filter. In this case, all
events that would have been included are now excluded, and vice versa.

An informative Fly-Over is also useful in understanding how to use an /nstant Filter.
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To enable the Instant Filter Fly-Over:

1. Place the mouse pointer in any /nstant Filter box and left-click.

The Instant Filter Fly-Over appears:

Type filter... W | Type filt
Instant Filters enable quickly keeping or excuding lines based Status
on a kext criteria, Mew columns can be drag-dropped from the 1A, 0K
Details wi k k | binations.

etails wiew bo create complex combinations e mE
Syntax: (1AL, CK
filkers = [!IFilcer]filker, ...] 1A, OK
filker = string with wildcards characters o Tz
wildcard * means any characters, zero or more Sl
wildcard * means any single character 1AL,
| (1AL
Example:
iterm keeps lines starting by item e T
*item excludes lines containing item (1A, OK
likernl, itemz excludes lines skarting with iteml or itemz 1Az
Master: "Mobile Nokia™ 00: 1A:DC:66:C8:F4 <->= Slave: "AudicSource™ 00: 1A:... OK

To apply an Instant Filter:

1. Select an /nstant Filter box from one of the columns in the desired Overview.
2.  Type the desired filter.
3. The selected /nstant Filter box highlights in yellow.

@ Instant Filters can be applied to multiple columns, giving the user the ability to create very
specific filters.

Examples

The example below will remove all items in the Overview that do not begin with the string “LMP”, typically
leaving only Link Manager Protocol visible.

o Imp x - v - v - ¥ -
Tirne: Item Communication Qriginator Status
3.434 954 625 ﬁ LMP Wersion Transaction {Master: Bluetoot,,,  "HagenS68" 00:00:41:1C:8CF3 <-= "Prim" 00:1A:7Dn2.,.  Master O
3.454 954 375 ﬁ. LMP Features Transaction "Hagens6g” 00:00:41:1C:8C:F3 <-> "Prim" 001 1&:7F0N2, .. Master oK
3.464 954 125 4% LMP Extended Features Transaction "Hagens6d" 00:00:41:1C:8C:F3 <-= "Prim" 00:1A:7002.,.  Master OK
3.474 954 250 ﬁ LIMP Host Connection {Accepted) "HagenSA&" 00:00:41:1C:8C:F3 <-> "Prim" 00:14:7D:2...  Master O

The example below will remove all items from the Overview that begin with the string “LMP”, typically leaving
all items except for Link Manager Protocol.

ol lmp x - T v o T -
Tirne: Ikemn Communication Originatar Status
19,560 994 125 Iﬁ RFCOMM SABM Frame "Prim" 00:14:70:21:38:CD <-> Bob/MyBTDevice IMaster OK
19,609 118 000 'ﬁ RFCOMM 14 Frame “Prim" 00:14:70:21:358:C0 <-3= BobfMyBTDevice Slave 0K
20,713 479 000 .'g RFCOMM DLC parameter negotiation (Max...  "Prim" 00:1A:70:21:38:CD <-> Bob/MyBTDevice Master 0K
22.409 705 875 é RFCOMM Connect {Channel 00D} "Prim" 00:14:70:21:38:CD <-> Bobf/MyBTDevice Master QK

The example below will remove all items that do not begin with the strings “L2CAP”, “RFCOMM”, and “LMP”.
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= Imp,l2cap,rfcomm x - W W R

Tirne: Item Communication Originator Status
19,394 746 250 ‘% L2CAP Configure {0x0070, 0x0040) "Prim" 00:14:7n21:35:C0 <- > Bob/MyETDevice IMaster QK
19.560 994 125 Iw RFCOMM SABM Frame "Prim" 00:14:70:21:38:CD <-> Bob/MyBTDevice Master QK
19,609 118 000 Iiﬁ RFCOMM A& Frame "Prim" 00:14:70:21:38:C0 <-> Bob/MyBTDevice Slave oK
20.539 107 000 @: LMP Increase Power Request (Max Power ... "Prim" 00:18:70:21:38:C0 <- > Bob/MyBTDevice Slave ‘Warning

The example below will remove all items except those items taking place between timestamps located at 26
and 27 seconds.

26,27 x - - ¥ - 7 - 7
Tirne: Ikemn Cormmurnication Crriginatar Skatus

26,724 347 500 * RECOMM Modem Status "Prim" 00: 14:7D:21:38:C0 <-> BobfMyBTDevice Slave OK

26,509 971 750 k RECOMM Modemn Status "Prim" 00:14:70:21:35:C0 <-> BobfMyBTDevice Master oK

26.811 221 875 g Audio [2-BY3 (x 2),CVSD] (x 100} "Prim" 00:14:70:21:38:C0 <-> BobfMyBTDevice Master oK

26.811 846 875 He Audio [2-E¥3 (x 2),C¥50] "Prim" 00:14:70:21:38:CD <-> Bob/MyBTDevice Slave 0K

The example below will remove all items except those items beginning with the string “Audio” in the Items
column, involving the string “00:1A:7D” in the Communication column, and beginning with an “M” in the
Originator column, typically audio transfers involving a particular device, where that device is

master.
7~ audio ®* w00 147D ® vm x - W
Tirne: Ikem Cormmunication Originator Skatus
6.906 243 125 . Audio [2-EW3,CWSD] (= 100) "Prim" 00:14:70:21:38:C0 <-> Bob/MyBTDevice Master (a4
7.656 240 375 # Audio [2-E¥3,CYS0] (x 100} "Prim" 00:14:70:21:38:C0 <-= Bob/MyBTDevice Master OK
8.406 240 500 g Audio [2-Ev3,Cv50] (x 100) “"Prim" 00:14: 700 21:38:C0 <-= Bob/MyBTDevice Master oK
9,156 239 750 % Audio [2-E¥3,CWSD] (x 100) "Prim" 00:14:70:21:38:C0 <-> Bob/MyBTDevice IMaster [o]:4

To remove a filter:

1. Click on the red cross adjacent to the filter desired for removal |* or alternatively, click on the down
arrow next to the red cross * 7.
A menu appears:
T f x - 7 - 7 - 7 -
Time Item Filker Criginator Status

®  Clear criteria

2. Click on Clear Criteria.

The selected filter is removed and the display updates.

9.2 Protocol / Profile Filters

A selection of protocol and profile filter icons is available on the Filter bar. These filters allow the user to
show or hide specific protocols and profiles, including baseband and packet-level display options. The
available filter options vary depending on the Overview selected (BR/EDR, Low Energy, and HCI).

The associated Protocol: drop-down menu allows for selection of a single protocol/profile, multiple
protocols/profiles, or a custom selection.

Note that selection of any given protocol or layer on the Filter bar will affect which
columns are displayed in the Overview. The columns displayed in the Overview are based
on the item selected on the Protocol bar.
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The protocol/profile filters available for the BR/EDR Overview are shown below:

@ Welcome - BRJEDR Overview Low Energy Overview HCI Overview (Serial) Message Log H Instan

Protocol: Single selection = ||All layers |+ % &2 a0 L) B 5 Y fj & B = [ &' P

The protocol/profile filters available for the Low Energy Overview are shown below:

@ Welcome BR/EDR Overview Low Energy Overview

Protocal: Single selection = ||Alllayers |+ «* &2 & B 9

The protocol/profile filters available for the HC/ Serial and HCI USB Overviews are shown below:

HCI Owverview (USB) @ Welcome BR/EDR Overview Low Energy Overview HCI Overview (Serial) Message Log

Protocol: Single selection - 1- PP OF&E#T O SRET N VR R

The table below describes the various filter icons and their functions:

Icon Function Overview Protocol: Selection
Shows all protocols and profiles BR/EDR LE HCI Single
+ Shows packets-only view BR/EDR LE HCI Single
+ Show/Hide Baseband BR/EDR Single, Custom
< Show/Hide Link Layer LE Single, Custom
= Show/Hide LMP BR/EDR Single, Multiple, Custom
== Show/Hide LLCP LE Single, Multiple, Custom
e Show/Hide L2CAP BR/EDR LE HCI Single, Multiple, Custom
e:-‘""] Show/Hide SDP BR/EDR HCI Single, Multiple, Custom
a2 Show/Hide A2MP BR/EDR HCI Single, Multiple, Custom
Show/Hide RFCOMM BR/EDR HCI Single, Multiple, Custom
@ Show/Hide AT BR/EDR HCI Single, Multiple, Custom
Show/Hide SAP BR/EDR HCI Single, Multiple, Custom
- Show/Hide SCO/eSCO BR/EDR HCI Single, Multiple, Custom
J:j Show/Hide AVDTP/AVCTP BR/EDR HCI Single, Multiple, Custom
Ep Show/Hide OBEX BR/EDR HCI Single, Multiple, Custom
=l Show/Hide MAP BR/EDR HCI Single, Multiple, Custom
£ Show/Hide PBAP BR/EDR HCI Single, Multiple, Custom
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'@' Show/Hide DUN BR/EDR HCI

& Show/Hide BNEP BR/EDR HCI

¢ Show/Hide HID BR/EDR HCI
= Show/Hide Serial Port BR/EDR HCI

E Show/Hide ATT BR/EDR LE HCI
i# Show/Hide SMP LE/HCI

9 Show/Hide Hearing Aid LE/HCI

@ .

: Show/Hide HCI HCI

To enable or disable a Protocol/Profile filter:

1. Select the desired Overview.

2. Select the desired feature from the Protocol: drop-down menu:

Protocol: Single selection =
Single selection

Multiple selection

Custom grouping

Group procedures and transactions

3. Select or deselect the desired filter icon(s) as desired.

The Overview updates with the selected setting.

To remove all Protocol/Profile filters:

1. Select the desired Overview.

Single, Multiple, Custom
Single, Multiple, Custom
Single, Multiple, Custom
Single, Multiple, Custom
Single, Multiple, Custom
Single, Multiple, Custom
Single, Multiple, Custom

Single, Multiple, Custom

2. Click on the down-arrow associated with the Protocol: drop-down menu.

3. Select the Single selection feature from the Protocol: drop-down menu:

Single selection

Multiple selection

Custom grouping

Group procedures and transactions

Protocol: Single selection ~

4. Select All Layers.

The Overview updates to remove all protocol/profile filters.

To show only packets (to remove all protocol/profile grouping):

1. Select the desired Overview.
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2. Click on the down-arrow associated with the Protocol: drop-down menu.

3. Select the Single selection feature from the Protocol: drop-down menu:

Protocal: Single selection ~
Single selection

Multiple selection

Custom grouping

Group procedures and transactions

4. Select the Packets icon. =

The Overview updates to show only individual packets.

9.3 Instant Piconet Keep-Only Filter

The /Instant Piconet pane provides filtering that enables the user to show/hide selected piconets, scatternets,
paging events, and inquiry events. This filter will update all displays and panes. For more information on the
Instant Piconet pane, see Chapter 12 Instant Piconet Pane.
To set an Instant Piconet Keep-Only Filter:
1. Position the mouse pointer over the desired piconet or scatternet and right-click.

Navigate to a piconet event (so that it will be displayed in the /nstant Piconet pane) by

selecting an associated event in the Overview (or the /nstant Timing or Security panes) or
by using the navigation buttons located at the bottom-left of the /nstant Piconet pane.

A Keep-Only filter dialog appears as shown below:

Instant Piconet =

CELBHINAD
<

.
Moh:e Mokia

+Piconet 5
.

&
-
-

AudinSource
«Piconet 3

Keep Only Maobile Siemens, AudioSource

Keep Only Maobile Siemens, Audio5ource, Mobile...

@-...

Mabile Siermens
Piconet 2

Bl e o | 25669012250 (|3 @]
[ Details | % Summary %% Instant Piconet
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2. Select the desired Keep-Only option.

The user may see more than one filter option displayed. To keep only the selected
piconet, select the first option. If the piconet is part of a scatternet, select the second
option to keep only the scatternet.

All displays and panes are updated to remove all but the selected piconet or scatternet traffic.

The Filtering button (on the Tool Bar) updates to show the selected filter:

“y@|Filtering: Only Mobile Siemens, AudioSource ~

To clear an Instant Piconet Keep-Only Filter:

1. Select the down-arrow associated with the Filtering button on the Tool Bar.

The Filtering menu appears:

“y@ Filtering: Only Mobile Siemens, AudioSource ~

Configure...

Exdude Background
Keep Al
Only Mobile Siemens, AudioSource

2. Select Exclude Background (this is the default setting).
All displays and panes are updated.

Inquiry event and paging events can also be filtered in the manner described above for
piconets and scatternets.

9.4 Device Traffic Filter

The Analyzer application provides a powerful Device Traffic Filter designed to allow the user to be very
precise in terms of precisely controlling the device traffic displayed throughout all the application’s panes.

The Device Traffic Filter window provides a searchable database of all devices captured by the analyzer,
including historically captured devices, located in the Device Database tab. Each listed device includes
ancillary information, including LMP Name, BD_ADDR, Radio type, and Company ID.

The user can use the Device Traffic Filter to rename devices with user-defined names, for easy recognition in
other areas of the application, and to re-color the default color associated with any/each device used
throughout the application. Users may also manually add new devices to the Device Database.

@ The user can select a device listed in the Device Database to edit an incomplete BD
ADDR to fill in missing values, in those cases where the analyzer capture is started after
the connection process occurs. This can possibly assist with the analyzer's decryption
routines to enable traffic decryption, assuming all other factors used in the decryption
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process are known and captured.

The Traffic Filtering Criteria tab allows user to select the criteria on which selected devices will be filtered,
as detailed below:

Selection Function

Keep All No Filtering is applied by the Device Traffic Filter

Exclude Background Default setting. Background traffic is removed. All other traffic is
displayed.

Keep Involving Selected Devices Communication involving the devices selected and any other devices will

be kept. All other traffic is hidden.

Keep Only Selected Devices When two or more devices are selected, only the communications
between these selected devices will be kept. All other traffic is hidden.

To open the Device Traffic Filter:

Y|

1. Click on the Filtering button located on the Tool Bar or select Device Traffic Filters from the
View menu.
The Device Traffic Filter window appears:
Device Traffic Filters =]
Traffic Filtering Criteria Device Database
Exclude Background - Clear % Add (4] MNew Device |[Ef Edit [ Delete | Search: View: All Devices ~
Mame - BD_ADDR Radio LMP Name Company ID -
+- [l C0:CB:38:07:5C:50 C0:CB:38:D7:5C:50 Classic Hon Hai Predsion Ind. ...
-~ [l C0:CB:38:E1:59:15 CO:CB:38:E1:50:15 Classic Hon Hai Precision Ind. ...
W CO:F8:DA:E4A%AD CO:F8:DAE4A%AD Classic Hon Hai Precision Ind. ...
-~ M CO:F8:DAES:05:28 C0:F8:DAES:05:28 Classic Hon Hai Precision Ind. ...
- [l C2:16:DA:32:79:BC C2:16:0A:32:79:BC
W C2153WN4D 00:16:41:D2:48:70 Classic  C2153WN4D Universal Global Scient... 11}
-~ M C3:2D:20:4C:BD:BF C3: iBF
L]
M C446:19:E8:65:78 C4:46: 19:E8:B5: 78 Classic Hon Hai Precision Ind. ...
B CSED:76:DLiel:i12 C:ED:76:D160:12
-~ [l CB8:BC:C8:69:BD:AF C8:BC:C8:69:BD:AF Classic Apple
- || C8:BC:C8:AC:94:44 C3:BC:C3:AC!94:44 Classic Apple —
CB:BC:CB:D7:6F:47 CB:BC:C8:DT:6F:47 Classic Apple l_l
-~ Il C8:BC:C8:E1:6B:61 C8:BC:C3:EL:6B:61 Classic Apple
- [l CB8:BC:C8:EF:10:AC CBIBCICBIEF 10:AC Classic Apple
B CAR MULTIMEDIA 00:18:FB:CA:18:18 Classic  CAR MULTIMEDIA Alps Electric Co., Ltd
-~ ll CAR MULTIMEDIA 00:60:57:01:CE:F7 Classic  CAR MULTIMEDIA MURATA MANUFACTU...
CAR MULTIMEDIA 44gATICF:12:46:38 Classic  CAR MULTIMEDIA Murata Manufacturing...
W CC:08:E0:5D:AE:3E CC:08:E0:50:AE:3E Classic Apple
W CCi08:E0:96:72.D4 CCi08:E0:96:72:D4 Classic Apple
- [l CC:52:AF:68:F4:6E CC:52:AF:68:F4:6E Classic Universal Global Sdent...
- [l CC:52:AF:79:96:41 CC:52:AF:79:96:41 Classic Universal Global Scient... 2
oK ] [ Cancel ] [ Apply ]

To keep only specified devices:

1. Click on the Filtering button located on the Tool Bar.

2. The Device Traffic Filter window appears.
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3. Double-click the desired devices in the Device Database to add these devices to the Traffic Filtering
Criteria Select the desired device and click on the Add button in the Traffic Filtering Criteria, as
shown below:

Device Traffic Filters B
Traffic Filtering Criteria Device Database
Keep Only Selected Devices - ¥ Remove %= Add (] New Device [£f Edit [§ Delete | Search: View: All Devices ~
Name - Mame + BD_ADDR Radio LMP Name Company ID -
M C0:CB:38:D7:5C:50 C0:CB:38:D7:5C:50 Classic Hon Hai Precision Ind. ...
M C#46:19:B5:3C:CD -l CO0:CB:38:E1:59:15 CO:CB:38:E1:59:15 Classic Hon Hai Precision Ind. ...
W C#446:19:E8:85:78 - [l| CO:F8:DA: CO:F8:DAE4:A4:AD Classic Hon Hai Precision Ind. ...
M CO:F8:DA: 3 C0:F8:DAES:05:28 Classic Hon Hai Precision Ind. ...
-l C2:16:DA:32:79:BC C2:16:DA:32:79:BC
-l C2153WN4D 00:16:41:D2:48: 70 Classic  C2153WN4D Universal Global Scient... | ]
I C3:2D:20:4C:BD:BF C3:20:20:4C:B0:6F
W C4:46:1%:B5:3C:CD C4:46:19:B5:3C:CD  Classic Hon Hai Precision Ind. ...
- ll C4:46:19:E8:65:78 C4:46:19:E8:B5: 78 Classic Hon Hai Predsion Ind. ...
-~ [l C5:ED:76:D1:60:12 C5:ED:76:01:60:12
W CB8:BC:CB:69:BD:AF C8:BC:C8:69:BD:AF Classic Apple
-~ M C8:BC:C8:AC: 9444 CR:BCiCEAC:94:44 Classic Apple
C8:BC:CB:DT:6F:47 CB:BC:CE:DT:6F:47 Classic Apple L
MW C8:BC:C8: 161 C8:BC:C8:EL1:6B:61 Classic Apple
-l C8:BC:C8:EF:10:AC C8:BCICEF 10:AC Classic Apple
-~ [l CAR MULTIMEDIA 00:1B:FB:CA:18:18 Classic  CAR MULTIMEDIA Alps Electric Co., Ltd
H CAR MULTIMEDIA 00:60:57:01:CE:F7 Classic  CAR MULTIMEDIA MURATA MANUFACTU...
CAR MULTIMEDIA 44AT:CFi12:46:38 Classic  CAR MULTIMEDIA Murata Manufacturing. ..
+- |l CC:08:E0:5D:AE:3E CC:08:E0:50:AE:3E Classic Apple
-~ ] CC:08:E0:96:72:D4 CC:08:E0:96:72:04 Classic Apple
| CC:52:AF:68:F4:6E Classic Universal Global Scient...
- CC:52:AF;79:96:41 Classic Universal Global Scient... =
[ OK ] [ Cancel ] [ Apply ]

Devices selected are populated into the Traffic Filtering Criteria.

Another useful method to add devices from the Device Database to the Traffic
Filtering Criteria is to use the Search feature. See the section below titled To use the
Search devices feature:

4. Select Keep Only Selected Devices in the Traffic Filtering Criteria:

Keep Only Selected Devices |'|

5. Click OK.

All panes in the application are updated to show only the selected devices (if present). Devices not included
in the Traffic Filtering Criteria will be captured, but hidden from the panes.

The Filtering button is updated to show the filter created:

W@ Filtering: Only CAR MULTIMEDIA, C3:20:20:4C:BD:EF, ... ~

To use the Search devices feature:

1. Click on the Filtering button located on the Tool Bar.
2. The Device Traffic Filter window appears.

3. Type the desired text string in the Search box relating to any of the columns shown in the Device
Database (BD_ADDR, Name, Radio, LMP Name, and Company ID).
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4. Devices matching the text string are left in view; all others are hidden.

5. Press ENTER on the keyboard to add the matching devices to the Traffic Filter Criteria.

The Search box allows use of a wildcard (*), a comma (to add additional search criteria),

and a not sign (!) to exclude. The Search box is not case-sensitive.

Example 1: To search for devices that have a Company ID = Smith and devices having a

Company ID = Jones, type smith, jones in the Search box.

Example 2: To search for devices that have an LMP Name that includes “IDG” (e.g.,
“Widget”) and devices having a Company ID of Smith, type *idg, smith in the Search

box.

Example 3: To search for devices that have a BD_ADDR beginning with 00:01, and
devices not having a Company ID = smith, type 00:01, !'smith in the Search box.

6. Click OK.

To clear Device Traffic Filters:

1. Select the down-arrow associated with the Filtering button on the Tool Bar.

The Filtering menu appears:

“w@l Filtering: Only Mobile Siemens, AudioSource ~
Configure...
Exdude Background
Keep Al

Only Mobile Siemens, AudioSource

2. Select Exclude Background (this is the default setting).

All displays and panes are updated.

To view only devices in the current trace:

1. Click on the Filtering button located on the Tool Bar.

2. The Device Traffic Filter window appears.

3. In the Device Database, select the View down-arrow.

The View drop-down menu appears:

View: Trace Devices Only -

All Devices

Trace Devices Only |
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@ The View drop-down menu is grayed out if a capture is not open or a capture is not in
process.

4. Select Trace Devices Only.

The Device Database is updated to show only those devices in the current trace:

Device Database

@ New Device [ Edit Delete | Search: View: Trace Devices Only ~
Mame + BD_ADDR. Radio LMP Name Company ID

[*- M AudioSource 00:1A4:70:21:38:CD Classic  Prim cyber-blue 1-]]

-- M C2153WN4D 00:16:41:D2:46: 70 Classic  C2153WN4D Universal Global Scient... | ]

| Mobile MNokia 00:1A:DC:66:C8:F4 Classic Mokia Danmark A/5 B
L
)
-]

-l Mobile Siemens 00:0D:41:1C:8C:F3 Classic Siemens AG ICMMP U... ]

- M Mobile Sony Ericsson 00:22:98:09:24:C4 Classic G502 Sony Ericsson Mobile ... &)

5. Click OK.

@ Devices captured in the current trace are indicated with the LI icon and include an
expandable tree (+), showing other devices with which that device has communicated.

To remove a device from the Device Database:

1. Click on the Filtering button located on the Tool Bar.

2. The Device Traffic Filter window appears.

3. In the Device Database, select the device desired for deletion.

@ To delete multiple devices, hold the keyboard CTRL button while selecting, or the SHFT
button to select contiguous device entries.

|¥ Delete

4. Click the Delete button or right-click the selection and select Delete Device.

To edit device parameters in the Device Database (BD_ADDR, Name, Color, and Radio):

1. Click on the Filtering button located on the Tool Bar.
2. The Device Traffic Filter window appears.

3. Inthe Device Database, select the device desired for editing.

. . [Ef Edit . - . . .
4. Click on Edit or right-click the selection and select Edit Device.
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5. The Edit Device dialog appears:

Edit Device

Parameters
BOD_ADDR  |00:01:50:E6:1C.DE

Name 00:01:90:E6:1C:D&

Color I -
Radio ’Classic v]

6. Edit the desired properties (BD_ADDR, Name, Color, or Radio) as desired.

7. Click OK.

To manually add a new device to the Device Database:

1. Click on the Filtering button located on the Tool Bar.
2. The Device Traffic Filter window appears.

. o ) 3| New Devi
3. Click on New Device in the Device Database. @l Mew Device

The New Device dialog appears:

Mew Device
Parameters
Create
BO_ADDR
Colar I -
Radio [ v]
4, Edit the Parameters as desired.
5. Click Create.
The new device is added to the Device Database.
To sort the Device Database:
1. Click on the Filtering button located on the Tool Bar.
2. The Device Traffic Filter window appears.
3. Click on the header above the column desired:
Mame ED_ADDR » Radio LMP Mame Company ID
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4. The Device Database is sorted in alpha-numeric order.

Clicking again on a column header will reverse the alpha-numeric order.

The Color column does not include a title on the column header, but clicking on this
column will sort the Device Database by color.

To exclude background traffic:

1. Click on the Filtering button located on the Tool Bar.

2. The Device Traffic Filter window appears.

3. In Device Filtering Criteria, select Exclude Background from the drop-down menu.
4. Click OK.

Background traffic is removed from the capture.

This filter is enabled by default. This filter is aimed at removing "background noise."”
Various conditions are included in this filter. The application software does a complete
topology reconstruction and analysis, and if captured packets do not belong to "good
piconets”, these packets are hidden by this filter. There are also other conditions related
to RSSI, de-whitening, HCS, FCS, decryption.

9.5 Instant Timing Display Filter

The Instant Timing pane (see Chapter 9, Instant Timing Pane) includes display filters for show/hide of
Establishment Traffic (inquiries, paging events, and advertisements) and show/hide of Idle Traffic (ID
packets, Null, Poll packets or empty packets). These filters are available from the Display button located on

the /nstant Timing toolbar, below. This filter applies only to the /nstant Timing pane.

Display -

Show Establishment Traffic

Show Idle Traffic

9.6 Instant Timing Keep-Only Filter

The [Instant Timing pane provides a convenient Keep-Only filter that allows the user to select specific

communications for display throughout the application, while hiding all other communications.

To enable the Instant Timing Keep-Only filter:

1. Select a packet in the desired piconet line in the /nstant Timing pane.
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2. Right-click and select the Keep Only option, as shown below.

|‘|@J Keep Only AudioSource, Mobile Siemens
& Show in Bluetooth BR/EDR Overview

qu Place cursor & here
>|=; Place cursor B here
]

o« PlaceInstant Piconet cursor here

Go to cursor A
Go to cursor B

e GotoInstant Piconet cursor

All panes in the application update to show only the selected communications.

To clear the Instant Timing Keep-Only filter:

1. Select the down-arrow associated with the Filtering button on the Tool Bar.

The Filtering menu appears:

"8 Filtering: Exdlude Background -

Configure. ..

Excude Background

Keep Al

2. Select Exclude Background.

All displays and panes are updated.

9.7 Instant Spectrum Display Filter

The Instant Spectrum view (see Chapter 10, Instant Spectrum View) includes display filters for show/hide of
Establishment Traffic (inquiries, pagings, and advertisements) and show/hide of Idle Traffic (ID packets,
Null, Poll packets or empty packets). These filters are available from the Display button located on the
Instant Spectrum toolbar, below. This filter applies only to the /nstant Spectrum view.

Display -

Show Establishrment Traffic

Show Idle Traffic

9.8 Instant Spectrum Keep-Only Filter

The [Instant Spectrum view provides a convenient Keep-Only filter that allows the user to select specific
communications for display throughout the application, while hiding all other communications.

To enable the Instant Spectrum Keep-Only filter:

1. Select a packet in the /nstant Spectrum view.
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2. Right-click and select the Keep Only option, as shown below.

|‘@J Keep Only AudioSource, Mobile Siemens
@  Show in Bluetooth BR/EDR Overview

qu Place cursor & here

-]
s Place cursor B here

«’  Place Instant Piconet cursor here

Go to cursor A
Go to cursor B

ws Gotolnstant Piconet cursor

All panes in the application update to show only the selected communications.

To clear the Instant Spectrum Keep-Only filter:

1. Select the down-arrow associated with the Filtering button on the Tool Bar.

The Filtering menu appears:

“{@ Filtering: Exdude Background -

Configure...

Exclude Background

Keep All

2. Select Exclude Background.

All displays and panes are updated.

9.9 Overview Keep-Only Filter

The Overviews provide a convenient right-click Keep-Only filter that enables the user to keep only the
communicating devices shown on the line selected. All other communications are hidden. This filter affects

all panes.

To enable an Overview Keep-Only filter:

1. Select the desired Overview.

2. Select the line desired in the Overview.
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3. Right-click, and select Keep Only ‘xx and yy’, where xx and yy are the two communicating devices, as
shown below:

The Overview and all panes are updated with the Keep-Only selection.
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Exclude 'LMP'
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Fully expand item
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Reset time reference
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Navigator
Bar

10. Instant Timing Pane

The [Instant Timing pane provides a unique and intuitive way to understand various timing characteristics of
Bluetooth traffic, HCI traffic, and logic signals as well as throughput characteristics.

Bluetooth packets are presented chronologically left to right and are uniquely color-coded per the packet’s
sender. Each master device is provided its own line (row), with packets to and from the master device shown
horizontally across the /nstant Timing pane.

Additionally, the /nstant Timing pane displays HCI traffic, logic signals and a representation of throughput, all
in synchronization with the through-the-air traffic.

The Instant Timing pane provides for quick and easy timing measurements, slot timing, timing cursors, zoom
and pan features, detailed packet flyovers, color-coded assignments to devices, and other navigation tools.

A throughput graph tracks data-rate characteristics for L2ZCAP and SCO/eSCO transfers. In the Navigator bar,
the user is provided with a global summary of throughput over the entire capture, as well as a bracketed
window that can be used to pan and zoom the /nstant Timing display.

Instant Timing
kDA @ F- ongic 12333 - span: 641 - | Legicinpats | L
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Throughpat

Timing Cursors .

Navigator
Window

Throughput
Summary
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oz S e =il 1 L L1

o

S LW Emaeded Fasure

5 izsp et M Tk Tk Tak 5 o R R

The [Instant Timing pane is linked to the Overviews and the /nstant Spectrum view. It is manually linked to
the /nstant Piconet pane by the Instant Piconet cursor, which when scrolled, updates the /nstant Piconet view
per its current location. Conversely, when events are selected in the Overview or the /nstant Spectrum view,

this cursor is re-positioned accordingly.

Note that since the Bluetooth Explorer 400 is designed to be purely passive (does not
interact with Bluetooth devices/piconets) timing measurements will be extremely precise.

To access the Instant Timing pane:

1. Select View | Instant Timing from the menu.
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The Instant Timing pane appears:

Instant Timing B
Eg\yg Dg. origin: 0.20s - span: 36155 + | Logicinputs | g
f -
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1
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Throughput 203 ke
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0 s 20.00 5

10.1 Device and Packet Color-Coding

Packets shown in the [/nstant Timing pane are color-coded based on which device is sending the packet.
Each device (and its associated packets) is assigned a unique color. This color can be user-defined if desired
(see 8.4 Device Traffic Filter).

Master devices are shown at the left of the /nstant Timing display and are provided a background color which
is also represented on packets shown in the body of the /nstant Timing pane. Slave devices along a given
Master's line will have their own assigned color.

This color-coding is consistent throughout other areas of the analyzer software, including the Devices window
and the /nstant Piconet pane.
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Throughput
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10.2 User Controls and Toolbar

The [Instant Timing pane provides various user controls for navigation. The table below lists the /nstant

Timing toolbar buttons and their actions:

D
¥
]

&

Pointer Mode

Pan Mode (Hold Shift)

Zoom Mode (Hold Ctrl)
Enable/Disable Smooth Scrolling

Highlighting Options

ellisys
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Switches to Pan Mode.

Switches to Zoom Mode.

Enables and disables the smooth scrolling.
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[<]

Highlight Active
Selection

[<]

Highlight Bluetooth
Overview Selection

[<]

Overview Selection

[<]

Highlight Bluetooth HCI
Selection

[<]

Highlight Bluetooth HCI
(Secondary) Selection

[<]

Highlight ~ USB2.0
Selection

[<]

Selection

[<]

Selection

[<]

Selection

Follow Overview Selection

[<]

origin:  Origin Box
Fran:  Span Box

Display Display
Show Establishment Traffic

Show ldle Traffic

Logic inputs LOgiC InputS

Export Image

Navigation Bar

10.3 Panning Left and Right

OverviewWhen enabled, the [/nstant Timing pane will be

synchronized to the active Overview selection.

BR/EDRWhen enabled, the item selected in the BR/EDk

Overview is highlighted in the /nstant Timing pane.

Highlight Bluetooth Low EnergyWhen enabled, the item selected in the Low Energy

Overview is highlighted in the /nstant Timing pane.

UARTWhen enabled, the item selected in the HCI Overview

(Serial) is highlighted in the /nstant Timing pane.

UARTWhen enabled, the item selected in the HCI Overview

(Secondary Serial) is highlighted in the /nstant Timing
pane.

OverviewWhen enabled, the item selected in the HCI Overview

(USB) is highlighted in the /nstant Timing pane.

Highlight Bluetooth WCI OverviewWhen enabled, the item selected in the WCI-2

Overview is highlighted in the /nstant Timing pane.

Highlight HCI Injection OverviewWhen enabled, the item selected in the HC/ Injection

Overview is highlighted in the /nstant Timing pane.

Highlight User Log OverviewWhen enabled, the item selected in the Message Log

Overview is highlighted in the /nstant Timing pane.

When enabled, the [/nstant Timing pane is
synchronized to the active Overview selection.

Displays the timestamp origin of the /nstant Timing
pane. Allows for user input of timestamp for jumping.

Displays the time span (zoom level) of the /nstant
7Timing pane. Allows for user input to adjust span.

Shows/hides inquiries, pagings, and advertisements.
Shows/hides ID, Null, Polling and empty packets.
Opens Logic Signals Dialog

Exports the /nstant Timing pane to an image file.

Global overview allowing for pan, zoom, and jump.

Various methods are available to pan (scroll) the /nstant Timing pane to the left or right, including use of the

mouse, the keyboard, and the Navigator bar.

To use the mouse to pan:

1. Position the mouse over the time scale at the bottom of the /nstant Timing pane (recommended) or

n"”
alternatively, click on Pan .
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The pointer changes to a pan (hand) symbol.

To use the keyboard to pan:

scroll substantial amounts of time without having to pres
several times.

1. Press LEFT or RIGHT Arrow to move incrementally left or right.

To use the Navigator bar to pan:

Press and hold the left mouse button, and drag left or right as desired.

The mouse cursor automatically rolls around the screen, such that the user can smoothly

s and release the mouse button

1. Position the mouse over the middle of the Navigator window, as shown below.
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2. Press and hold the left mouse button, and drag left or right as desired to pan left or right.

To jump to another location:

1.

Press HOME to jump to the start of the capture, or END to jump to the end of the capture.

Alternatively, use the MNavigator bar to jump to a selected location by double-clicking at the desired

location in the Navigator bar.

To define a new timing view origin:

1. Enter a timestamp value in the origin box.

The following values are allowed:
s — seconds

ms — milliseconds

ns — nanoseconds

ps — picoseconds
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@ If a unit is not specified, then the previously displayed unit is used.

2. Press ENTER

The Instant Timing pane is updated with the new origin.

@ The analyzer application retains new timing origin entries. Click the Down arrow E in the
origin field to view and select previously entered timing origin entries.

10.4 Zooming In and Out

The /Instant Timing pane provides a zoom feature to expand or contract the display to view information from
a high level or low level.

To use the mouse to zoom:

1. Place the pointer over the Zoom bar, located at the bottom of the display (recommended) or

alternatively, click on Zoom .

The pointer changes to a spyglass symbolQ .

2. Press and hold the left mouse button and drag the pointer to the right to zoom in and expand the
display, or drag to the left to zoom out and contract the display.

The mouse cursor automatically rolls around the screen, such that the user can smoothly
scroll substantial amounts of time without having to press and release the mouse button
several times.

@ The mouse wheel can be used to zoom in and zoom out by moving the wheel forward to
zoom in and backwards to zoom out. The zoom is centered at the mouse position.

To use the keyboard to zoom:

1. Press the UP Arrow key to zoom in, and the DOWN Arrow key to zoom out.

To use the Navigator bar to zoom:

1. Position the mouse over the left or right edge of Navigator window:

2. Press and hold the left mouse button, and drag left or right as desired to zoom in or out.

To define a new time span:

1. Type the new timing span in the span field.
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The following values are allowed:
= s-—seconds
= ms — milliseconds
= ns - nanoseconds
=  ps — picoseconds

@ If a unit is not specified, then the previously displayed unit is used.

2. Press ENTER.

The Instant Timing display is updated with the new span value.

@ The analyzer application retains new time span entries. Click the Down arrow E in the
span field to view and select previously entered time span entries.
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10.5 Making Time Measurements

The /Instant Timing pane provides quick and simple methods to manually characterize timing between events
as well as automatic flyover slot timing measurements. Timing cursors can be duplicated or frozen with a
right-click, to enable the addition of more cursors.

Timing cursors available include:

» Timing Cursors (mouse left-click/drag)
* A-B Independent Cursors

To make a timing measurement:
1. Select the pointer icon at the top-left of the /nstant Timing pane. III
2. Left-click in the desired location or on the desired event.

@ The vertical lines associated with the /nstant Timing cursors are waved if not attached to an
event, and straight when attached. To adjust cursor position, place the mouse pointer over
either cursor and left-click and drag to adjust position horizontally.
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3. Drag the mouse to the desired location or desired event.
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The time between the cursors is displayed along with an equivalent slot number count. A count of payload is
also provided:
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@ The vertical position of the displayed timing information, including the horizontal arrows,

can be changed by selecting the information with the mouse pointer, then dragging to the
desired position.

To add additional cursors:

1. Right click over an existing set of timing cursors.

el

2. Select Duplicate to make available another set of cursors with the exact time spread as the

original, or select Freeze ** to fix the current cursor and enable placement of another cursor set as
desired.

A new set of cursors appears (with Duplicate # selected) and can be placed as desired. With

Freeze " selected, the original cursor set is grayed out and new cursors can be installed as described
above.

To enable automated slot timing indicators:

1. To enable the automated slot timing measurement, place the mouse over any packet.

2. The number of slots from one packet to the next and to the previous (within the same horizontal by-
master line) is indicated in grey text, along with timing in seconds.
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To make time measurements using the A-B cursors:

@ The A-B cursors are especially useful when the two events being measured are far apart,
such that one cursor can be set, then the user can scroll or otherwise navigate as needed
to the other event to set the second cursor.
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1. Select the first desired location in the /nstant Timing pane.

s
2. Right click and select Place Cursor A here. W

The A cursor is placed at the location selected.

3. Select the second desired location in the /nstant Timing pane.
4. Right click and select Place Cursor B here. M4

The B cursor is placed at the location selected, and timing information is provided, including number of slots:
A B

—— Z19,372625ms (351.0 sloks)

10.6 Time Scale Set and Reset

The time scale at the bottom of the /nstant Timing pane will (by default) be synchronized to the Overview
Time columns. The user can set and reset this time scale to force a zero timestamp at a selected location
(set), or to revert to the original timescale value (reset).

Changing (setting or resetting) the time scale in the /nstant Timing pane will force time indications in all other
Overviews and panes throughout the application to follow.

To force a zero timestamp at a selected location:

1. Right click on the desired location or event in the /nstant Timing pane.
2. Select Set Time Reference here.

The time scale forces a zero timestamp at the selected location, with time incrementing positive to the right
of the selected location, and decrementing to the left.

To reset the time scale to the default value:

1. Right click anywhere in the /nstant Timing pane.
2. Select Reset Time reference.
The time scale reverts to the original value.
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10.7 Throughput Graph

The Instant Timing throughput graph provides a characterization of L2CAP and SCO/eSCO data throughput in
synchronization with all other information displayed in the /nstant Timing pane.

A mouse fly-over provides a throughput indication. The two throughput indications (L2CAP and SCO/eSCO)
are color-coded and may be superimposed if they occur at the same point in time.

L2CAP and SCO/eSCO throughput are differentiated by color as shown below.
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10.8 Using Markers

Markers may be added at any location within the /nstant Timing pane. Markers can be edited to add textual
content and can be color-coded. For information on adding markers to an Overview, see Section 7.6, Using
Markers.

To add a marker in the Instant Timing pane:

1. Right-click on a location or event in the /nstant Timing pane.
2. Select Add New Marker Here.

3. A marker is placed at the selected event/location.
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To search markers:

1. Click on the Markers button (F9) on the toolbar. [ Markers -

A list of all markers installed appears:

T Markers (3) ~ &1 b

Mark. selected item Fa

Delete all markers

Import rmatkers...

Export all markers...

D LMP Set AFH 9,763 589 8?5'
Marker #5

[] L2CAP Configure (0xDOGF, 0RO0D40)  0.534 530 675 ,
Marker #2

[T] LMP Authentication Random Numb 16,042 255 8?5'
Marker #11

2. Select the desired marker from the list.
The Instant Timing pane jumps to the selected marker.

To delete a marker:

1. Position the mouse pointer over the marker to be removed.

2. Right-click and select Remove marker or alternatively, click on the Markers button (F9) on the toolbar
I Markers ~

3. Position the mouse pointer over the desired marker:

17 Markers (3) = &1 Chy =

Mark selecked item F2

Delete all markers

Import markers. ..

Export all markers. ..

[] LMP Set AFH 9763509 675 50 to marker
Marker #5 Edit

[[] L2CAP Configure (DxODGF, DRD0D40) 2,534 530 875 e
Marker #2

[C] LMP Authentication Random Numb 16,042 258 8?5’
Marker #11

4, Select Delete.

The marker is removed.

To edit a marker:

1. Position the mouse pointer over the marker to be edited and left-click the marker, or alternatively right-
click and select Edit Marker or select the Marker button on the toolbar.

2. Select the desired marker.
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3. Select Edit.

The selected marker opens for editing.

10.9 Packet Fly-Over and Identifiers

The [Instant Timing pane provides various automated indications to the user, including detailed packet
information, timing information, and identifiers that are used to indicate packet selections in the /nstant
Timing pane (selected packet and mouse position) and the Overview.

To enable automated packet flyover information:

1. Position the mouse over the desired packet slot.

2. The packet slot is highlighted in gray, then blue when selected (if not selected in the Overview already,
in which case it will be already highlighted in yellow).

A detailed flyover appears:

Instant Timing =]
[R |y Q [ |F- | origin: 2338575 ms - span: 547 ms - | Logicinputs | Lig

[
Wireless

"AudicSaurce 00: 14170,

"MobileDew 00:0314111C.., POLL UL
—

"Phene B 00:1A: D661

DMi HULL UL

Packet Type  BR/EDR DML packet (ACL-C, 1 Mbps) —
Packet ¥ 22404

Inquiries

.

Throughput
L2CAP

cearn
[ = CMipacket (ACLC, 1.

Time
Duration
Direction
Channel Index

23339013375 5
186,000 us
Master to Slave
32 (2434 Mha)

RX Quality Average
E& IMP Name Transattio. Physical Channel Piconet ("Phone B" 00:1A:
. LT_ADDR 1
~ D1 packet (ACL-G, 1 E
| — El‘( e ey e L e et P . B et L POl Master. "Phone B" 00:1A:DC:66: Y R B
s Tl Tsio Tsde g g ed ek Ted Tab Tod Tk e Tk Lo ted Tk Tess ok Tade | pee Slave "Mobile Sony Ericsson’ 00:2208:00:2:C4 [P0 100 1.8
Encryption Not Encrypted =4

To view packet start, header end, or packet end times:

1. Place the mouse pointer directly on packet.

2. Slide the mouse pointer left and right slightly:

Depending on horizontal positioning of the mouse pointer, Packet Start, Header End, or Packet End time will
appear:

Packet Start
Time: 3.543 077 875 s

Header End
Time: 3.543 203 875 s

Packet End
Time: 3.543 227 875 s
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Packet identifiers:

Color-coded packet identifiers are located at the lower-left of the /nstant Timing pane. There are three such
identifiers. The packets relating to these identifiers are highlighted consistent with the identifier colors.

Instant Timing E
(& | Q (@1 |F- | origin: 1247275 ms - spam: 350 ms - | Logicinputs | i

[ 71 A -
Wireless ‘.‘

"audicSource” 00118170 .,

"MabileDey" 00:00:41:1C.. PO 2oH1 HULL

"Phore B" 00: 14:DC:66: ...

Inquiries

[ NULL packet (acL)

4+ DHI packel (ACLAL 1.
| & POLL padet (401
Smieen

2k 2o 2h T sk T sk T sk T sk sh '12_47I4.uu 'ms ado ado ain +ho sho sho " sk sk sk 'lzlﬂ\ﬁm 'mssén I
Identifier Highlight color
Mouse flyover location in /nstant Timing =+ MULL packet (ACL, 1 Mbps)
Selected Overview event 4+ DH1 packet (ACLL, 1 Mbps)
Selected /nstant Timing event =+ POLL packet (ACL, 1 Mbps)
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10.10 Display of HCI, WCI-2, and Logic Signals

In addition to wireless traffic, the /nstant Timing pane also displays any captured HCI or WCI-2 traffic, as well
as logic signals.

HCI (UART and SPI) and WCI-2 traffic, as well as logic signals are captured using the Flying Leads adapter,
attached to the 10 Probe connector on the back of the unit. See Appendix A — Flying Leads Cable for details.
USB HCI is captured using the available front panel USB ports.

HCI and logic inputs can be configured for recording in the Wired tab of the Recording Options menu, see
Section 6.2, Recording Options.

Precise timing measurements can be made across any events shown in the /nstant Timing pane, for example,
HCI events to over-the-air events.

Any attached HCI traffic is displayed as below:

Instant Timing =]
(R ]y Q [ F- | origin: 69385 - span: 1335 - | Logicinputs | Ljg
[

Wireless

MARICY COIES22iFEi L.

"Natebosk” 00021764 1E+ .

Throughput OB
L2CAP
scofesca

Serial HCI

!

Link OUT | |
Link N | |
UsB HCL

11 1 |

Logic
1o

™1
2

2 P Aus Rate
ods Todo Tods ek ads L Tads Tode Cods ok ok od ok Cod ok Tads Tado Tods Todo Tods Tode ek ok Teds U T Tk Tad Ceds od

Zooming IN shows more detail (such as the Token/Data/Handshake sequence of USB):

Instant Timing =]
[k |y Q [ |F- | origin: 8264283 ms + span: 0.15ms - | Logicinputs | g

[
Wireless

MARICY COIES22iFEi L.

"Natebosk” 00021764 1E+ . b

Throughput

LZCAP
560500
Serial HCI

.

Link QUT
Link TN
UsB HCT

Logic
IND

L

[ = oUT transacion
531 rPoommLA Frme
| = OUT transaction

0.2 083 084 0.5 0.6 07 0.s 0.s ! 0.1 ol ol 04 o5 0.5 0.7 ode
82,643.00 ms
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. The analyzer will capture up to 12 logic lines and will compress the logic transitions with a
very efficient engine, but the throughput of the compressed data will be directly related to
the frequency of the lines. The more lines that are toggling fast, the higher the
throughput requirement, and at some point, the internal buffer allocated to the logic
stream will get full and the capture will stop for that stream (the other streams are
independent and will continue).

There are a few ways to improve the efficiency of the logic capture:

4. Use a latest generation processor with a fast SSD and make sure that the PC is
not busy doing other tasks during the capture.

5. Make sure that the faster lines are connected on the lower indexes. For example,
the fastest transitioning line should be connected to input O, the second fastest to
input 1, etc.

6. If signals with high “glitch” rates (such as noisy signals) are received on the logic
capture, this will increase the required throughput. These glitches can be
avoided or reduced with better grounding and increased space between the
wires. If glitches are seen on unused inputs, it is recommended to connect these
inputs to ground.

10.11 Instant Piconet Cursor

The [Instant Timing pane provides a unique cursor that allows the user to force the /nstant Piconet pane to
update as the /nstant Piconet cursor is moved. This is useful for various cases, such as to visualize a role
switch by dragging the /nstant Piconet cursor across this event.
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To use the Instant Piconet cursor:

1. Right click in the /nstant Timing pane and select Place Instant Piconet Cursor here, or alternatively
double-click over any packet in the /nstant Timing pane.

The Instant Piconet cursor appears:

1] 0 1] 1] o 1 1] 0= 1
I— I— I— I— ___ — —
0
I—
T T T T | T | T 1 T 1 T 1
1400 16,00 1200 22,00 2400 26,00
69,8520.00 ms

2. Select and drag the /nstant Piconet cursor while observing the /nstant Piconet pane.

The Instant Piconet pane updates per the position of the /nstant Piconet cursor.

I.l. \!
Ensure the Follow in Real Time button > in the /nstant Piconet pane is not selected
(not bordered) to use the /nstant Piconet cursor.

10.12 Exporting Images
The Instant Timing display can be exported into various graphics formats.
To export the Instant Timing display to a graphics format:

1. Click on the Export Image icon located on the /nstant Timing toolbar.
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The Save menu appears:

B 5o =
—~
AT | . < Program Files (x86) » Ellisys » Ellisys Bluetooth Analyzer » Samples v|&,” Search Samples ol
Organize + MNew folder g==| = iél
™ s Mame : Date Type Size
Ml Desktop & BnepTethering (origin 30.84 s, span 0.18 ) 1/5/2012 4:21 PM GIF Image 10 KB
. Libraries
3 Documents
J Music
| Pictures
E Videos
o Homearoup 7 * U] [
File name:  BnepTethering (origin 30.84 5, span 0,18 ¢ -
n BnepTethering (origin 30.84 5, span 018 <)
Save as type: | GIF Image (*.qif) ']
< Hide Folders [ save | [ canca |

@ Images to be exported are automatically assigned a file name that includes the origin and
span values.

N

Accept the default file name or assign a new file name.

3. Select a directory location.

4. Select the file type in Save as type drop-down (e.g., *.gif, *.png, *.jpg, *.bmp).
5. Click on Save.

The file is exported in the desired format to the selected directory.

10.13 Synchronizing to Other Views

The /Instant Timing pane is synchronized to other views, either directly or indirectly, to provide the user with
cohesive navigation:

= Double-clicking an event in the /nstant Timing pane will cause the Overview, /nstant Channels pane,
and the /nstant Spectrum view to jump to the selected event/location.

= Double-clicking an event in the /nstant Timing pane will force the /nstant Piconet cursor to appear at
the double-click location and will therefore cause the /nstant Piconet pane to jump to the selected
event.

=  Selecting timestamps in the /nstant Piconet pane will cause the /nstant Timing pane to jump to the
selected timestamp location.

= Selecting a timestamp in the Security pane will cause the /nstant Timing pane to jump to the
selected timestamp location.
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=  Selecting an event in an Overview or the /nstant Spectrum view will cause the /nstant Timing pane

to jump to the selected event.

To enable synchronization with

1. Select the highlighting options drop-down in the /nstant Timing toolbar:

-

the active Overview:

H

ighlight active overview selection

Highlight Bluetooth BR/EDR Overview selection

Highlight User Lag Overview selection

Follow overview selection

Highlight Bluetooth Low Energy Overview selection
Highlight Bluetooth HCI UART Owverview selection
Highlight Bluetooth HCI UART (Secondary) Overview selection
Highlight Bluetooth HCI (Injection) Overview selection
Highlight USB 2.0 Overview selection
Highlight Bluetooth WCI Overview selection

2. Select Follow Overview selection.

The Instant Timing pane will now move in synchronization with selections made in the Overview.

To highlight an Overview selection in the Instant Timing pane:

1. Ensure Follow Overview selection is enabled as described above.

2. Select any line in the desired Overview.

The selected line is highlighted in the Overview and in the /nstant Timing pane.

=/ &2 LMP Page Scan Mode (Accepted)
=/&g LMP Page Scan Mode Request
= # ACLC transfer
= & DM1unit {ACL-C, 1Mbps)
-+
DM1 packet (ACL-C, 1 Mbps)

"Headset” 00:15:7F:0 :E2:B0 <-> MNotebook™ 00:02:76:1E: 10:E6
"Headset” 00:15:7F:0 LE2:B0 <-> MNotebook™ 00:02:76:1E: 10:E6
"Headset” 00:15:7F:0 :E2:B0 <-> MNotebook” 00:02:76:1E: 10:E6
"Headset™ 00:15:7F:0:E2:B0 <-> TMotebook™ 00:02:76:1E: 10:E6
"Headset” 00:15:7F:0 :E2:B0 <-> MNotebook” 00:02:

Slave
Slave
Slave
Slave
Master

Ok
oK
OK
oK
Ok

3 bytes (5D 00 01)
3 bytes (5D 00 01)

12 bytes (0800 0100020104...

ove 0 5byes (00003

®%5g LMP Accepted (LMP Page Scan Mode Request) Master oK

Instant Timing =]
E@y Q, @T' origin: 11,044.46 ms ~ span: 304 ms + | Logicinputs | g
[ th -
Wireless 3 =
"y " 00i02:76 LE DM1 DML D1 POLL DML DML DML
Hotatpok uU'“2'75"5”"| e s i | i ] L = =
s nn:ls:fF:m:Ez.HI

Throughput E
LZCap

scofesoo

4 DMipacket (ACLC, 1.

adn | 4k af0 ek sk " osh 7 sk sdo ' osh T T ek sk sk sk 740 740 740 [Z I N NN+ sk

4.00 ms 11,046.00 ms 11,048.00 ms

When selecting a higher level abstract event, such as a request, response, command, etc.,
all associated packets comprising these events are highlighted.

To unsynchronized with the Overview:

1. Select the highlighting options drop-down in the /nstant Timing toolbar:
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2. De-select Follow Overview selection.

The Instant Timing pane will no longer follow selected lines in the Overview.
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11. Instant Spectrum View

The Instant Spectrum view provides a unique and intuitive way to understand the spectral behavior of
Bluetooth traffic as well as all RF traffic within the Bluetooth spectrum, and the inter-relationship of Bluetooth
packets and events to RF energy events, such as Wi-Fi.

Bluetooth packets are presented chronologically left to right on the channel they are transmitted and are
uniquely color-coded per the packet’s sender. On the right, graphical per-channel statistics on packet errors
and retransmissions are presented in a graphical format.

Instant Spectrum B
%]y Q [m]F - | origin: 47.578.72ms - span: 613 ms - || Power | BR/EDR | Low Energy | tatistics | Display - Scale » | Lig
[
0 wad o
2= 0— — D
a3 poL C—
] e S POl
| —
Ermpl
pow
S —
e
Currert 1 -40.0dBm | pow
Center © 10KHz [
Peak  :-40.0dBm
UL
e —
D
oy o
= T i
[ —
D
[} POLL
E—
UL
DL D
s S Dz »
3| B e
2480 — 78— 39A- [}
€3 LMP Version Exchange (Slave:
Tede Teds ek Tk Tad Tk Tade Teds D1 Clads T ode ek Tude Coads U oude Tk Czde Tzds DL Uads ah Taks Tade Tak Tl ek b ek
47,580.00 |ms 47,582.50 ms .

Note that certain features are included only with the optional Raw Spectrum feature. Contact Ellisys for
detalils.

The /Instant Spectrum view is commonly used for characterization of wireless coexistence, hopping patterns,
AFH behaviors, a packet's transmission frequency/channel, or simply for visualizing the RF environment. It
displays the RSSI of all RF events in all Bluetooth channels with a configurable precision of up to
1 microsecond, and displays this information in synchronization with the Bluetooth packets.

Raw RF energy is displayed in blue, in an overlay fashion with captured Bluetooth packets. The RF energy
associated with Bluetooth packets is characterized by its relationship to its nominal channel frequency with a
fly-over.

The /Instant Spectrum view provides for quick and easy timing measurements, slot timing, timing cursors,
frequency offset, zoom and pan features, detailed packet flyover, color-coded assignments to devices, and
other navigation tools.
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The Instant Spectrum view is linked to the Overviews as well as the /nstant Timing pane. It is manually
linked to the /nstant Piconet pane by the [Instant Piconet cursor, which when scrolled, updates the /nstant
Piconet view per its current location. Conversely, when events are selected in an Overview or the /nstant
Timing view, this cursor is re-positioned accordingly.

Automated highlighting of spectrum areas (channels) precluded by Adaptive Frequency Hopping (AFH) is
provided.

Several scales are available, including MHz, BR/EDR Channel, Low Energy Channel, and 802.11 Channel.
Other features include zoom and pan.

To access the Instant Spectrum view:

1. Select View | Instant Spectrum from the menu

The [Instant Spectrum view appears:

= bty e PCT Cverven (v | #4 tratart Tewy (4% b
T onge 85 - man B85 « | Fowr [aR100

11.1 Device and Packet Color-Coding

Packets shown in the /nstant Spectrum view are color-coded based on which device is sending the packet.
Each device (and its associated packets) is assigned a unique color. This color can be user-defined if desired
(see 8.4 Device Traffic Filter).

This color-coding is consistent throughout other areas of the analyzer software, including the Devices
window, /nstant Timing pane, and the /nstant Piconet pane.

11.2 User Controls and Toolbar

The [Instant Spectrum view provides various user controls for navigation. The table below lists the /nstant
Spectrum toolbar buttons and their actions:
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IEI Pointer Mode Switches to Pointer Mode.

Pan Mode (Hold Shift) Switches to Pan Mode.

Zoom Mode (Hold Ctrl) Switches to Zoom Mode.

Enable/Disable Smooth Scrolling Enables and disables the smooth scrolling feature.
‘& = Highlighting Options

Highlight Active OverviewWhen enabled, the [/nstant Timing pane will be
Selection synchronized to the active Overview selection.

Highlight Bluetooth BR/EDRWhen enabled, the item selected in the BR/EDk
Overview Selection Overview is highlighted in the /nstant Timing pane.
Highlight Bluetooth Low EnergyWhen enabled, the item selected in the Low Energy

Overview Selection Overview is highlighted in the /nstant Timing pane.

Follow Overview Selection When enabled, the [/nstant Timing pane is
synchronized to the active Overview selection.

origin: - Origin Box Displays the timestamp origin of the /nstant Timing

pane. Allows for user input of timestamp for jumping.

5Pan:  Span Box Displays the time span (zoom level) of the /nstant

Scale - Scale

7Timing pane. Allows for user input to adjust span.

MHz Display a scale showing the Bluetooth spectrum in
MHz.

BR/EDR Channels Display a scale showing the Bluetooth spectrum by
Bluetooth channels.

Low Energy Channels Display a scale showing the placement of Low Energy
channels.

802.11 Channels Display a scale showing the placement of 802.11
channels.

Higher Frequency on Top Reverses the scaling to show highest frequencies at

the top of the scales.

Display Display

Show Establishment Traffic Shows/hides inquiries, pagings, and advertisements.

Show ldle Traffic Shows/hides ID, Null, Polling and empty packets.
Export Image Exports the /nstant Timing pane to an image file.

Navigation Bar Global overview allowing for pan, zoom, and jump.

11.3 Panning Left and Right

Various methods are available to pan (scroll) the /nstant Spectrum view to the left or right.
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To use the mouse to pan:
1. Position the mouse over the time scale at the bottom of the /nstant Spectrum view (recommended) or
.-l'lp
alternatively, click on Pan. 5

The pointer changes to a pan (hand) symbol.
2. Press and hold the left mouse button, and drag left or right as desired.

The mouse cursor automatically rolls around the screen, such that the user can smoothly
scroll substantial amounts of time without having to press and release the mouse button
several times.

To use the keyboard to pan:

1. Press LEFT or RIGHT Arrow to move incrementally left or right.

To use the Navigator bar to pan:

1. Position the mouse over the middle of the Navigator window.
2. Press and hold the left mouse button, and drag left or right as desired to pan left or right.

To jump to another location:

1. Press keyboard HOME to jump to the start of the capture, or END to jump to the end of the capture or
alternatively, use the Navigator bar to jump to a selected location by double-clicking at the desired
location in the Navigator bar.

To define a new timing view origin:

1. Enter a timestamp value in the origin box.

arigin: | &

The following values are allowed:
s — seconds

ms — milliseconds

ns — nanoseconds

ps — picoseconds

@ If a unit is not specified, then the previously displayed unit is used.

2. Press ENTER.

The Instant Spectrum view is updated with the new origin.

@ The analyzer application retains new timing origin entries. Click the Down arrow E in the
origin field to view and select previously entered timing origin entries.
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11.4 Zooming In and Out

The /Instant Spectrum view provides a zoom feature to expand or contract the display to view information
from a high level or low level.
To use the mouse to zoom:

1. Place the pointer over the Zoom bar, located at the bottom of the display or alternatively, click on Zoom

&Y}

The pointer changes to a spyglass symbolQ .

1. Press and hold the left mouse button and drag the pointer to the right to zoom in and expand the
display, or drag to the left to zoom out and contract the display.

The mouse cursor automatically rolls around the screen, such that the user can smoothly
scroll substantial amounts of time without having to press and release the mouse button
several times.

@ The mouse wheel can be used to zoom in and zoom out by moving the wheel forward to
zoom in and backwards to zoom out. The zoom is centered at the mouse position.

To use the keyboard to zoom:

1. Press the UP Arrow key to zoom in, and the DOWN Arrow key to zoom out.

To use the Navigator bar to zoom:

1. Position the mouse over the left or right edge of Navigator window:

2. Press and hold the left mouse button, and drag left or right as desired to zoom in or out.
To define a new time span:

1. Type the new timing span in the span field.

The following values are allowed:
= s-—seconds
= ms — milliseconds
= ns - nanoseconds
=  ps - picoseconds

@ If a unit is not specified, then the previously displayed unit is used.

2. Press ENTER.

The Instant Spectrum display is updated with the new span value.
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@ The analyzer application retains new time span entries. Click the Down arrow E in the
span field to view and select previously entered time span entries.

11.5 Making Time Measurements

The [Instant Spectrum view provides quick and simple methods to manually characterize timing between
events as well as automatic flyover slot timing measurements. Timing cursors can be duplicated or frozen
with a right-click, to enable the addition of more cursors.

Timing cursors available include:

e Timing Cursors
« A-B Independent Cursors

To make a timing measurement:
1. Select the pointer icon at the top-left of the /nstant Spectrum view. IEI
2. Left-click in the desired location or on the desired event.

@ The vertical lines associated with the /nstant Spectrum cursors are waved if not attached to an
event, and straight when attached. To adjust cursor position, place the mouse pointer over
either cursor and left-click and drag to adjust position horizontally.

Right Line Not Attached

Both Lines Attached

3. Drag the mouse to the desired location or desired event.
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The time between the cursors is displayed:

@ The vertical position of the displayed timing information, including the horizontal arrows,
can be changed by selecting the information with the mouse pointer, then dragging to the
desired position.

To add additional cursors:

1. Right click over an existing set of timing cursors.
2. Select Duplicate l to make available another set of cursors with the exact time spread as the

original, or select Freeze ** to fix the current cursor and enable placement of another cursor set as
desired.

el

A new set of cursors appears (with Duplicate selected) and can be placed as desired. With

Freeze " selected, the original cursor set is grayed out and new cursors can be installed as described
above.

To enable automated timing indicators:

1. To enable the automated timing measurement, place the mouse over any packet.

2. The time from one packet to the next and from the previous packet is indicated in grey text.

DML NULL
i

[ T T P T T T TR
19.90 ‘ 20,10 20.20 2030 20,40 20,50 20,60 2070 20,80 2050 | ' 21.‘10 ! 2LI2EI ! 21.'30 ! 21.‘40 ! 21‘ISU ! 21‘IBU ! 21.‘70 ! ZI‘IBU ! 21."
4,320.00 ms 4,321.00 ms

To make time measurements using the A-B cursors:

@ The A-B cursors are especially useful when the two events being measured are far apart,
such that one cursor can be set, then the user can scroll as needed to the other event to
set the second cursor.
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1. Select the first desired location in the /nstant Spectrum view.

s
2. Right click and select Place Cursor A here. W
The A cursor is placed at the location selected.

3. Select the second desired location in the /nstant Spectrum view.

H4

4. Right click and select Place Cursor B here.

The B cursor is placed at the location selected, and timing information is provided, including humber of slots:

A B

[

4999575 ms

11.6 Time Scale Set and Reset

The time scale at the bottom of the /nstant Spectrum pane will (by default) be synchronized to the Overview
Time columns. The user can set and reset this time scale to force a zero timestamp at a selected location
(set), or to revert to the original timescale value (reset).

Changing (setting or resetting) the time scale in the /nstant Spectrum pane will force time indications in all
other Overviews and panes throughout the application to follow.

To force a zero timestamp at a selected location:

1. Right click on the desired location or event in the /nstant Spectrum pane.
2. Select Set Time Reference here.

The time scale forces a zero timestamp at the selected location, with time incrementing positive to the right
of the selected location, and decrementing to the left.

To reset the time scale to the default value:

1. Right click anywhere in the /nstant Spectrum pane.
2. Select Reset Time reference.

The time scale reverts to the original value.
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11.7 Channel Statistics

The /Instant Spectrum view employs a graphical per-channel statistics feature that characterizes payload
errors, header errors, and retransmissions. The Channel Statistics uses a stacked-bar chart approach and
operates identically to the /nstant Channels feature (see Section 12 Instant Channels).

The Channel Statistics feature is displayed at the right side of the /nstant Spectrum view. The Channel
Statistics view will scale in time per the time span selected.

11.8 Using Markers

Markers may be added at any location within the /nstant Spectrum view. Markers can be edited to add
textual content and can be color-coded. For information on adding markers to an Overview, see Section 7.6

Using Markers.

To add a marker in the Instant Spectrum view:

1. Right-click on a location or event in the /nstant Spectrum view.
2. Select Add New Marker Here.
3. A marker is placed at the selected event/location.

To search markers:

1. Click on the Markers button (F9) on the toolbar. .=/ Markers =
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A list of all markers installed appears:

) Markers (3) + o1 Ol

41

Marker #5

Marker #2

Marker #11

Mark selected ikem F2
Delete all markers
Import markers, ..
Export all markers. ..
D LMP Set AFH 9,763 589 8?5'

[] L2CAP Configure (Dx006F, DxO040) 2,534 539 675

[] LMP Authentication Random Numb 16,042 255 8?5’

2. Select the desired marker from the list.

The Instant Spectrum view jumps to the selected marker.

To delete a marker:

1. Position the mouse pointer over the marker to be removed.

2. Right-click and select Remove marker or alternatively, click on the Markers button (F9) on the toolbar.
0] Markers -

3. Position the mouse pointer over the desired marker:

4. Select Delete.

The marker is removed.

To edit a marker:

17 Markers (3) = 4 Cly =

Mark selected item ]

Delete all markers

Import markers, ..

Export all markers. ..

LMP Set AFH 9,763 589 575 "
Marker #5

L2ZCAP Configure {0x006F, 0x0040) 2.534 532 575 "
Marker #2

LMP Authentication Random Numb 16,042 255 575 R
Marker #11

130 ko marker

Edit

Delete

1. Position the mouse pointer over the marker to be edited.

2. Left-click the marker (or right-click and select Edit Marker) or alternatively, select the Marker button

on the toolbar.

3. Select the desired marker.
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4. Select Edit.

The selected marker opens for editing.

11.9 Packet Fly-Over and Identifiers

The [Instant Spectrum view provides various automated indications to the user, including detailed packet
information, timing information, and identifiers that are used to indicate packet selections in the /nstant
Spectrum view (selected packet and mouse position) and the Overview.

To enable automated packet flyover information:

1. Position the mouse over the desired packet slot.

2. The packet slot is highlighted in gray, then blue when selected (if not selected in the Overview already,
in which case it will be already highlighted in yellow).

A detailed flyover appears:

=
Packet Type BR/EDR MULL packet (ACL)
Packet # 1541
Tirme 1383747750 =
Duration 126.000 us
Direction Master to Slave
Channel Index 18 (2420 Mhz)
RX Quality High
Physical Channel Piconet ("Mobile Nokia” 00:1A:DC:66:C8:F4)
LT_ADDR 1
Sender Master: "Mobile Nokia" 00:1A:DC:66:C8:F4
Receiver Slave: "AudioSource” 00:14:7D:21:38:CD
Encryption Mot Encrypted

To view packet start, header end, or packet end times:

1. Place mouse pointer directly on packet.
2. Slide mouse point left and right slightly:

Depending on horizontal positioning of mouse pointer, Packet Start, Header End, or Packet End time will
appear:

Packet Start
Time: 3.543 077875 s

Header End
Time: 3.543 203 875 =

Packet End
Time: 3.543 227 875 s

Packet identifiers:

Color-coded packet identifiers are located at the lower-left of the /nstant Spectrum view. There are three
such identifiers. The packets relating to these identifiers are highlighted consistent with the identifier colors.

Identifier Highlight color

Mouse flyover location in /nstant Spectrum = MULL packet (ACL, 1 Mbps)
Selected Overview event 4+ DH1 packet [ACLL, 1 Mbps)
Selected /nstant Spectrum event =+ POLL packet (ACL, 1 Mbps)
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11.10 Instant Piconet Cursor

The Instant Spectrum view provides a unique cursor that allows the user to force the /nstant Piconet pane to
update as the /nstant Piconet cursor is moved. Conversely, this cursor is positioned in /nstant Spectrum as
the user navigates through other panes, such as an Overview or the /nstant Timing pane.

To use the Instant Piconet cursor:

1. Right click in the /nstant Spectrum view and select Place Instant Piconet Cursor here or
alternatively, double-click over any packet in the /nstant Spectrum view.

The Instant Piconet cursor appears:

1. Select and drag the /nstant Piconet cursor while observing the /nstant Piconet pane.

The Instant Piconet pane updates per the position of the /nstant Piconet cursor.

Ensure the Follow in Real Time button > in the /nstant Piconet pane is not selected
(not bordered) to use the /nstant Piconet cursor.

11.11 Exporting Images
The Instant Spectrum display can be exported into various graphics formats.

To export the Instant Spectrum display to a graphics format:

1. Click on the Export Image icon located on the /nstant Timing toolbar.
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The Save menu appears:

S =
P
ot | . < Program Files (x86) » Ellisys » Ellisys Bluetooth Analyzer » Samples - | &?H Search Samples ol
Organize + Mew felder A== 'Zéil
™ s Mame : Date Type Size
Ml Desktop & BnepTethering (origin 30.84 s, span 0.18 s) 1/5/2012 4:21 PM GIF Image 10 KB
Al Libraries
3 Documents
J Music
[=| Pictures
E Videos
o Homearoup 7 * U] [
File name: BnepTethering (origin 30,84 5, span 018 5) -
Save as type: | GIF Image (*.gif) ']
< Hide Folders | sae | [ canca |

@ Images to be exported are automatically assigned a file name that includes the origin and
span values.

2. Accept the default file name or assign a new file name.

3. Select a directory location.

4. Select the file type in Save as type drop-down (e.g., *.gif, *.png, *.jpg, *.bmp).
5. Click on Save.

The file is exported in the desired format to the selected directory.

11.12 Synchronizing to Other Views

The Instant Spectrum view is synchronized to other views, either directly or indirectly, to provide the user
with cohesive navigation:

= Double-clicking an event in the /nstant Spectrum view will cause the Overview and the /nstant
Timing pane to jump to the selected event.

= Double-clicking an event in the /nstant Spectrum view will force the /nstant Piconet cursor to appear
at the double-click location and will therefore cause the /nstant Piconet pane to jump to the selected
event.

=  Selecting timestamps in the /nstant Piconet pane will cause the /nstant Spectrum view to jump to
the selected timestamp location.

= Selecting a timestamp in the Security pane will cause the /nstant Spectrum view to jump to the
selected timestamp location.

ellisys

146 of 199 | Instant Spectrum View Better Analysis



=  Selecting an event in an Overview or the /nstant Timing pane will cause the /nstant Spectrum view
to jump to the selected event.

To enable synchronization with the active Overview:

1. Select the highlighting options drop-down in the /nstant Spectrum toolbar:

i
Highlight active overview selection
Highlight Bluetooth BRYEDR Crverview selection

Highlight Bluetooth Low Energy Owerview selection

Highlight Bluetooth HCT Cverview selection

Fallow averview selection

2. Select Follow Overview selection.
The Instant Spectrum view will now move in synchronization with selections made in the Overview.

To highlight an Overview selection in the Instant Spectrum view:

1. Ensure Follow Overview selection is enabled as described above.
2. Select any line in the desired Overview.

The selected line is highlighted in the Overview and in the /nstant Spectrum pane:

[H-
= BR/EDR Overview =]
Protocal: Single selection ~ + fed OF E G # S &
Type filter... W ~|Type fiter...
HF Time Item it
2,722 435 375 J'J SDP Service Search Request (EIDDD5555-0000—1000-8000-000:'—'
3 T —
= 2,752 496 375 G-e, L2CAP Disconnection Request Ox0041, 0x00BC)
2,774 371 500 (=) L2CAP Disconnection Response & Ox0041, 0x00BC)
2,774 371 500 g & Start/Complete ACL-U Transfer -
4 | m | 2

11.13 AFH Highlighting

The /Instant Spectrum view provides a unique feature that highlights the channels blocked by AFH at any
given point in time. The AFH Highlighting feature tracks AFH commands throughout the capture process and
provides a visually highlighted spectral area in the /nstant Spectrum view that indicates those channels
blocked by AFH at the point selected.

See Section 10.12, Wireless Spectrum Capture for details on viewing AFH Highlighting with Wireless Spectrum
capture enabled.
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To view the AFH Highlighting:

1. Open a capture with active AFH, i.e., one that includes AFH Commands as shown below:

&g LMP Channel Classification Request (AFH Reporting Enabled)

MP Set AFH

El &g LMP Message

Bl % Header
@ Transaction ID Initiated by master
¥ OpCode LMP_set_AFH
=] Og Payload
@ Available Channels Count 58
@ AFH Instant Dx000F2462, as Clock[27-0]: 0x001E48C4
@ AFHMode AFH enabled
£ “4 AFH Channel Map
@ Channels 0 - 14 Used
@ Channels 15 - 35 Unused
@ Channels 36 - 73 Used

2. Select View | Instant Spectrum

3. Select a packet at the desired location in the /nstant Spectrum view.

The channels precluded by the active AFH command are now highlighted:

Ty |45 iunicret | 1] auethcde | [ beteet Spccine | Feiw Currds |, ate Troghont

£ e o rx
A3 T e BT e 1B + [Powar [RADR| Low breryy [Strtetics | by + scaie = g
- e - ]
o

[ = . L

—

-
3 5 1
-
r S ]
v [3
[3
v
[
3
bie 3
3

o e

- . I
3 -

wh Wk b ek T Bk W ik = B ek k R = = 5 L = 5 . RN PRI
2mpim 2T . 29,1500 .
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11.14 Wireless Spectrum Capture

In addition to spectral display of captured Bluetooth and Low Energy packets, the /nstant Spectrum view can
also display raw RF energy present within the Bluetooth spectrum.  Spectrum energy is typically seen from
Wi-Fi sources, but can also be generated by various other wireless technologies or commercial equipment.

Wireless Spectrum information is presented in the /nstant Spectrum view as blue energy indicators,
interspersed with any captured Bluetooth or Low Energy packets. The RSSI of this energy is indicated with a
fly-over.

A color gradient is used to indicate the relative strength of captured RF. Darker blue energy indications
indicate stronger RSSI, whereas lighter blue indications indicate weaker RSSI. A mouse-over on any RF event
will display the precise RSSI.

o Wireless Spectrum capture is an optional feature. As needed, contact Ellisys to upgrade
your BEX400 to include this feature. No hardware change is needed; updates are done
with a software enable file.

To enable Wireless Spectrum capture:

1. Check the Wireless Spectrum box in the Recording Options menu (Record | Recording Options).

Recording options (=]

General | Logicinputs

Capture

Classic Bluetooth (BR/EDR)
[ Bluetooth Low Energy
[ use Het

Resolution: us o

[T] UART HCI (primary)

[ SPIHCI {primary)

[ wireless Coexistence Interface 2

Radio
RF Gain D 0 d8
Save setlings... I oK I I Cancel H Apply I

Load settings from file...

2. Select a Resolution and click OK.

3. Click on Record I on the toolbar or Select Record | Start Recording (Ctrl+R) from the menu.

4. Open the /nstant Spectrum view (View | Instant Spectrum) and select the desired packet (or mouse-
over).
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Captured Wireless Spectrum information is displayed along with any capture Bluetooth packets:

£ wecoee | B Greiem | Low Energy Overvie | Cl Qv el | 4 et Ty | %, dtincme | ] reactide ey mtat Secctre Trx
[ T ogm DU vt Lilea = | Seae » Diasley = 0

TRFEnergy—
Scales N
e
Mouse Fly-Over Indicates RSSI VN
— \ 3
\
\
\,\
\
Bluetooth Packets RF Energy from Bluetooth Packet
g “x_\“
P S —

L = TR - zropTree an

To view the AFH Highlighting with Wireless Spectrum Enabled:

1. Take a capture with Wireless Spectrum enabled, or open a capture that was taken with Wireless
Spectrum capture enabled.

AFH Highlighting is displayed along with Wireless Spectrum information. In the figure below, the /nstant
Spectrum shows both raw RF energy and Bluetooth packets. Note the presence of Wi-Fi traffic in the
highlighted areas and the absence of Bluetooth packets in these areas:

€8 tene | LR Owren | LowEret Oveees LSl Owien Geal B Fet Tees | 4h betniPonet | ] batwthad | Sesteet Soedtren 1Ex
(R A T LT - Seade - Diasley » g

TR “ u! = C i ol . - . i = - - )
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12. Instant Audio

The /Instant Audio feature provides a visual representation of captured audio traffic that can be played real-
time (during recording) or post-capture, looped, or configured to play selected user-defined ranges. As audio
is played, a vertical cursor tracks the present position of the audio being played. Various control features are
provided, including rewind, looping, pausing, enable and disable of selected streams, and other controls. Any
available sound devices installed on the controlling PC are can be selected for use by this feature.

@ To better ensure optimal reception by the analyzer of audio traffic, please review Expert

Note EEN_BT04, Optimal Placement of Your Analyzer, located in the Welcome view of the
application.

To export audio to WAV format, see Export of Bluetooth Audio in Section 4.9.

To access the Instant Audio pane:

1. Select View | Instant Audio from the menu

The Instant Audio pane appears:

Instant Audic B

(% | Q [m [ | origin: 4375 - span B887< Y

[ I 15}

BRJEDR

"Audio SRC/AudioSource” 0

"Phone BJMobile Mokia" 00:

@+ @500 J iy | | fip]
I " edo " owbo U owshe ozbo oasbe o ozobo | oasbe | whe oabo T T oesho osehe oesbo | sobe | 7sbo | sbe | ssbo | sobe
0 s 50.00 s

{8 Instant Timing | JJ Instant Audio | @y, Instant Throughput

12.1 User Controls and Toolbar

The [Instant Audio pane provides various user controls. The table below lists the /nstant Audio toolbar
buttons and their actions:

III Pointer Mode Switches to Pointer Mode.

< Pan Mode (Hold Shift) Switches to Pan Mode.

Zoom Mode (Hold Ctrl) Switches to Zoom Mode.
Enable/Disable Smooth Scrolling Enables and disables the smooth scrolling.

‘& = Highlighting Options
Highlight Active OverviewWhen enabled, the /nstant Audio pane will be
Selection synchronized to the active Overview selection.

Follow Overview Selection When enabled, the /nstant Audio pane is synchronized
to the active Overview selection.
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origin: - Origin Box Displays the timestamp origin of the /nstant Audio
pane. Allows for user input of timestamp for jumping.

5Pan:  Span Box Displays the time span (zoom level) of the /nstant
Audio pane. Allows for user input to adjust span.

L/ Audio Enable/Disable Toggle on/off for enable/disable of playback for audio
stream(s) selected.

[*'-1.] Zoom Zooms Out the /nstant Audio display

Follow Live Audio is played as it is captured

| 4 Play Initiates play of audio

] Pause Pauses the playing of audio

[ | Stop Stops the playing of audio

5 Rewind Reestablishes the initial play point of the audio to the
Instant Audio cursor

5 Loop Playback Repeats the audio or range of audio selected

2 Mute Mutes audio

I Volume Slide bar to adjust volume up or down
[} Options Open Options dialog

12.2 Playing Audio

The /Instant Audio feature allows for playing of captured audio during recording as well as playback of audio
from a saved capture. Individual audio streams from either over-the-air sources or HCI sources can be
enabled or disabled as desired.

Audio streams are represented by graphical bars, with time progressing left to right. The user can zoom or
pan using the controls in the Tool Bar, using the Zoom Bar at the bottom of the pane, or using the Navigation
Bar at the top of the pane.

The user may select various features to set playback characteristics. These include setting a range of audio
for playback, looping a selected portion of audio, and selecting an initial playback starting point.

To play captured audio during a recording:
1. During a recording, which includes decrypted audio traffic, select the Follow Live button

Audio is played as the capture progresses.
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To establish the initial playback starting point:

1. Left-click anywhere in the /nstant Audio pane or select the /nstant Audio cursor and drag to the desired

location.

The Instant Audio cursor appears at the selected position:

n-_

/
Cursor
|

1 1 1 1 1
2500 BU.E‘U 2E.00

To select a range of audio to play:

1. Left-click at the desired starting position and drag to select the range desired.

The select range is highlighted and characterized with a time indication:

1 T T T T T
25.00 20,00 3500 4

To enable or disable playback from a selected audio stream:

°

1. Select the speaker icon associated with the desired audio stream

2. Click once to toggle the present mode (enabled or disabled). When disabled, the speaker icon will

appear as %
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To loop audio:

1. Initiate playback by selecting the Play button > .

2. Select the Loop Playback button

Audio is looped from the beginning of the /nstant Audio cursor, or if a range is selected, loops the selected
range.

12.3 Audio Options
To set Instant Audio options:
1. Select the Options icon on the /nstant Audio toolbar {} .

The Options dialog opens:

Options =]
Protocol verifications | Audio Rendering |Web Control .l'-\dvanced|

Audio Rendering Options

Audio Output [Directsound: Speakers (Conexant 20672 SmartAudio |
Default DirectSound Device
Default WaveOut Device

DirectSound: Speakers (Conexant 20672 SmartAudio HD!
Decklink Audio Render
Speakers (Conexant 20672 SmartA

o) (o ] [y ]

2. Select the desired device and click OK.

12.4 Audio Stream Flyover and Details

To see details on a captured audio stream:

1. Place the mouse over the desired location in the /nstant Audio pane.
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Details on the selected audio are displayed in a fly-over:

Codec SBC
Channels Sterec

Subbands &

Block Length 16
Allocation Loudness
Protection SCMS-T

Sampling Frequency 48kHz

T T
28.5’3 2T e =11

12.5 Using Markers

T -
30.00 s

=]

Markers may be added at any location within the /nstant Audio pane. Markers can be edited to add textual
content and can be color-coded. Markers placed in the /nstant Audio pane are replicated in various views

throughout the application.

To add a marker in the Instant Audio pane:

1. Right-click on a location or event in the /nstant Audio pane.
2. Select Add New Marker Here.
3. A marker is placed at the selected location.

To search markers:

1. Click on the Markers button (F9) on the toolbar. _DiMarkers -

A list of all markers installed appears:

I Markers (3) = 1 Ol =

Mark selected item

Delete all markers

Import markers, ..
Export all markers...

[] LMP Set AFH
Marker #5

[ ] L2CAP Configure {0XD0GF, DRD040)
Marker #2

Marker #11

[] LMP Authentication Random Numb 16,042 258 8?5'

F9

9,763 539 8?5'

9,834 839 8?5'

2. Select the desired marker from the list.
The Instant Audio pane jumps to the selected marker.

To delete a marker:

1. Click on the Markers button (F9) on the toolbar. D Markers -
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2. Position the mouse pointer over the desired marker:

I7) Markers (3) ~ < Ch =

Mark selected item F2

Delete all markers

Impork markers. ..

Export all markers. .

[] LMP Set AFH 9763533 675 30 ta marker

Marker #5 Edit

[] L2CAP Configure (DxODGF, DxOD40) 2,534 539 675
Marker #2

Delete

[] LMP Authentication Random Mumb 16,042 255 8?5'
Marker #11

3. Select Delete.

The marker is removed.

To edit a marker:

1. Position the mouse pointer over the marker to be edited.

2. Left-click the marker (or right-click and select Edit Marker) or alternatively, select the Marker button
on the toolbar.

3. Select the desired marker.
4. Select Edit.

The selected marker opens for editing.
12.6 Panning Left and Right
Various methods are available to pan (scroll) the /nstant Audio pane to the left or right.

To use the mouse to pan:

1. Position the mouse over the time scale at the bottom of the /nstant Audio pane (recommended) or

ﬂ

The pointer changes to a pan (hand) symbol.

alternatively, click on Pan.

2. Press and hold the left mouse button, and drag left or right as desired.

The mouse cursor automatically rolls around the screen, such that the user can smoothly
scroll substantial amounts of time without having to press and release the mouse button
several times.

To use the keyboard to pan:

1. Press LEFT or RIGHT Arrow to move incrementally left or right.

ellisys

156 of 199 | Instant Audio Better Analysis



To use the Navigator bar to pan:

1. Position the mouse over the middle of the Navigator window.
2. Press and hold the left mouse button, and drag left or right as desired to pan left or right.

To jump to another location:

1. Press keyboard HOME to jump to the start of the capture, or END to jump to the end of the capture or
alternatively, use the MNavigator bar to jump to a selected location by double-clicking at the desired
location in the Navigator bar.

To define a new timing view origin:

1. Enter a timestamp value in the origin box.

arigin: | 519

The following values are allowed:
s — seconds

ms — milliseconds

ns — nanoseconds

ps — picoseconds

@ If a unit is not specified, then the previously displayed unit is used.

2. Press ENTER.

The Instant Audio pane is updated with the new origin.

@ The analyzer application retains new timing origin entries. Click the Down arrow E in the
origin field to view and select previously entered timing origin entries.

12.7 Zooming In and Out

The /Instant Audlio pane provides a zoom features to expand or contract the display to view information from
a high level or low level. Zoom can be done using the mouse, the keyboard, the Zoom button on the toolbar,
the span window, or using the Navigation bar.

To use the mouse to zoom:

1. Place the pointer over the Zoom bar, located at the bottom of the display (recommended) or

alternatively, click on Zoom .

The pointer changes to a spyglass symbolQ .

2. Press and hold the left mouse button and drag the pointer to the right to zoom in and expand the
display, or drag to the left to zoom out and contract the display.
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The mouse cursor automatically rolls around the screen, such that the user can smoothly
scroll substantial amounts of time without having to press and release the mouse button
several times.

@ The mouse wheel can be used to zoom in and zoom out by moving the wheel forward to
zoom in and backwards to zoom out. The zoom is centered at the mouse position.

To use the keyboard to zoom:

1. Press the UP Arrow key to zoom in, and the DOWN Arrow key to zoom out.

To use the Navigator bar to zoom:

1. Position the mouse over the left or right edge of Navigator window:

2. Press and hold the left mouse button, and drag left or right as desired to zoom in or out.
To define a new time span:

1. Type the new timing span in the span field.

span:

The following values are allowed:
= s-—seconds
= ms — milliseconds
= ns - nanoseconds
= ps - picoseconds

@ If a unit is not specified, then the previously displayed unit is used.

2. Press ENTER.

The Instant Audio pane is updated with the new span value.

@ The analyzer application retains new time span entries. Click the Down arrow E in the
span field to view and select previously entered time span entries.

12.8 Making Time Measurements

The Instant Audio pane provides quick and simple methods to manually characterize timing between or within
audio streams. Timing cursors can be duplicated or frozen with a right-click, to enable the addition of more
cursors.

Timing cursors available include:

» Range Select Timing Cursors

* A-B Independent Cursors
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To make a timing measurement:

1. Select the pointer icon in the toolbar IEI

2. Left-click in the desired location in the /nstant Audio pane.
3. Drag the mouse to the desired location or desired event.

The time between the cursors is displayed:

@ The vertical position of the displayed timing information, including the horizontal arrows,
can be changed by selecting the information with the mouse pointer, then dragging to the
desired position.

To add additional cursors:

1. Right click over an existing set of timing cursors.

el

2. Select Duplicate to make available another set of cursors with the exact time spread as the

original, or select Freeze ** to fix the current cursor and enable placement of another cursor set as
desired.

A new set of cursors appears (with Duplicate l selected) and can be placed as desired. With

Freeze ** selected, the original cursor set is grayed out and new cursors can be installed as described
above.

To enable automated timing indicators:

1. To enable the automated timing measurement, place the mouse over any packet.
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2. The time from one packet to the next and from the previous packet is indicated in grey text.

DML NULL
i

I T T T T T T T T T T T T T T T T
21,10 21.20 2120 21,40 2150 2160 21,70 2180

! 19 ‘I‘BU !
4,321.00 ms

. T T T T S o TR T
‘ 20,10 20.20 20,30 20,40 20,50 2060 20,70 20,80 20,90
4,320.00 ms

T
R

To make time measurements using the A-B cursors:

@ The A-B cursors are especially useful when the two events being measured are far apart,
such that one cursor can be set, then the user can scroll as needed to the other event to
set the second cursor.

1. Select the first desired location in the /nstant Spectrum view.

2. Right click and select Place Cursor A here. Wi
The A cursor is placed at the location selected.

3. Select the second desired location in the /nstant Spectrum view.

H4

4. Right click and select Place Cursor B here.

The B cursor is placed at the location selected, and timing information is provided, including number of slots:

A E
[

M 4999570 ms ——™
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13. Instant Channels

The [Instant Channels feature provides visual and statistical analyses on various per-channel transmission
characteristics, including packet retransmissions, header errors, and payload errors.

The [Instant Channels pane includes a Navigator bar, which allows for global pan and zoom to traffic
concentrations of interest.

Each Bluetooth channel (0 through 79) is listed across the bottom of the /nstant Channels pane, increasing
left to right. A histogram is associated with each channel and is color-coded to indicate OK packets (green),
retransmissions (blue/original packet transmission and grey/retransmitted packet), and packet header and
payload errors (red).

To access the Instant Channels pane:

1. Select View | Instant Channels from the menu

The Instant Channels pane appears:

Instant Channels =
begin: 28.23s * end: 33.79s * span: 2.56s ~ | Options ~

t ¢ ¢ ¢ t ¢ € T T &t € T o ¢ & Tt & f & & & € T &= &~ & & & & &t & & &t &= & & & T |1
o 2 4 & 8 10 12 14 16 1% 20 22 24 26 28 30 32 34 36 30 40 42 44 46 48 S0 G2 G4 SR GB RO B2 B4 BRE BB FO OF2 P4 FE 7B

;‘ Details | %% Instant Piconet :_:] Summary Instant Channels

@ The [Instant Channels feature will track all packets from all devices being displayed in the

application. To narrow the /nstant Channels display down to specific devices, use a Device

Filter to show only the devices of interest. See Section 8.4 Device Traffic Filter for more
information on filtering the display.

13.1 User Controls and Toolbar

begin: 45.955 - Timestamp Begin Tracks Navigator selection and can also be used to
manually enter a timestamp origin.
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end: 43.95s - Timestamp End Tracks Navigator selection and can also be used to
manually enter a timestamp end.

span: 4.00s ~ Span Tracks Navigator selection and can also be used to
manually enter a display span.

| Options - Options Enables and disables display options.

To view per-channel statistics:

1. Place the mouse over the histogram associated with the desired channel.

A statistical summary of the selected channel appears:

Channel: 30

Mot applicable: 0 (0.00% )
Retransmitted: 0 (0.00%)
Header errors: 0(000%)
Payload errors: 1 (25.00%)
Ol 3(75.00%)

To use the Navigator bar to pan:

1. Position the mouse over the middle of the Navigator window. The Navigator window will reflect the
entire contents

begin: 88.48s ~ end: 93.37s v span: 4.88s - | Options - | PE

. B Ssee B

ot /
Navigation Bar Navigation Window

=

0 2 4 & 8 10 12 14 16 13 20 22 24 26 28 30 32 34 36 230 40 42 44 46 48 50 52 54 Gb 5B B0 B2 B4 BE BB FO Y2 P4 TR 7B

[ Details | % Instant Piconet | @8 Summary || Instant Channels

2. Press and hold the left mouse button, and drag left or right as desired to pan left or right.

To use the Navigator bar to zoom:
1. Position the mouse over the left or right edge of Navigator window:
El B
2. Press and hold the left mouse button, and drag left or right as desired to zoom in or out.
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To define a new time span:

1. Type the new timing span in the span field.

2. The Instant Channels display updates to show the span specified.

To jump to another location:

1. Use the Navigator bar to jump to a selected location by double-clicking at the desired location in the
Navigator bar.

13.2 Synchronizing to Other Views

The Instant Channels display is synchronized to the active Overview (BR/EDR Overview or LE Overview). As
the user selects an event in these Overviews, the /nstant Channels display will orient to the location selected.

To disable synchronization with the active Overview:

1. On the /nstant Channels toolbar, select the Options drop-down:

Options -
Follow overview selection

2. Select or de-select Follow overview selection as desired to follow or not follow selections made in the

active Overview.
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14. Instant Throughput

The Instant Throughput pane displays payload throughput by device and by protocol (L2CAP channel and
SCO/eSCO). A color-coded scheme is used to differentiate these various device/protocol throughput
indications. The user can select anywhere from a single throughput stream to all throughput streams for
display (aggregate).

A hierarchy of all devices is shown at the left of the display, with the throughput graphs at the right. A
Navigation bar is available at the top of the display, which shows a global indication of throughput and allows
the user to pan, zoom, and jump to any desired location.

Timing cursors are available to make one or more timing measurements across one or more data streams.
Markers can be placed at any point within the display and can be searched using the Markers feature.

To access the Instant Throughput pane:

1. Select View | Instant Throughput from the menu

The Instant Throughput pane appears:

Instant Throughput =]
al:l:*f‘_de“‘fs, . ] Q [W]F- | oigin: 0455 « span: 117955 G|

i [ Audio SHCMudluSuuree ‘ | 1 \ |
B [ |

Phone BE/Mobile Nokiz
- : 16,8 kBjs

T T T T T T T T T T T T T T T T T T T T T
I 10.00 2000 30,00 40,00 50.00 £0.00 70.00 0,00 90,00 [ 1000
0 s 100.00 s

Switches to Pointer Mode.

= Pan Mode (Hold Shift) Switches to Pan Mode.
Zoom Mode (Hold Ctrl) Switches to Zoom Mode.
Enable/Disable Smooth Scrolling Enables and disables the smooth scrolling.

‘& * Highlighting Options
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Highlight Active OverviewWhen enabled, the /nstant Throughput pane will be

Selection synchronized to the active Overview selection.
Follow Overview Selection When enabled, the /nstant Throughput pane is
synchronized to the active Overview selection.
origin: - Origin Box Displays the timestamp origin of the /nstani
Throughput pane. Allows for user input of timestamp
for jumping.
Fran:  Span Box Displays the time span (zoom level) of the /nstant

Throughput pane. Allows for user input to adjust

span.
Follow Live Throughput is displayed as it is captured
Export Image Exports the /nstant Throughput pane to an image file.

14.1 Panning Left and Right

Various methods are available to pan (scroll) the /nstant Throughput view to the left or right.

To use the mouse to pan:
1. Position the mouse over the time scale at the bottom of the /nstant Throughput view or alternatively,
&

click on Pan. L=

The pointer changes to a pan (hand) symbol.
2. Press and hold the left mouse button, and drag left or right as desired.

The mouse cursor automatically rolls around the screen, such that the user can smoothly
scroll substantial amounts of time without having to press and release the mouse button
several times.

To use the keyboard to pan:
1. Press LEFT or RIGHT Arrow to move incrementally left or right.
To use the Navigator bar to pan:

1. Position the mouse over the middle of the Navigator window.
2. Press and hold the left mouse button, and drag left or right as desired to pan left or right.

To jump to another location:

1. Press keyboard HOME to jump to the start of the capture, or END to jump to the end of the capture.

2. Alternatively, use the MNavigator bar to jump to a selected location by double-clicking at the desired
location in the Navigator bar.

To define a new timing view origin:

1. Enter a timestamp value in the origin box.
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origin: | SREN

The following values are allowed:
s — seconds

ms — milliseconds

ns — nanoseconds

ps — picoseconds

@ If a unit is not specified, then the previously displayed unit is used.

2. Press ENTER.

The Instant Throughput view is updated with the new origin.

@ The analyzer application retains new timing origin entries. Click the Down arrow E in the
origin field to view and select previously entered timing origin entries.

14.2 Zooming In and Out

The /Instant Throughput view provides a zoom feature to expand or contract the display to view information
from a high level or low level.

To use the mouse to zoom:

1. Place the pointer over the Zoom bar, located at the bottom of the display (recommended or alternatively,

click on Zoom .

The pointer changes to a spyglass symbolQ .

2. Press and hold the left mouse button and drag the pointer to the right to zoom in and expand the
display, or drag to the left to zoom out and contract the display.

The mouse cursor automatically rolls around the screen, such that the user can smoothly
scroll substantial amounts of time without having to press and release the mouse button
several times.

@ The mouse wheel can be used to zoom in and zoom out by moving the wheel forward to
zoom in and backwards to zoom out. The zoom is centered at the mouse position.

To use the keyboard to zoom:

1. Press the UP Arrow key to zoom in, and the DOWN Arrow key to zoom out.

To use the Navigator bar to zoom:

1. Position the mouse over the left or right edge of Navigator window:

2. Press and hold the left mouse button, and drag left or right as desired to zoom in or out.
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To define a new time span:

1. Type the new timing span in the span field.

span: |IEGENE | - |

The following values are allowed:
= s-—seconds
= ms — milliseconds
=  ns — nanoseconds
=  ps — picoseconds

@ If a unit is not specified, then the previously displayed unit is used.

2. Press ENTER.

The Instant Throughput display is updated with the new span value.

@ The analyzer application retains new time span entries. Click the Down arrow E in the
span field to view and select previously entered time span entries.

14.3 Making Time Measurements

The /Instant Throughput view provides quick and simple methods to manually characterize timing between
throughput events. Timing cursors can be duplicated or frozen with a right-click, to enable the addition of
more cursors.

Timing cursors available include:

e Timing Cursors
« A-B Independent Cursors

To make a timing measurement:
1. Select the pointer icon at the top-left of the /nstant Throughput view. III

2. Left-click in the desired location or on the desired event.
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@ The vertical lines associated with the /nstant Throughput cursors are waved if not attached to
an event, and straight when attached. To adjust cursor position, place the mouse pointer over
either cursor and left-click and drag to adjust position horizontally.

[ —
L|—|
Right Line Not Attached
O
L'—
Both Lines Attached
3. Drag the mouse to the desired location or desired event.
The time between the cursors is displayed:
[
———
[

@ The vertical position of the displayed timing information, including the horizontal arrows,
can be changed by selecting the information with the mouse pointer, then dragging to the
desired position.

To add additional cursors:

1. Right click over an existing set of timing cursors.

2. Select Duplicate # to make available another set of cursors with the exact time spread as the
original, or select Freeze # to fix the current cursor and enable placement of another cursor set as

desired.
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A new set of cursors appears (with Duplicate l selected) and can be placed as desired. With

Freeze ** selected, the original cursor set is grayed out and new cursors can be installed as described
above.

To enable automated timing indicators:

1. To enable the automated timing measurement, place the mouse over any packet.

2. The time from one packet to the next and from the previous packet is indicated in grey text.

DML NULL
i

I T T T T T T T T T T T T T T T T T
21,10 21.20 2120 21,40 2150 2160 21,70 2180 1)

! 19 ‘I‘BU !
4,321.00 ms

: T T S [T T T T
‘ 20,10 20,20 20,30 20,40 20,50 2060 20,70 20,80 2090
4,320.00 ms

To make time measurements using the A-B cursors:

@ The A-B cursors are especially useful when the two events being measured are far apart,
such that one cursor can be set, then the user can scroll as needed to the other event to
set the second cursor.

1. Select the first desired location in the /nstant Spectrum view.

2. Right click and select Place cursor A here. Wi
The A cursor is placed at the location selected.

3. Select the second desired location in the /nstant Spectrum view.

H4

4. Right click and select Place cursor B here.

The B cursor is placed at the location selected, and timing information is provided, including number of slots:

A E
[

M 4999570 ms ———™
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15. Summary Pane

The Summary pane provides a summary of all baseband traffic recorded, including synchronous, ACL, and
link control events. Selected events in the Summary pane will enable the Find arrows located at the top-left
of the Summary pane, enabling the user to jump the Overview to the first, next, or previous such selected
event.

The Summary pane will update real-time as traffic is captured.

To access the Summary pane:

1. Select View | Summary from the menu.

The Summary pane appears:

Surnrmary ]
@ @ Find next
Item Total
= Baseband Packets Bytes
Total 15'119 347 kB
= Baseband ACL 1'357 347 kB
T I
DH1 14 324 bytes
DM3 16 571 bytes
DM5 403 77.9kB
DHS 807 267 kB
= Baseband Link Control 13'762 40 bytes
jin} 7091 0 bytes
MULL 5945 0 bytes
POLL 724 0 bytes
FHS 2 40 bytes
ﬂ Details a Summary ';'-‘. Instant Piconet

@ Items not captured will be grayed out in the Summary pane.
To find an event located in the Overview:
1. Select the item or event desired in the Summary pane.

@ Find next

2. Click on the Find next arrow to search forward, or the left arrow @ to search backward.

The Overview orients to the searched item, highlighting it with a gray line.
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16. Security Pane

The Security pane displays encryption-related information and allows for various user inputs. The Security
pane will update as traffic is recorded, and can be saved with the capture, alleviating the need to re-enter link
keys on successive captures. The Security pane also accepts user-entry of link keys, a private key, PIN
codes, and user-defined device names.

Security pane features include:

=  Link key, authenticated ciphering offset (ACO), and PIN code displays
=  Automatic deciphering of PIN codes and calculation of link keys from non-SSP pairings
= User entry of link keys to enable the software to decrypt related traffic
=  Entry of friendly device names for easier recognition throughout the application
= Selectable timestamp indicators for pairings that are linked to the Overview
=  Alerts for incomplete pairings, PIN code conflicts, missing link key, incorrect link key
= A utility to calculate public keys from a private key
To access the Security pane:

1. Select View | Security from the menu.

The Security pane appears:

Security )]
Fill missing fields Manage S5F Keys
Time Master / Slave PIN Link Key ACO v
14.734 017 875 “Notebook” 00:02:76:1E:10:E6 1234 654D06A4:83D7BD56:E8105114:FOD7AS86  A341AFBA:EFFEAQ3C:F3985B08 Mot applic
@ 16,186 055000 “Headset” 00:15:7F:01:E2:B0 1234 654D06A4:83D7ED56:E8105114:FODTASE6  A341AFBA:EFFEAS3C:FE985508 Mot applic

16.1 SSP versus Non-SSP Pairings

For PIN-code pairings, the analyzer will decipher the PIN code, calculate the link key, and decrypt all related
packets, all without user intervention.

For SSP pairings, the user can enter the link key during a recording, or on a static or saved capture. The
software will then decrypt the traffic. If an HCI interface is being captured, the software will automatically
extract the link key from the captured HCI traffic and use this for decrypting the traffic automatically.

16.2 Debug Mode

When Debug Mode is used, the analyzer will use the pre-defined Diffie Hellman private key and public keys
that are used with this mode to automatically decrypt the traffic.
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16.3 Proper Entry of Link Key

Entry of a link key into the Security pane may be needed to decrypt traffic, especially for SSP pairings. This
can be done during a capture or after a capture is saved. Different methods for proper entry of a link key are
discussed below.

To enter a link key in hex (lowest order byte on left):

1. Specify each byte of the Link Key in hex, starting with the lowest order byte on the left. In this case DO
NOT use ":" as a separator and use either "0x" for every byte, or do not use it at all, as shown below:

0x01 0x02 0x03 0x04 0x05 0x06 0x07 0x08 0x09 OxOA OxOB OxOC OxOD OxOE OxOF 0x10
01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF 10

To enter a link key in hex (highest order byte on left):

1. Specify the Link Key as a big hex number, with highest order byte on the left. Use ":" as a separator
and/or specify a single "0x" at the beginning, as shown below:

0x100FOEOD :0COBOA09:08070605:04030201
100FOEOD:0C0B0OA09:08070605:04030201

0x100FOEODOCOBOA090807060504030201

@ DO NOT enter a link key like this: 01020304 :05060708 : 090A0BOC : ODOEOF10

16.4 Synchronization to Overviews

Each displayed security event is linked to the pertinent Overview by a timestamp column, includes an
indication of the applicable master/slave connection, shows the calculated (or provided) link key, the PIN
code (as applicable), and the authenticated ciphering offset (ACO).

To synchronize the Overview to a security event:

1. Left-click on the timestamp associated with any security event shown in the Security pane.

2. The Overview jumps to the location of the selected timestamp.

16.5 Indicators and Icons

Various background colors are used to provide the user with an at-a-glance understanding of each security
event.

ellisys

172 of 199 | Security Pane Better Analysis



Background Description

njulaln]

njulaln]
aaoao

Missing

BACI04DC: 95EATERA: 2BV D2 256 44D0OETS7 Link key and/or PIN code calculated

S81C52AE 650420813651 3945 346F 1034 Conflict with PIN code or incorrect link key

GCBEY /04 SDYFEF29:91 1AESCS: EOS52469 entered (note the differing PIN codes at
left)

Link key not entered

Various icons indicate pairing and decryption status:

Icon Meaning
3 Incomplete pairing
[ Pairing detected
@ Decrypted
i Pairing detected, decrypted
& Incomplete pairing, not decrypted

16.6 Calculation of Public Keys from Private Key

The Security pane provides a simple utility to calculate public keys (X and Y) from a private key.

To calculate public keys from a private key:

1.

Select Manage SSP Keys

Manage 55F keys from the Security pane toolbar.

The Secure Simple Pairing Key Management window opens:

2.
3.

The public keys are calculated and displayed in the Public Key X and Public Key Y boxes. The public keys
can now be copied to the clipboard by right-clicking either public key box and selecting Select All (or double-

‘Secure Simple Pairing Key Management =]
Private Key | A§654305CCARSS30ARBCFIF44CCEASARA43ACFFASSES543
Public Key X | #F£8306638BA8FDATEA7CRA2EDAR03TASE2CA40E935ETDES
Public ey Y | 7747246A624352060720BF0B8D1CFL0B43C1234BAD2E61FS
Delete Add
Private Public X Public Y
(000000000AG654309CCAASISBAABCFFF44CCEASAE443ACFF  37E5D1A1B859186912F721648584B5364DA734985DF 59408 70040858 1C6 7EE513F0DB4ED055098 76D 5FFC 1532DB8 2668
[ T b
Cancel

Enter the private key in the Private Key box.

Select Add.

click and select Copy).
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4. Close the Key Management window.

16.7 Entry of User-Defined Device Names

The Security pane provides a method to enter a user-defined text string to identify a device throughout
various panes in the application.

This entry is only accessible when a connection is captured and the link key has not been entered (resulting
in a “missing” indication in the Link Key column associated with the device). The primary approach to adding
a user-defined name is to use the Edit button located in the Device Traffic Filters dialog. See Section 8.4
Device Traffic Filter for details.

To create a user-defined name for a device:

1. Double-click “Missing” on the line associated with the desired device pair as indicated in the Security
pane or select the Fill Missing Fields button at top-left of the Security pane.

Link Key
Missing
The Security Details window opens:
Security Details =]
Master Device
Mame Device A Mame
Address 04:DB:56:E0:1A:15
Slave Device
Mame Device B Name
Address B8:EB.56:FI61.42
Security info
FIMN
Link Key
Ok || Cancel

2. Enter the desired name in one or both device Name boxes.

The user-entered name now appears in the Security pane as well as throughout various panes in the
application.
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17. Instant Piconet Pane

The [Instant Piconet pane provides an instantaneous, dynamic, and graphical depiction of Bluetooth devices,
events, and topologies captured by the analyzer. The /nstant Piconet pane updates as traffic is captured, and
can also be used on saved captures to step through topology changes.

Features are provided to show/hide labels (BD ADDR, LMP name, or user-defined name) and to show/hide
broadcast events. Mouse fly-over will present master/device information. A selectable timestamp is provided
to force the Overview to align to the present /nstant Piconet location.

To access the Instant Piconet pane:

1. Select View | Instant Piconet from the menu.

The Instant Piconet pane appears:

Instant Piconet =

W= Piconet 21

1@ ,o-*"""

Piconet 23
[ “
I
Piconet 17

Bl WM W m | 100951887000 | 42
; Details a Summary |&% Instant Piconet

Instant Piconet pane toolbar:

[ | MM M4 KM 134,487 427 625 ’L‘f;

U Follow live. [/nstant Piconet tracks topology while capturing.
Note: When active, /nstant Piconet cursor in Instant Timing is disabled.

M Previous change.
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M Next change.
44 Previous data channel topology change.
L Next data channel topology change.

134,487 427 625  Timestamp of current view (links to Overview when selected).

DR Show/hide addresses/device labels.

an Show/hide broadcast events.

17.1 Instant Piconet Graphics and Icons

Various graphical elements are provided to give the user an understanding of events, including which devices
are the master (always blue-bordered) or a slave, RSSI indications (green histogram), connection types such

as paging and inquiry events, piconet indicators, and data transfers.

Here is a quick summary of the various representations you can find in the /nstant Piconet.

' | Represents an idle connection between a master and a slave. Master
." . . .
_:" devices always have a blue outline. Slave devices always have black

| “ outline. The gauge on the side represents the RSSI of the device.
&)
o i
o \:rf""d'& Represents an active data connection. Throughputs are indicated.
1y =

ot
I’ Represents a scatternet composed of two simple piconets. The device
;‘ in the center is the slave of the device on the right, and the master of
L]
“ the device on the left.
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O~ < 0'

Represents an inquiry. The inquirer device is represented with blue

’ £y outline, like masters, while responding devices are represented with

black outline.

Represents a paging. The pager device is represented with blue
outline, like masters, while the paged device is represented with black
outline.

And here are a few more details about other visual elements:

ellisys

Better Analysis

[ =4 IET
=1 b

(black-borx

", "-____.'-'" T,
* B
P By
.f ‘ % Master device
[ r l"| # [blue-bordered)
| g i
I'-, /( rl' ;.'I
Connection bype / f“.
{paging shown) \\“a _f_ﬁ__,f’
Paging 1

Simple Piconet, Showing a Paging

Slave device

{black-borderad) ™,

Simple Piconet, Showing a still connection
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Slave device ~ Data transfers

{both directions)

Data transfer
{one direction) ™.

Bordered piconet ” e Master device

(indicates piconet selected)

Piconet, with data transfers shown

Paging event 3 Data transfers Static connection

\, . 2
L5 h //

Device being paged —-

/ \ * Master of Piconet 2
-
.-'-"-f Piconet 2\\

-~ :
- Paging 2 Piconet 3 e :

Master of paged device *Master of Piconet 3

(slave to Piconet 3) (slave to Piconet 2)

Simple Scatternet

17.2 Display Features

To use the flyover:

1. Position the mouse over any device.

2. The flyover indicator appears, advising the user of the device’'s name, and master/slave status:

"MyDevicex" 00:01:60:01:07:BA
Slave #5 of MyDeviceZ

To show/hide BD ADDR, LMP Name, or user-provided name:

AL
1. Toggle the ADDR button c in the /nstant Piconet toolbar.

Each device shown will show/hide the BD ADDR. If an LMP name is available, this will be displayed. If the
user has edited the device name in the Devices window, the edited name will be displayed.
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To follow the topology in real-time, show/hide BD ADDR, LMP Name, or user-provided name:

1. Toggle the ADDR button i in the /nstant Piconet toolbar.

Each device shown will show/hide the BD ADDR. If an LMP name is available, this will be displayed. If the
user has edited the device name in the Devices window, the edited name will be displayed.
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18. Details Pane

The Details pane provides detailed information on the event selected in the Overview, including protocol and
profile decoding, baseband information, and various format options. The Details pane also provides a very
useful feature allowing the user to re-populate the Overview, by allowing the user to drag selected fields of

interest into the Overview to create a new column.

To access the Details pane:

1. Select View | Details from the menu.

The Details pane appears:

& Baseband Information

= 4 Baseband Packet

Details
| DEC Elam | ors 1w | % | Lh | Search -
Mame Value -

-43.5 dBm (High) on channel 17

B %% Header .
& LT_ADDR 1 I
@ Packet Type DM1
o R
& ARQN Mak m
& SEQN 1
# HEC Valid
= \)[3 Payload Header
@ LLID ACL-C (LMP message)
@ Flow Go
# Length 2 bytes
B “i¢ LMP Data
B “% Header
i Transaction ID Initiated by slave
@ OpCode LMP_encryption_key_size_reg
= %2 Payload
W Key Size 7 bytes
4 CRC Valid I
Q| [ 3
ﬂ Details | Summary | %% Instant Piconet
Details toolbar:
¥ DEC HEX BIM | OFF LEW % L?E

180 of 199 | Details Pane
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<

DEC

HE&:

BIM

aF=

LEM

Show all fields. Some fields not typically needed (such as good CRC values) are hidden by default.

Show numeric values in decimal.
Show numeric values in hexadecimal.
Show numeric values in binary.
Show fields’ bit offset.

Show fields’ bit length.

Display selected field in Overview.

Export the Details pane (text or XML).
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18.1 Abstraction and Relationship to Overviews

The Details pane will show all elements of higher level abstracts when these are selected, and as lower-level
abstracts are exposed in the Overview and selected, the Details pane will drill-down to match the abstraction
level selected (e.g., transaction, request, response, packet, etc.). For example, when selecting the SDP
Service Search Attribute Transaction (below), the Details pane will show information on both the
underlying request and response.

rch Attribuke Tral tion 0111F: L.
P&l SDP Service Search Attribute Request (0x0000111F)

Details (=]
¥ | oEc EI BIN | oFs —S -
Name Value

# SDP Service Search Attribute Request (Hands-Free Audio Gateway, L2CAP, RFCOMM)

& Baseband Information -79.5dBm (Low) on channel 72
4 Baseband Packet Ltaddr 4, DH1 f 2DH1, ACL-U
p LICAP Frame Channel=0x0040
‘e L2CAP SDU Basic, 33 bytes
B Jd SDPPDU

i Transaction ID 0x0033

E % Parameters
“4 ServiceSearchPattern
B “i# AttributeIDList

@ Attribute ID ProtocolDescriptorList

@ Attribute ID BluetoothProfieDescriptorList
@ Attribute ID VendorSpecific (0x0301)

@ Attribute ID VenderSpedfic (0x0311)

SDP Service Search Attribute Response (Hands-Free)

»

&* Baseband Information -74.5 dBm (Low) on channel 50
=¥, Baseband Packet LtAddr 4, DV / 3-DH1, ACL-U
3 L2CAP Frame Channel=0x0040
G_Q L2CAP SDU Basic, 55 bytes
B J4 SDP PDU
@ Transaction ID 0x0081
= “% Parameters
= ¥4 AttributeLists
[ “¢ AttributeList 1
E 4 serviceRecordHandie
E “i# Element 1
@ Element 1
@ Element 2
@ Element 3
“4 BluetoothProfileDescriptorList
i VendorSpecific (0x0301) 1
@ VendorSpecific (0x0311) 3
14 [ | +

[ Details @ Summary | %% Instant Piconet

When selecting just the SDP Service Search Attribute Request, only this request (and underlying protocols,
profiles, and packets) will be provided in the Details pane:

SDP Service Search Attribuke Transaction (0x0000111F; LZCAP RFCOMM Ch Ox00)

ch Attribute Reques
el SDP Service Search Attribute Response (LZCAP RFCOMM Ch 0x00)
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E]

& LICAP Frame
& L2CAP SDU

= 2 sDPPDU
@ Transaction ID
[ “# Parameters

[ “4 ServiceSearchPattern
W Service Class 1

Details
¥ |DECE|BIN | ars | |'-h | sea =
Mame Value
& Baseband Information -79.5dBm (Low) on channel 72
+ Baseband Packet LtAddr 4, DH1 [ 2-DH1, ACL-U

@ Protocol 1 L2CAP
# Protocol 2 RFCOMM
= % AttributelDList
@ Attribute ID ProtocolDescriptorList
@ Attribute ID BluetoothProfileDescriptorList
@ Attribute ID VendorSpecific (0x0301)
@ Atfribute ID VendorSpedfic (0x0311)

Channel=0x0040
Basic, 33 bytes

0x0083

Hands-Free Audio Gateway

i ] +

<
ﬂ Details a Summary 'E'. Instant Piconet

This concept holds true as each underlying Overview element is exposed, for example as shown below where
a NULL (ACK) baseband packet is selected:

= SDP Service Search Attribute Transackion (0:0000111F: L2CAP RFCOMM Ch 0x00)
= SDP Service Search Attribute Request (Dx0000111F)
=)y L2CAP Data Out
= F StartiComplete L2CAP DML
=/~ F StartComplete LZCAP DM1
=+ StartiComplete LZCAP DML

= MULL (ACK)
F  Continuation LZCAP DM1

SDP Service Search Attribute Response (L2CAP RECOMM Ch 0x0D)

Details [
¥ |DECEIBIN|0FS|%|L?H | Seard -
Mame Value
& Baseband Information -72.5 dBm {Average) on channel 27
= + Baseband Packet

=l %4 Header
@ LT_ADDR 4
[ W FPacket Type MULL
@ Flow Go
@ ARGN Ack
@ SEQN 0
< I | 3
ﬂ Details aSummar\; f..’-'. Instant Piconet
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Grouping of procedures and transactions is enabled or disabled by selecting or deselecting the Group
Procedures and Transactions selection, available in the Protocol: drop-down menu, shown below. This
feature is enabled by default.

Protocol: Single selection -
Single selection

Multiple selection

Custom grouping

Group procedures and transactions

With Group Procedures and Transactions selected, transactional grouping is displayed at the highest

level, such as shown below, where the ATT READ subsumes a transaction consisting of and ATT READ
REQUEST and an ATT READ RESPONSE.

[ ATT Read (Characteristic Dedaration: Read, Handle=11, UUID=Glucose Measurement)
[ ATT Read (Glucose Measurement: S520=E8, Ofs
= [ ATT Read (Characteristic Presentation Format: F t
[ ATT Read Transaction (Characteristic Presentation Format: at
[ ATT Read (Characteristic Dedaration: Read, Handle=14, UUID=Battery Level)
= [z ATT Read (Battery Level: 33 %)
= [@ ATT Read Transaction (Battery Level: 33 %)
|5 ATT Read Request Packet (Battery Level)

-==Bluetooth SIG Assigned Numbers, Des on=0])
-==Bluetooth SIG Assigned Numbers, [

[B ATT Read Response Packet (| 33 %%)
[/ ATT Read (Battery Power State: Present=Unsupperted, Disc g=Unknown, Level=Unknown)
[F2 ATT Read {Characteristic Dedaration: Read, Handle=11, UUID =Glucose Measurement)

[ ATT Read {Characteristic Dedaration: Read, Handle=14, UUID=Battery Level)

With Group Procedures and Transactions deselected, transactional grouping is reduced to the next lower

level, such as shown below, where the ATT READ REQUEST and ATT READ RESPONSE are the highest
abstraction.

[E& ATT Read Response Packet (0E FF 00 00 0100 00)
|&, ATT Read Request Packet (Characteristic Dedlaration)
[E¢ ATT Read Response Packet (02 OE 00 19 2A)

[, ATT Read Request Packet (Battery Level)

B ATT Read Response Packet (21)

|&, ATT Read Request Packet (Battery Power State)

[E¢ ATT Read Response Packet (21 03 E8)

[, ATT Read Request Packet (Characteristic Dedlaration)
B ATT Read Response Packet (02 0B 00 18 24)
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18.2 Adding Details Fields to an Overview

To place a Details field into the Overview:

1. Select the event desired in the Overview.

The Details pane repopulates to show details on the event selected.
2. Select the desired field in the Details pane.

3. Select the Show in Overview % 2L button in the Details toolbar.

or

4. Left-click and drag the desired field from the Details pane and drop in the Overview.
The field from the Details pane is now shown in the Overview.

@ Adding fields from the Details pane into the Overview is especially powerful when
combined with /nstant Filters. This can be done during or after recording.
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19. Raw Data Pane

The Raw Data pane provides a low-level data view of items selected in the Overview and includes various
format and copy options. The Raw Data pane is linked to the Details pane, as fields selected in the Details
pane are highlighted in the Raw Data pane, and therefore it is indirectly linked to the selection in the active
Overview. Fields selected in the Details pane are highlighted in the Raw Data pane. The Raw Data pane
also includes a search mechanism.

To access the Raw Data pane:

1. Select View | Raw Data from the menu.

The Raw Data pane appears, showing data from the item selected in the Overview:

Raw data =]
Data type: |."-\udio Stream |'| -
] 1 2 3 4 5 & 7 8 9 i 01234567594
O0x0000 : k'? Fi 44 C2 94 9B C4 1C AF C8 76 L v
Ox000E: EF 7C B7 19 C1 9k 56 33 C3 1E E4 o 3.
Ox0016: D5 44 68 24 94 C9 77 A5 A1 10 F7 JhTLLw.e ...
Ox0021: 22 08 D3 05 13 37 03 90 42 DE EO LA -
Ox002C: 15 93 C3 82 53 F2 94 1E E4 D5 44 [ T J
Ox0037: 65 24 94 C59 7?7 A5 A4l LC O3 BC DS h*..w......
Ox0042: CC DD C4 5F A1 E6 68 F4 26 EE 78 cee ahoElH

O0x004D: 22 EBED 91 DA FC AC 04 F2 94 BS CS M e
Ox00558: 56 CE 4D 28 EAL DE A1 7E 96 A9 01 V.M. .al...

Ox0063: 64 62 B3 1E B4 DS 44 658 ZA 94 C9 dbb.. .. Jh*..
Ox008E: 77 AS Al 10 63 8B 15 3C 4C 21 A4 W...c.. <Lt
O0x0079: E6 CA 7C 1C 54 4D C5 D2 46 5D SF -.|.TH..F].
O0x0054: DF 1E B4 DS 4h 65 Z4 94 C9 77 AS RN b (L

O0x0O08F: &A1

0 Raw data | &) security

19.1 Synchronization to Details Pane and Overviews

To highlight Details pane fields in the Raw Data pane:

1. Select the desired item in the Overview.
The Details pane displays all fields applicable to the item selected.
2. Select the desired field from the Details pane.

The selected field is highlighted in the Raw Data pane.

19.2 Searching the Raw Data Pane

To search the Raw Data pane:

1. Enter the desired text or hex value string in the Search box.

2. Press ENTER.

ellisys

186 of 199 | Raw Data Pane Better Analysis



The left area of the Raw Data pane is searched. Strings found are highlighted in blue in the left and right
areas.

19.3 Formatting the Raw Data Pane
To format the Raw Data pane display:

1. Right-click in the left or right areas in the Raw Data pane.

2. Set display options as per the table below:

Addresses Sets left-border addressing to hex or decimal.

Width Sets horizontal length of data displayed.

Group by Groups data in byte, word, long, or quad formats.

Left Area Formats the left area in character, hex, binary, decimal, or octal.

Right Area Formats the right area in character, hex, binary, decimal, or octal.
Text Size Sets text size to small, medium, or large.
To copy data from the Raw Data pane:

1. Right-click in the left or right areas in the Raw Data pane.
2. Select Edit.

3. Select Copy as Displayed (Ctrl+C) to copy data in the format presently displayed.
or
4. Select Copy as Binary Data (Ctrl+Shift+C) to copy data in a binary data format.
or
Select Copy as Generator Hex Array to copy in a format used by the USB Explorer 280 Generator.

Note: This feature not yet implemented.

@ Copy actions will copy all data from the left area of the Raw Data pane, unless a mouse
selection is made over specific data, in which case only the selected data is copied.
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20. Protocol Error Verifications

The analyzer is designed to detect and display various errors and warnings. Errors of several types are
flagged in the Overview and the Details pane. Detection and display of these errors can be disabled as
desired.

To open the Protocol Verifications tab:

1. Select Tools | Options from the menu.

The Options menu appears:

Options =]

Protocol verifications | Wweb Control | Advanced

Selectin the list below fields to be verified by the software.

=-[¥] Bluetooth

E| Baseband Packets

- [] Missing data

~[f] Undecoded data

- [] LAP

- [¥] HEC {Header Checksum)
[ CRC
- L2CAP FCS

- [¥] AES-CCM MIC

-] Signal Strength

] LLB Packet Fields

- [f] Reverse Data During Inquiry Packet Fields
[=-[¥] HCI Packets

- [J] Missing data

- [f] Undecoded data

] Parameter Total Length

- [¥] Link Key Length

- [J] L2CAP Length

[=-[¥] Profile

- [¥] RFCOMM Length

- [] RFCOMM FCS

- [¥f] OBEX Length

o) [ ] o]

20.1 Enabling and Disabling Protocol Errors

1. Under the Protocol Verifications tab, expand the categories to reveal the desired verification and uncheck
the associated box.

2. Click on OK.
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Display of errors in the Details pane:

Details

* |DEC|E|EIN | ors IE|| % |L?E

MName
& Baseband Information

Value

@ Length
i Destination CID
= 0[3 Command (1)
@ Code

0x0005

m

-81.5 dBm (Low) on channel 44
LtAddr 1, DV f 3-DH1, ACL-U

4+, Baseband Packet
18 bytes

Unknown Command 0x45

& Instant Piconet

4|
ﬂ Details | Summary

Display of Errors in the Overview:

Errors & are flagged on the lowest level element that contains the error, and up into the higher-level abstracts

as shown below.

Warnings & such as RSSI Too Low are also flagged.

ion ("AF COIMESARHL")

LMP MNarme Tran

&, LMP Mame Request
= ﬁ LMP Mare Response ("AFCONESARHL™

A2 MULL uni (% 2)
Conkral DML
Control DM1

9 POLL (NAK)

g Control DML

o &

4,
o

Placing the mouse over the flagged error provides an indication of the specific error:

@ CRCis nok valid,
A Too Low
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21. Task Pane

The Task pane provides the user with statuses on various actions initiated by the user and allows the user to

cancel tasks in progress.

To access the Task pane:

1. Select View | Other Windows | Tasks from the menu.

The Task pane appears:

Tasks

Opening file

R —— |
Processing Encrypted Data...

I paw data | & Security |EH Tasks

Task statuses provided by the Tasks pane include:

=  File Open
=  File Save
= Search

. Instant Search
=  File Export

=  File Import
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22. Software and Support

The analyzer application provides a convenient method to access the latest updated software and access
technical support from an Internet-connected PC. The application will check automatically for new major
updates at a given specified interval (by default at every startup) and will notify latest version if any.

The installed version of the software is displayed in Help | About, and is also displayed at the bottom-right
of the GUI. When an updated version is available, this bottom-right display will include a red background to

prompt the user to update.

Only major versions will be notified to users, so for example if the software version
changes from 2.0 to 2.1. Minor versions are not automatically notified, but can still be
checked by doing a manual Check for Update.

22.1 Updating the Software

To check for the latest software:

1. Select Help | Check for updates from the menu or alternatively, double-click the version number at

the bottom-right of the GUI.

The Check for Update window appears:

Check for Update

Update Information
Cument version
Mew version

Summiarny

An updated version of your software iz available for download

214360
214384 Release date  1/2/2012

4384 Improved ATT display

4374; Fmed an issue with LE filtering
4371: Fixed a timeout issue

4366 Fixed an izsue with LE key update

Check automatically every | Startup b

2. Follow the onscreen prompts to download and install the updated application software.

To be notified of new updates:

1. Select the desired notification interval under Check automatically every drop-down.

Upon opening the application, the user is notified when new update is available, and given an option to

download the new update.

Some networks require the use of proxy servers or other special configurations. The
Ellisys software will automatically use Windows Internet settings (which are configured in

Internet Explorer). If Internet Explorer can access Internet then most likely the update

mechanism
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If your internal network will not allow access to the Ellisys software update site, or if you
are otherwise unable to access this site, please contact Ellisys at support@ellisys.com to
request that a link to the latest BEX400 software be sent to you.

22.2 Getting Technical Support

Ellisys technical support is available from the Ellisys website and E-mail, each accessible from the BEX400
application. The user can access technical support from the Help menu, which will open the default browser
to the Ellisys technical support web page. In the event of a software malfunction or crash, the user can easily
and automatically compress pertinent application information to be E-mailed to the Ellisys support team.

To access the technical support web page from the application:

1. Select Help | Contact support from the menu.

The default web browser opens to display the Ellisys technical support web page.

To send automated technical support information to Ellisys:

1. Select Tools | Prepare support info from the menu.

The Save-As dialog appears:

Save As

Organize v New folder
4 Libraries
> 3 Documents
> .J“- Music
= Pictures

$# videos
Q& Homegroup
« |8 Computer

» &, Windows7_05 (C:)
> %‘ Lenovo_Recovery (Q:)

@Qvl%} + Computer » Lenovo_Recovery ()

-

m

File name: Ellisys Bluetooth Analyzer support info

=
Name

(2L, Windows7_0S (C) - Shartcut

- ‘ &’l | Search Lenova_Recovery (Q

Date modified

8/16/2011 1:45 PM

Type

Shortcut

Save as type: | Zip Files (*.zip)

= Hide Folders

save | |

Cancel I

2. Select a convenient destination directory and click Save.

3. E-Mail the saved file to Ellisys at support@ellisys.com.
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Appendix A — Flying Leads Cable

The Flying Leads Cable connects the 10 Probe Connector receptacle (located on the back panel for the
Explorer or on the side of the analyzer for the Tracker) to one or more external HCI, WCI-2, Audio 12S, or
logic signal implementations. This traffic will be captured concurrently with through-the-air traffic and will be
displayed in the respective Overviews and other views as applicable (e.g., the /nstant Timing View).

The user defines which pins will be used. This is done in Recording Options | Wired.

For the Explorer, the 10 Probe connector contains 26 pins (two rows of 13 pins), which mate with sockets on
the mating connector of the Flying Leads Cable.

For the Tracker, the 10 Probe connector contains 20 pins (two rows of 10 pins), which mate with sockets on
the Flying Leads Cable.

The Logic Probe is keyed for proper orientation to the Analyzer's 10 Probe Connector receptacle (sometimes
referred to as the Logic Connection) on one end, and has socketed connections on each wire on the other
end.

Flying Leads Cable (Explorer version shown, Tracker similar)

O DSTLINOST

SSES0S5550

Pinout for 10 Probe Connector (Explorer)
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The analyzer will auto-detect the polarity for UART.

Input 0 4 Input 8

ay

T 000 LS LSS LSS SIS LSS S S

Pinout for Mating Connector on Flying Leads Cable (Explorer)

The Logic Connector exposes 20 pins (2 rows of 10 pins each). A ground is provided along with 16
input/output pins. There are three unused pins (N.C. = not connected).

10 Probe Connector Details

The 10 Probe Connector is designed to capture up to 16 logic inputs for display in the /nstant Timing pane,
time-synchronized with captured packets and other events.

ITAN®
AU TAN®

olejleo]olololololShe
=0

(Falanal o
el NN M

OO000000

e
o L L L L Lt L L

Figure 4 Pin Layout for Logic Connector (Tracker)
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Flying Leads Probe (Tracker)

A Flying Leads probe is provided, for connecting to the 10 Probe Connector. This passive probe includes a
polarized plug that attaches to the Logic Connector with color-coded loose wires (female sockets) on the
other end.

The figure below illustrates the polarized female plug on the probe as well as wire colors (view is facing the
end of the plug).

1/014
1/012

1/010
1jos

/07

/05
1/02 /03
/o0 /o1

A/ /s 7
A S A

Figure 5 Flying Leads Probe — Layout for Tracker

EW/W
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Appendix B — Remote API

The Analyzer can be operated using a remote application programming interface (APl) which allows for
automated control of the application, including extraction of captured traffic.

The link provided below contains an introductory guide, the plug-in DLL, and sample code written in C#,
using Microsoft Visual Studio 2010. Compatibility is Visual Studio 2005 or higher.

Link to download the Remote API: http://www.ellisys.com/better_analysis/bex400a_remote_api.zip

ellisys

196 of 199 | Appendix B — Remote API Better Analysis


http://www.ellisys.com/better_analysis/bex400a_remote_api.zip

Appendix C — Frequently Asked Questions

Q. Why is the USB driver is not loading?

A. If the controlling PC does not detect the presence of the rear USB port on the analyzer (or if the driver
otherwise fails to install), the user can manually install the USB driver by going to the operating system’s
Device Manager, typically located in the Windows Control Panel, selecting the attached Ellisys analyzer, and
manually pointing via “Update Driver” to the Ellisys “Drivers” folder which installs with the Bluetooth Explorer
application. This folder is typically located in your Program Files folder at [path]\Ellisys\Ellisys Bluetooth
Analyzer\Drivers.

Q. How do I hide traffic?

A. A wide variety of filtering options are available. Please consult Chapter 8 Display Filters for more
information about filtering or see Expert Note EEN_BT08, Separating the Wheat from the Chaff, located on
the Welcome page of the application.

Q. Does the analyzer use the clock from the master device or otherwise participate actively in
the Piconet?

A. The BEX400 is purely passive. It does not require synchronization with any device under test and does
not in any way participate actively in the Bluetooth environment.

Q. What do | need to do to update the software?

A. If your PC is connected to the Internet, go to the Help menu and select “Check for Updates.” Otherwise,
please contact support@ellisys.com or visit the Downloads section on the Ellisys website at www.ellisys.com

to request the latest software.

Q. Is there a cost for upgrading the software?

A. There is never a cost for software updates. These are provided without cost for the life of the product.
Q. Does the position of the antenna have an effect on the capture?

A. The position of the analyzer's antenna as well as the position of the device’s antenna is pretty important
for getting optimal captures. Each antenna has a specific radiation pattern which needs to be known to avoid
blind spots. Please consult the Ellisys £EEN_BT05 - Understanding Antenna’s Radiation Pattern Expert Note to
get more information about antennas.

Q. Is there an optimal placement of devices that | am analyzing?

A. Please consult the Ellisys EEN_BT04 - Optimal Placement of Your Analyzer Expert Note to get more
information about optimal placement.
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Q. I captured traffic but do not see traffic being decrypted by the analyzer. What do I need to do
to have traffic decrypted?

A. There are a few points to be considered to get the traffic decrypted. Please consult the Ellisys £EN _BT703 -
Your First Wide-band Capture Expert Note to learn about conditions to get decryption.

Q. Are link keys stored so 1 don’t have to re-capture a connection to see the traffic decrypted?

A. Yes, the user is provided the option to save link keys when a capture is closed.
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Appendix D — General Technical Data

RF Characteristics

="  Ellisys Rainbow™: Wideband, concurrent
capture of all BR/EDR/LE channels

"  Frequency band: 2.402-2.480 GHz
= Sensitivity range: From -90 to +15 dBm
= Gain: Programmable from -30 to +15 dB

. Modulations: All  BR/EDR/LE modulations
(GFSK, p/4-DQPSK, 8-DPSK)

®  Baseband: Support of Bluetooth 4.0, 4.1,
upgradeable by software

Logic Capture Characteristics

= Maximum bandwidth: 50 MHz

=  Sampling precision: 5 ns

®"  Supported input voltage: 1.8 to 7V
HCI Capture Characteristics

=  USB transport: Low, Full, and High Speed,
with automatic detection

®  UART transport: Up to 8 Mbit/s, automatic
detection of all parameters

=  SPI transport: Up to 8 Mbit/s, automatic
detection of all parameters

Timing
®  Clock: +1ppm frequency accuracy over -10 to
+60 degrees Celsius range
®  BR/EDR/LE timestamp accuracy: 125ns
- USB HCI timestamp accuracy: 16.7ns
®  Logic timestamp accuracy: 5ns
Embedded Memory

= 128 MB of FIFO memory (HDD is ultimate
destination)

= Data is stored in highly optimized format

®"  Analyzed data is uploaded in real time through
a USB 2.0 connection

ellisys

Better Analysis

Front-Panel Connectors

®  Capture: Standard SMA female

®  HCI: USB 2.0 Standard-A and Micro-B
Rear-Panel Connectors

= Computer: USB 2.0 Standard-B

"  Power: 12-17 VDC, max 18 W

=  Trigger: SMA in and out, 50 Q, max 5VDC

® 1O Probe: supports UART / SPI HCI, WCI-2
and logic analysis

. Inter-equipment: in and out, supports
connection of several units

Power Supply
- Universal 100-240 VAC, 50-60 Hz
= 12VDC, 18 W
Enclosure
- 174 x 111 x 58 mm (6.9 x 4.4 x 2.3")
= 1.0kg (2.0 Ibs.)
Hardware Upgrade

®  The Ellisys Rainbow™ engine is automatically
updated with each software release (no user
intervention required)

Maintenance and Licensing

"  Free lifetime software updates - no
maintenance fees

"  Free full-featured viewer software — easily
share annotated traces between computers
and colleagues and replay captured traffic

®  Use Ellisys hardware on any computer — no
additional licenses needed

Warranty

=  Two-year limited warranty
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